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Program Schedule
PANELISTS
Lillian R. BeVier, Doherty Professor of Law, University of Virginia
Carole M. Doeppers, Privacy Advocate, State of Wisconsin Privacy Council
Robert Gellman, Privacy and Information Policy Consultant
I. Trotter Hardy, Professor of Law, College of William and Mary
Jane E. Kirtley, Executive Director, Reporters Committee for Freedom of the Press
Henry H. Perritt, Jr., Professor of Law, Villanova University
Barbara A. Petersen, Executive Director, First Amendment Foundation
Marc Rotenberg, Director, Electronic Privacy Information Center
REGISTRATION: 11:00 am - 1:00 pm
Registration Desk will be open for pick up of materials
WELCOME: 1:00 pm
Thomas G. Krattenmaker, Dean, Marshall-Wythe School of Law
Hudnall R. Croasdale, Director, Virginia Council on Information Management
SESSION 1: 1: 15 pm
Introduction, I. Trotter Hardy
Presentation from Access-Oriented Article, "Sources of Rights to Access Public Information"
Henry H. Perritt, Jr.
Presentation from Privacy-Oriented Article, "Information about Individuals in the Hands of
Government: Some Reflections on Mechanisms for Privacy Protection"
Lillian R. BeVier
Discussion, Comments, and Questions: Audience and Panel-Carole Doeppers, Robert Gellman,
Jane Kirtley, Barbara Petersen, and Marc Rotenberg
BREAK
SESSION 2: 3:15 pm
The Florida Experience, Perspective from an Open Access State
Barbara A. Peterson
Discussion, Comments, and Questions: Audience and Panel-Lillian BeVier, Carole Doeppers,
Robert Gellman, Jane Kirtley, Henry Perritt, and Marc Rotenberg
The Wisconsin Experience, Perspective from a State Which Values Privacy
Carole M. Doeppers
Discussion, Comments, and Questions: Audience and Panel-Lillian BeVier, Robert Gellman, Jane
Kirtley, Henry Perritt, Barbara Petersen, and Marc Rotenberg
BREAK
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SESSION 3: 5:00 pm
Commercial Sale Issues, Observations on the Commercial Use of State-Owned Information
Robert Gellman
Discussion, Comments, and Questions: Audience and Panel-Lillian BeVier, Carole Doeppers, Jane
Kirtley, Henry Perritt, Barbara Petersen, and Marc Rotenberg
RECEPTION: 5:40 pm in Tidewater B

III
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Panelists
Lillian R. BeVier is the Doherty Professor of Law at the University of Virginia School of Law.
Professor BeVier is a graduate of Smith College and Stanford Law School where she served on the
Stanford Law Review, was Order of the Coif, and earned the Hilman Oelmann, Jr. Award for excellence
in legal writing. Over the past twenty years at the University of Virginia, Professor BeVier has taught
in the areas of First Amendment Law, Property, Intellectual Property, and Torts. Professor BeVier has
published in the Columbia Law Review, Virginia Law Review, William & Mary Law Review, California
Law Review, Michigan Law Review, and Harvard Joumal o/Law and Public Policy. She has written and
spoken extensively on the First Amendment and individual rights. Professor BeVier has also served on
the faculty of the University of Santa Clara Law School, as an associate at Spaeth, Blase, Valentine &
Klein in Palo Alto, California, and as legal counsel at Stanford University.
Hudnall R. Croasdale was appointed in June 1994 as the Director of the Virginia Council on
Information Management. Mr. Croasdale earned a B.S. degree in Education from Virginia
Commonwealth University and a M.S. degree in Systems Management from the University of Southern
California. He has over sixteen years of telecommunications and information management experience
with AT&T, C&P Telephone Company of Virginia, and most recently served in AT&T's Business
Communication Services Division. At AT&T he managed project teams which developed, designed,
recommended, and implemented telecommunications, networking, and information processing solutions
to solve complex business problems. Mr. Croasdale was also a member of the adjunct faculty in the
Science Division at the Northern Virginia Community College.
Carole M. Doeppers is currently serving as the first Privacy Advocate for the State of Wisconsin. As
the Privacy Advocate, Ms. Doeppers promotes policies that protect individual privacy at both the state
and local levels of government. By statute she is also assigned the duty of providing citizens with
information about their rights and assisting individuals in obtaining and challenging identifiable data that
is stored by the government. Ms. Doeppers is advised by the Wisconsin Privacy Council, which consists
of nine members whose appointments are approved by the governor.
Ms. Doeppers graduated from Indiana University with a Bachelors of Arts Degree in History and
Government, and completed the Masters program at the University of Wisconsin - Madison Lafollette
Institute of Public Affairs. Throughout her career, Ms. Doeppers has never been too far removed from
politics and state government. After leaving her position as the Executive Director of Common Cause,
Ms. Doeppers went to work in the legislature as an assistant administrator, and then to the State of
Wisconsin Ethics Board. Before her selection as the Privacy Advocate, Ms. Doeppers was an assistant
administrator in the medical ethics program at the University of Wisconsin Center for Health Sciences.
Ms. Doeppers has also served on the Board of Directors for both the American Civil Liberties Union and
the Wisconsin Women's Network, and is currently a member of the City of Madison Ethics Board.
Robert Gellman, a 1973 graduate of the Yale Law School, served for seventeen years as counsel to the
Subcommittee on Information, Justice, Transportation, and Agriculture of the House of Representative's
Committee on Government Operations. His responsibilities included information policy issues pertaining
to privacy, electronic data policy, freedom of information, archives, and security classification. He has
written and spoken frequently on privacy and information policy matters, both in the United States and
abroad. Specific activities include preparation of the Fair Health Information Practices Act - the
confidentiality section of the aborted health reform effort - as well as congressional legislative,
iv

investigative, and policy reports on genetics and privacy, the Privacy Act of 1974, the Postal Service's
Intelpost service, the archiving of electronic records, computer matching, and other issues. He is now
a consultant specializing in personal privacy matters, health records confidentiality policy, and access to
government records issues.
I. Trotter Hardy is a Professor of Law at the College of William & Mary, Marshall-Wythe School of
Law where he teaches Intellectual Property, Torts, and Law and Economics. He graduated Order of the
Coif from Duke University, where he served as Article Editor for the Duke Law Journal. After
graduation, he clerked for the Honorable John D. Butzner, Jr., on the Fourth Circuit Court of Appeals.
Professor Hardy is the author of articles on the design of computer command languages, international data
flows, health law, law and computers, and copyright law. His current research interests include projects
addressing the history of how courts have dealt with new technologies in copyright cases, and the legal
issues surrounding computerized information and computer communications. Professor Hardy is the
Founder and Editor of the Journal of Online Law.
Jane E. Kirtley is Executive Director of the Reporters Committee for Freedom of the Press, a voluntary,
unincorporated association of reporters and editors devoted to protecting the First Amendment interests
of the news media. Since 1985 she has overseen the legal defense and publications efforts of the
Reporters Committee, as well as supervising the group's fund-raising activities. Ms. Kirtley has prepared
numerous friend-of-the-court briefs on behalf of the Reporters Committee and other news media
organizations in such cases as Hustler Magazine v. Falwell, The Florida Star v. B.J.F., and Department
ofJustice v. Tax Analysts. Ms. Kirtley writes and speaks frequently on media law issues. Before coming
to the Reporters Committee in 1984, Ms. Kirtley was associated with the law firm of Nixon, Hargrave,
Devans & Doyle. Ms. Kirtley also worked as a reporter for the Evansville Press, the Oak Ridger, and
the Nashville Banner. She received her J.D. degree from Vanderbilt University School of Law, where
she served as Executive Articles Editor of the Vanderbilt Journal of Transnational Law. She received
Bachelor's and Master's degrees from Northwestern University's Medill School of Journalism.
Thomas G. Krattenmaker is Dean and Professor of Law at the College of William and Mary, MarshallWythe School of Law. He was previously a Professor and Associate Dean for Graduate Studies at
Georgetown University Law Center. Dean Krattenmaker is the co-author of Supreme Court Politics:
The Institution and Its Procedures (1994), Mergers in the New Antitrust Era (1985), and Misregulating
Television: Network Dominance and the FCC (1984). He received his B.A. from Swarthmore College
and his J.D. from Columbia University School of Law, and was a law clerk to Justice John M. Harlan
of the Supreme Court of the United States.
Henry H. Perritt, Jr. is a Professor of Law at Villanova University, where he has been on the faculty
for thirteen years. He formerly served on the White House Staff and as Deputy Under-Secretary of Labor
in the Ford Administration. More recently, he served on President Clinton's Transition Team, working
on telecommunications issues. He is a member of the bars of Virginia, Pennsylvania, D.C., Maryland,
and the United States Supreme Court. He earned his B.S. degree in engineering from M.I.T., a Masters
degree in management from M.I.T.'s Sloan School, and a J.D. from Georgetown University. He worked
on electronic information issues at Harvard's Kennedy School of Government in 1990 while he was on
sabbatical from Villanova.
Professor Perritt is the author of more than thirty law review articles and ten books including
Trade Secrets: A Practitioner's Guide, How to Practice Law With Computers, and Electronic Contracting,
Publishing and EDI Law. His recent law review articles have addressed "Tort Liability, the First
Amendment, and Equal Access to Electronic Networks, access rights in the National Information
Superstructure, and copyright-law impediments to standardization and compatibility. He prepared reports
for OMB on federal electronic information policy, and for the Administrative Conference of the U.S. on
electronic filing and dissemination policies for federal agencies and on electronic records management
II
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and archives. He drafted a recommendation on electronic dissemination of public information adopted by
the ABA. He has served as Chairman of the Law and Computers Section of the Association of American
Law Schools, and as a member of the panel on electronic databases of the National Academy of Public
Administration for a study of the National Archives. Professor Perritt currently serves as Chairman of
the Committee on Regulatory Initiatives and Information Technology of the ABA Administrative Law
Section, and is Vice President of the Center for Computer Aided Legal Instruction.
Barbara A. Petersen is Executive Director of the First Amendment Foundation, a non-profit organization
advocating open government and First Amendment values. A graduate of the University of Missouri and
the Florida State University College of Law with honors, Ms. Peterson has served as the staff attorney
for the Florida Legislature'S Joint Committee on Information Technology Resources, and as a research
assistant for the Florida State University College of Law and the Center for Employment Relations and
Law. Ms. Peterson has published in the Florida State University Law Review, GIS Law, The Legislative
Lawyer, and The Brechner Report. She has written and spoken extensively in the area of access to
government records.
Marc Rotenberg is Director of the Electronic Privacy Information Center (EPIC), a public interest
research organization in Washington, D.C. He is also a Ford Fellow in International and Comparative
Law and Adjunct Professor at Georgetown University Law Center. Formerly, he served as counsel to
the Senate Judiciary Committee, specializing in law and technology issues, and then as Director of the
Computer Professionals for Social Responsibility, Washington office, a nonprofit group of lawyers and
computer specialists that deals with privacy issues. Mr. Rotenberg often testifies before Congress on
issues involving technology and civil liberties and is a frequent commentator for CNN. He has served
on advisory panels for the Federal Networking Council, the National Academy of Science, the American
Association for the Advancement of Science, the Organization for Economic Cooperation and
Development in Paris, and the Austrian Institute on Law and Policy in Salzberg.
Mr. Rotenberg is a graduate of Harvard College and Stanford Law School and a member of the
bar of the United States Supreme Court. While in law school, he was Articles Editor of the StanfordLaw
Review, President of the Stanford Public Interest Law Foundation, and research assistant to the Honorable
A. Leon Higginbotham, Jr.
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Sponsors
WILLIAM & MARY BILL OF RIGHTS JOURNAL
The Marshall-Wythe School of Law has a long and vigorous tradition of research
and education in constitutional law, befitting its historic roots as the nation's oldest law
school. Founded in 1789 in Virginia's colonial capital of Williamsburg, the law school
held its first classes within a year of the seminal period when Virginia statesmen drafted
the Virginia Declaration of Rights, the precursor to the Bill of Rights.

In 1982, the Institute of Bill of Rights Law was established at William and Mary
to support research and education on the Constitution and Bill of Rights. The programs
and pUblications of the Institute are designed to enrich the educational experience of law
students at Marshall-Wythe, broaden public knowledge, promote scholarly research, and
facilitate creative public policy solutions to conflicts involving constitutional issues.
In the spring of 1992, the goals of the Institute were furthered with the first
pUblication of the William & Mary Bill of Rights Journal. The Journal is a student-run
publication addressing constitutional issues with a focus on civil and individual liberties.
Previously known as the Colonial Lawyer, the Journal expanded the original vision of the
Colonial Lawyer from a Virginia-focused journal to a journal of international scope. The
Journal embraces a broad view of this mandate, encompassing nearly all constitutional
and human rights issues, nationally and globally. Academicians, lawyers, historians,
journalists, government officials, sociologists, political scientists, economists,
philosophers, and experts in other fields are encouraged to submit articles. The Journal
is published twice per year, in the winter and summer.
Registrants will receive a complimentary one year SUbscription to the Journal.
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VIRGINIA COUNCIL ON Th'FORMATION MANAGEl\1ENT
The Council on Information Management (CIM) was createn by the 1988 General
Assembly in response to the recommendations of the 1987 Joint Legislative Audit and Review
Commission study on information technology management within Virginia state government.
The mission of the Council as describen in the Code of Virginia is to promote the coordinated

planning, practical acquisition, effective development, and efficient use of information technology
resources serving the needs of agencies and institutions of higher education in the
Commonwealth.
The Council consists of nine members: six from outside State government and three ex
officio members, the Secretaries of Administration, Finance, and Education. Statewide
information technology planning in Virginia is a cooperative process which includes agencies of
government, institutions of higher enucation, local governments, and the private sector. In
recognition of this cooperative approach, the Council is actively supporten by four advisory
committees establishen by law.

VIRGINIA COUNCIL ON INFORMATION MANAGEMENT

Council Members .
James T. Matsey

Dr. Glenn C. Kessler

Council Chairman

Council Vice Chair

Director of Media Services
Fairfax County Public Schools
4414 Holborn Avenue
Annandale, V A 220034

Corporate Director, Information Systems
Reynolds Metals Company
Post Office Box 27003
Richmond, VA 23261

Marjorie M. Freeman
Systems Administrator
Lynchburg Information On-Line Network
Knight-Capron Library
Lynchburg College
Lynchburg, VA 24501

The Honorable Beverly H. Sgro
Secretary of Education
Ninth Street Office Building
Richmond, VA 23219
The Honorable Michael E. Thomas
Secretary of Administration
Ninth Street Office Building
Richmond, VA 23219

Robert D. Harris
121 North Cleveland Street
Arl ington, VA 22201-1111

The Honorable Paul W. Timmreck
Secretary of Finance
Ninth Street Office Building
Richmond, VA 23219

Hiram R. Johnson
Nuclear Materials
Virginia Power
5000 Dominion Boulevard
Glen Allen, V A 23060

Hudnall R. Croasdale

Council Staff
Director, Council on Information Management
Washington Building, Suite 901
1100 Bank Street
Richmond, VA 23219
(804) 225-3622
Fax: (804) 371-7952

Larry E. Kittelberger
Executive Director, Information Technology
Shared Services Organization
Tenneco Management Company
4101 Washington Avenue
Newport News, VA 23607

COMl\10NWEALTH OF VIRGINIA COUNCIL ON INFORMATION MANAGEMEi~T
Washington Building, Suite 901
1100 Bank Street
Richmond, VA 23219 • (804) 225-3624 • FAX (804) 371-7952
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materials contained in this notebook:
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Virginia Council on Information Management
The William & Mary Bill of Rights Journal would also like to thank the
following for their tremendous efforts in organizing this symposium:
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CLE Credit
The course entitled "Access v. Privacy: Approaches to State Information
Policy" has been approved for 4.0 credit hours including (0.0) credit hours for Ethics
by the Virginia Mandatory Continuing Legal Education Board. Following this page
are Form #2 and #3 for this course.
To receive Virginia CLE credit, you must complete this form. It will be
collected at the conference registration desk and we will return completed forms to the
MCLE office at the conclusion of the course.
If you have questions, please contact Millie Arthur, Administrative Assistant,
Institute of Bill of Rights Law. Telephone (804) 221-3810 or Fax (804) 221-3775.
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Virginia lVICLE Board
Virginia State Bar
707 East Main Street, 15th Floor
Richmond, VA 23219-2803
(804) 775-0577
CERTIFICATION OF ATTENDANCE (FORl\t12)
To ensure proper credit, pursuant to Paragraph 17B, C and D of Section IV, Part Six, Rules of the Supreme Court of
Virginia, please list your bar ID number, social security number and print full name and address.
The information provided will be available for inspection by the public under the Freedom of Information Act.

o

Check if new address

Member Name:

VSB Member Number:

Official Address
of Record:

Social Security Number:
(optional)

Daytime Phone:.I...(_ _---')~_ _ _ _ _ __
State

City

Course ID Number:
Sponsor:

Zip

MWIIO
Marshall-Wythe School of Law

Course/Program Title:
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SUGGESTIONS FOR A MODEL STATUTE
FOR ACCESS TO COMPUTERIZED GOVERNMENT RECORDS

by Sandra Davidson Scott"

1. INTRODUCTION: A BRIEF HISTORICAL AND PHILOSOPHICAL PERSPECTIVE
The urge for human beings to document their existence and activities is apparent in
ancient pictographs and cave paintings. The phenomenon is universal, ranging from giant
etchings in the earth of Peruvian plains to delicate drawings in French caves.
As the ability to communicate progressed, written languages replaced drawings.
Nuances of meaning, heretofore impossible to depict, could be expressed in writings, but
the process was time consuming. Even though the medium improved-from clay to
paper-writing by hand remained tedious. Adding to the tedium, important books received
elaborate embellishment; the margins of some hand-scribed Bibles produced by monks
display intricate designs containing flowers and animals, enhanced by gold. These laboriously made books were acts of love and dedication, or at least extreme patience.
Then came Gutenberg. In the mid 1400s, Gutenberg initiated a new era, liberating
human beings who wanted to be free from the work of writing by hand. The Gutenberg
era of printing, from typewriters producing individual copies to printing presses churning
out copies by the thousands, revolutionized communication. Of course, vestiges of preGutenberg life persisted; writing letters and documents by hand did not cease. But the
freedom of choice made possible by Gutenberg's revolution meant that, in large part,
machine-made print replaced that made by hand.
And now we have entered another era, that of the computer and micro chip-the
electronic age. Communication is undergoing a revolution controlled by a binary system
of open or closed electrical pathways that unleashes power to create, store, retrieve, and
duplicate information with amazing ease and speed.· How far this revolution may lead
is not yet dear because we are only at its beginning.2
Perhaps the most striking difference between the Gutenberg and computer eras is the
reduction in person-hours needed to perform given tasks. Instead of performing labor-

• Sandra Davidson Scott, Ph.D., J.D., is an Assistant Professor at the University of Missouri-Columbia
School of Journalism and an Adjunct Assistant Professor at the School of Law. Scott gratefully acknowledges the contributions of her colleague Elliot Jaspin, especially in the area of government copyright of
software. Scott also thanks Frosty Landon. her research assistants, Nancy Waters and Lisa Kremer. and
Jaspin's assistants. Bob Jackson and Jon Schmid.
I As an example of amazing advancement in technology, one CD-ROM disc (Compact Disc-Read Only
Memory) can store the same amount of information as approximately 250,000 typewritten. double-spaced
pages. U.S. CONGo OFFICE OF TECH. ASSESSMENT, INFORMING THE NATION: FEDERAL INFORMATION
DISSEMINATION 1:-.1 AN ELECfRO:-.lIC AGE 9 (Oct. 1988) [hereinafter OTA. INFORMING THE NATION]. Even
smaller computer tapes store about as much information as roughly 75,000 pages of text. HOUSE COMM. ON
GOV'T OPERATIO:-.lS. TwENTY-FIFTH REPORT, TAKING A BYTE OUT OF HISTORY: THE ARCHIVAL PRESERVATION OF FEDERAL COMPUTER RECORDS, H.R. REP. No. 978, IOlst Cong., 2d Sess. 29 (Nov. 6, 1990)
[hereinafter. T AKI:-.IG A BYTE].
While the computer industry uses "disk," the more common statutory spelling is "disc." For
consistency. the Journal has used the latter spelling throughout the article.
1 For an extensive discussion of different communication eras, see ANTHONY SMITH. GOODBYE
GUTENBERG: THE NEWSPAPER REVOLUTION OF THE 1980's (1980).
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intensive, time-consuming searches through file cabinets or shelves filled with documents,
computer researchers use narrowly-honed, database searches, thus discovering and synthesizing material literally with a few key strokes. In a short span of time, a computer
researcher can accomplish searches which would have taken days, months, or even years
using Gutenberg-era methods. 3
The problem this article seeks to address is that many laws addressing access to
computerized government records were written in the Gutenberg era, or at least with
Gutenberg-era conceptions. For instance, the federal Freedom of Information Act4 [FOIA]
was written in 1966, which predates the full-blown computer age. The Freedom of
Information Act's definition of what constitutes a government agency "record" does not
mention computer records. s An Office of Technology Assessment [OTA] report states
flatly, "Technology has outpaced the major governmentwide statutes that apply to Federal
information dissemination."6 Few people would consider horse-and-buggy era laws to be
adequate to control traffic in the age of the automobile. Yet it is precisely this same type
of situation that exists when access to computerized records is governed by laws reflecting
technology of the previous, noncomputerized era. Freedom of information laws, after all,
are the traffic laws for access to government information.
Similar disparities between the language of the law and the reality of government
record-keeping exist in state laws. For instance, some state laws mandate that computerized government records be reproduced on paper for persons seeking records. 7 It makes
no sense in the computer age for a law to mandate the more expensive paper copies of
records,S just as it would have made no sense in the Gutenberg era for a law to mandate
that only more expensive, hand-written copies of government records be produced. Such
laws could only make sense if their purpose were to restrict access to information. A law
mandating hand-lettering would have abysmally slowed the production of information and
ridiculously increased its cost. Likewise, laws mandating production of records on paper
slow production time and increase cost. In either case, there is a mismatch between
technology and law.
A primary reason to be concerned about the disparity between law and technology is
that anything which slows production of a government record and/or increases its cost
tends toward a closed rather than an open society. The philosophical theory underpinning
this article is that one of the primary factors separating one society from another is
openness. The more open a society is with its information-the more a government lets its
citizens view the government's workings-the better the chances that the society is a
healthy, functioning democracy. Conversely, the more closed a society is with its
information-the more a government restricts its citizens from viewing the government's
workings-the greater the chances that the society is suffering under a repressive,
totalitarian form of government. George Brown, Jr., says:

3 For examples of how computers can ease the news gathering process, see il/fra note 52.
45 U.S.C. § 552 (1966).
5 Senator Patrick Leahy has introduced a bill trying to meet that problem. See infra note 60 and
accompanying text.
6 OTA, INFORMING THE NATION, supra note I, at 8. For brief analyses of OTA, Informing the Nation,
see S. Elizabeth Wilbor, Note, Developments ul/der the Freedom of Information Act-1989, 1990 DUKE L.1.
1113, 1145-47 nn. 195-213; Lisa Guisbond, Could computers pm freedom of information at jeopardy? PCCOMPUTING, April 1989, at 38; Judith Silver, OTA report urges change at GPO. NTIS; Office of Technology
Assessment. GOl'ernment Printing Office. National Technical Information Sel'l'ice. Gov'T COMPUTER NEWS.
Oct. 24. 1988, at 113.
7 See infra notes 264-67 discussing reproduction methods.
8 See Brownstone Publishers. Inc. v. N.Y. City Dep't of Bldgs .. 560 N.Y.S.2d 642 (N.Y. AT 1-" Div.
1990) (describing how much more expensive paper copies can be than computerized versions).
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In any society that proclaims itself to be "open" and "free," the relationship between that society and its government must be based on mutual
trust and self-assurance. Each must operate from the understanding that it is
functioning for the well-being and best interests of the nation as a whole. Of
course, it would be fatuous to assume that all the citizenry of any nation is
loyal to that nation, but every free nation must be sufficiently poised and
trusting, and welcome open dissent that is not traitorous. It is on these
assumptions that we must either stand or fall as a nation. In an open society,
Federal information must be available to the citizenry in order for that
citizenry to prosper, be confident regarding its government, and able to feel
itself a part of the governing process. 9
In other words, secrecy in government is the single greatest threat to individual freedom.'o
The ideological starting point for this article can be found in works such as On
Liberty by John Stuart Mill 11 and A Theory of Justice by John Rawls. 12 These works
emphasize the importance of freedom to express one's opinions. For instance, in often
quoted language, Mill says:
[T]he peculiar evil of silencing the expression of an opinion is, that it is
robbing the human race; posterity as well as the existing generation; those
who dissent from the opinion, still more than those who hold it. If the
opinion is right, they are deprived of the opportunity of exchanging error for
truth: if wrong, they lose, what is almost as great a benefit, the clearer
perception and livelier impression of truth, produced by its collision with error. 13
Although it is vital for an open society that citizens be able to express opinions, it is even
more critical that citizens be able to form opinions. Rawls comes closer to emphasizing
the importance of access to government information:
We may take for granted that a democratic regime presupposes freedom
of speech and assembly, and liberty of thought and conscience .... While
rationality is not guaranteed by these arrangements, in their absence the
more reasonable course seems sure to be rejected in favor of policies sought
by special interests. If the public forum is to be free and open to all, and in
continuous session, everyone should be able to make use of it. All citizens
should have the means to be informed about political issues. They should be

9 George E. Brown, Jr., Federal Information Policy: Protectillg the Free Flow of Illformation, 4 Gov'T
INFO. Q. 349, 350-51 (1987). The same sentiment applies regarding access to state and local government
information.
10 Another lesser threat to freedom is invasion of privacy. While computers can help citizens keep track
of government activities if citizens can access government databases, computers can also help government
and others keep track of citizens' activities. Computers are thus a double-edged sword in the fight for an
open society. For more on privacy concerns specifically relevant to computers. see infra notes 21-47 and
accompanying text. This article, however, leaves an in-depth analysis of invasion of privacy issues for
another discussion.
II JOH\' S. MILL, On Liberty, in ESSENTIAL WORKS OF JOHN STUART MILL 249 (Max Lerner ed .. 1961).
I~ JOHN RAWLS. A THEORY OF JUSTICE (1971). Another philosophical work of interest is I & 2 KARL R.
POPPER. THE OPEN SOCIETY AND ITS ENE'vllES (1971). Its title alone is thought provoking.
13 MILL. supra note II, at 269.
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in a poslllOn to assess how proposals affect their well-being and which
policies advance their conception of the public good. Moreover, they should
have a fair chance to add alternative proposals to the agenda for political
discussion. 14

This article builds on the legacy of philosophers such as Mill and Rawls, but it shifts
the emphasis from freedom of expression to the groundwork that makes this freedom
possible: access to information in order to create an informed opinion. In order to express
an opinion, one must first form an opinion. That opinion must be based on information;
otherwise, it is merely idle speculation. To have an informed opinion, one must have
access to the necessary information. Without access to information, any discussion of
freedom to express one's opinion is as meaningless as the uninformed opinion itself.
Government is too often obstructing access to computer-age records with inadequate,
Gutenberg-era laws. Our technology has reached beyond the Gutenberg era, and now our
laws must do the same. At stake is not just access to information itself, but also the ability
to formulate informed opinions. Freedom of expression, a bulwark of an open society,
hinges upon freedom to access government information. 15
II. LAW'S UNEASY VIEW OF INFORMATION IN THE COMPUTER AGE

Increasingly, government records are kept in government computers. One estimate is
that by the year 2000, the federal government will conduct 75% of its transactions
electronically!6 Paul McMasters explains, "Computers in federal agencies were rare in
the 1970s. By 1982, the U.S. government was spending more than $9 billion annually on
computers. That figure will top $15 billion this year [1990] in a government with more
than 25,000 mainframes and 125,000 microcomputers.,,17 In a major work, the Office
of Technology Assessment acknowledged both the' 'rapid increase in the use of electronic
formats for Federal information dissemination" and the "serious conflicts" over how to
"strengthen public access." 18 States are also increasingly keeping their records in
computer databases. 19
Information in computers or on computer tapes or discs is almost infinitely malleable. Searches for information can be done with little expenditure of time. Francis

RAWLS, supra note 12, at 225 (emphasis added).
In one of the most metaphysical Supreme Court opinions ever written, Justice Douglas includes
freedom of access to information as one of our "penumbral rights." Griswold v. Connecticut, 381 U.S. 479,
484 (1965). According to Douglas, "specific guarantees in the Bill of Rights have penumbras, formed by
emanations from those guarantees that help give them life and substance." Id. at 484. For example,
"freedom of speech and press includes not only the right to utter or to print, but the right to distribute, the
right to receive, the right to read and freedom of inquiry, freedom of thought, and freedom to teach ....
Without these peripheral rights, the specific rights [speech and press] would be less secure." Id. at 482-83.
16 TAKING A BYTE, supra note I, at 2.
17 Paul McMasters. Penetrating the Paperless Government, ASNE [AMERICAN SOCIETY OF NEWSPAPER
EDITORS] BULLETIN, Aug. 1990, at 8. On the number of government databases, see infra notes 70, 71 and
accompanying text.
18 OTA, INFORMING THE NATION, supra note I, at 3. See also, UNITED STATES CONGRESS OFFICE OF
TECHNOLOGY ASSESSMENT, FEDERAL GOVERNMENT INFOR~IATION TECHNOLOGY: MANAGEMENT, SECURITY,
AND CONGRESSIONAL OVERSIGHT (Feb. 1986); Fred B. Wood, Technology, Public Policy. and the Changing
Nature of Federal Information Dissemination: Oven'iew of a New Office of Technology Assessment Study, 4
Gov'T INFO. Q. 83 (1987).
19 See. e.g .. infra notes 260-62 and accompanying text (increasing remote on-line access in states).
14
IS
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Bacon's phrase, .. Knowledge is power, ,,20 is inverted to "Power is knowledge."
Computer power yields knowledge, and it does so with an ease and speed that is
revolutionary.
Using this power, however, raises ethical questions. Should journalists or others have
such information literally at their fingertips? For instance, the state, in effect, compels
individuals to divulge private information such as weight and height as a condition of
driving an automobile. Then the state turns that information over to prying eyes for a
nominal fee. Easy access to such information is good news for marketers who want to
target certain consumers, such as overweight people or those who might want to buy
platform heels.
But what about privacy concerns? State policies on the availability of driver
information show diverse approaches to privacy concerns. 21 Proposed New Hampshire
legislation, aimed at protecting personal privacy and recognizing the use of social security
numbers as de facto identification numbers .. will make merchants liable, up to a $1,000
fine, if they refuse to do business with customers who will not provide their credit card
or social security numbers.22 Other privacy concerns involve the use of computerized
voting records. 23 Computerizing medical records is also an issue.:~ Further, current

20 FRANCIS BACON, MEDITATIONES SACRAE (1597) (quoted in, e.g., JOHN BARTLETT. FAMILIAR
QUOTATIONS 178 (15th ed. 1980».
21 A "John Doe" in Massachusetts was able to get a temporary injunction, based on privacy grounds,
not to have his age and height released by the Department of Motor Vehicles (D~lV). John Doe v. Registrar
of Motor Vehicles, 543 N.E.2d 432 (Mass. App. Ct. 1989). Also in Massachuserts. public concern for
privacy prompted Governor Weld to drop his proposal to allow the DMV to sell businesses on-line access to
its records. One commentator explained the value of such lists to businesses:
The Registry records could provide a treasure trove of information for people marketing some
goods or services. Those records include people's age, address, type of car. and driver's license
number, which often is the same as their Social Security number. For example. companies could
assemble a list of all Mercedes owners older than 50 in metropolitan Boston to pitch lUXUry
goods .and vacations, or a list of all 20- to 40-year-old male pickup truck owners in western
Massachusetts for outdoor sporting goods.
Peter J. Howe, Access to Registry Data Among Reforms on Weld's Agenda, BOSTO:\ GLOBE, Nov. 20. 1991,
at 45. On the other hand, in 1991, Missouri legislation provided that "for all licenses issued or renewed after
March I, 1992, the applicant's social security number shall serve as his license number"' unless the applicant
objects and files the appropriate form with the Director of Revenue. Mo. ANN. ST . H. § 302.181 (Vernon
1992). Also. in 1990. New York did not pass proposed legislation that would ha\'e enabled drivers to request
that the DMV keep their names and home addresses confidential. Summary of Ac;ion in New York Legislature's 213th Session. N.Y. TIMES, July 8,1990. at A16.
22 Ralph Jimenez. Several Bills Seek to Guard Privacy, Except in Olle Case: New Hampshire Weekly,
BOSTON GLOBE, Feb. 10, 1991, at 1. For more information on the social security number as a de facto
national identifier, see Simson Garfinkel, Social Security Numbers and Other Telling Information, WHOLE
EARTH REV .. Sept. 22. 1989, at 80. Garfinkel says:
Practically anybody with a computer modem ... can sign up with the National Credit Information
Network, Inc .. in Cincinnati, Ohio, which allows instant access to more than 200 million online
consumer credit reports. as well as driver's license records from 49 states. and a nationwide
telephone and address directory that includes unlisted telephone numbers,
/d.
23 Shelby Gilje. III Our Democracy, Public Voting Records Are Part of the P']ckage. THE SEATTLE
TIMES, June 6, 1991. at D12; Gary Stix, The O's Have It; Can Digital Ballot Boxes Kt?ep Elections Honest?,
SCI. AM., Nov. 1990. at 24.
24 For information on state laws, see Elizabeth Gardner. Red Tape. Antiqllated Lall's Keep Compllteri:ed
Records on Shaky Legal Ground. MOD, HEALTHCARE, June 3. 1991. at 27. Proposed federal legislation
would regulate federal agencies in collecting and disseminating genetic records. to protect against discrimination on the basis of genetic predisposition to health problems, Genetic Primc), Bi!! Introdllced, CmIPL'TERWORLD. May 20, 1991. at 6.
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literature reflects many other concerns about the effects of the use of computers on
.
,<
pnvacy.Privacy concerns are heightening, but they are not new. Partly as a result of the
computer age, the United States passed the Privacy Act of 1974,26 which deals with
the vast record making, storing, and retrieving capabilities of federal agencies. The
Act's purpose is to protect individuals against government abuse of personal data. The
Privacy Act lets individuals find out what kind of files are being kept and correct
them. 27 It also generally prohibits federal agencies from maintaining records concerning the exercise of First Amendment rights 28 and prevents agencies from releasing
data about individuals to a third party without written consent unless a record is open
for public inspection under an exemption to the Privacy Act. 29 The major exemption
is that records are open if they are open under the Freedom of Information Act. 30 In
1988, Congress passed the Computer Matching and Privacy Protection Act,3l which
amended the Privacy Act of 1974. The law regulates the "computerized comparison"
not only of records of two or more agencies, but also of an agency's records with
"non-Federal records. ,,32
Another privacy concern is the possibility of public officials, such as FBI agents
or police officers, turning over confidential information in exchange for bribes.
Tapping into FBI and other governmental databases is relatively easy and yields
confidential information. This happened in the case of Tampa-based Nationwide
Electronic Tracking [NET], which sold its clients confidential information and social
security files. 33

25 See generally Francis S. Chlapowski. The Constitutional Protection of Informational Privacy. 40 AM.
U. L. REv. 957 (1991); Seth F. Kreimer. Sunlight, Secrets, and Scarlet Letters: The Tension between Pri\'acy
and Disclosure in Constitutional Law. 140 U. PA. L. REV. I (1991); Note. Pril'acy, Computers, and the
Commercial Dissemination of Personal Information. 65 TEx. L. REV. 1395 (1987); Mitchell Hartman. Press
and Public Collide as Concern over Privacy Rises. THE QUILL. Nov.-Dec. 1990. at 3; Richard Lacayo.
Nowher~ to Hide. TIME. Nov. II. 1991. at 34; Joe Schwartz & Brad Edmundson. Privacy Fears Affect
Consumer Behavior, AM. DEMOGRAPHICS. Feb. 1991. at 10.
26
5 U.S.c. § 552a (1974).
27 § 552a(b).
28 § 552a(e)(7).
29 § 552a( d).
30 § 552a(b).
31 Pub. L. No. 100-503. 102 Stat. 2507 (1988).
32 § 552a(a)(8)(A)(i). See Comment. Protecting Individual Privacy in the Shadow of a National Data
Base: The Needfor Data Protection Legislation. 17 CAP. U. L. REV. 117 (1987) (on the purpose of
computer matching legislation). Also. Congress has taken other steps to regulate governmental and
commercial use of computerized information. Congressman Andy Jacobs of Indiana has conducted hearings
on matching computer data by misusing social security numbers. Representative Robert Wise of West
Virginia wants a federal "data protection board" overseeing both governmental and commercial use of
computerized information. Annetta Miller & John Schwartz with Michael Rogers, Would New Laws Fix the
Privacy Mess?, NEWSWEEK, June 3, 1991, at 42.
33 All Things Considered: Selling Secrets: A New Brokering Profession (NPR radio broadcast, June 5.
1992). In the NET case, investigated by the Inspector General of the Atlanta office of the Department of
Health and Human Services. charges included mail fraud and bribery of officials. Among those arrested were
policemen from Chicago and Georgia. Id. In another case, a former San Francisco police officer. Tom
Gerard. allegedly collected confidential information on individuals and sold it to foreign intelligence
organizations. Morning Edition: ll/egal Police Surveillance Questioned in California (NPR radio broadcast.
Mar. 26, 1993). Many of Gerard's files apparently came from other police departments. Phillip Matier &
Andrew Ross. Developer Cowan May Be Harboring Money Problems, SAN FRAN. CHRON .. Mar. 8, 1993. at
A15. See also Richard C. Paddock, San Francisco Probes Private Spy Network. L.A. TIMES. Feb. 26. 1993.
at AI (confidential files recovered from home of Tom Gerard).
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Consumers are growing more uneasy about threats to privacy-and are fighting
back. 34 The public's interest in protecting privacy is perhaps best illustrated by the Lotus
Marketplace controversy. Equifax, the Atlanta-based credit bureau, teamed up with
computer software giant Lotus Development Corporation to create LOllis Marketplace. In
late 1990, Lotus Development Corporation raised a furor with its proposed 1991 release
of Lotus Marketplace, which would have provided owners of personal computers access
to information compiled on 80 million American households. This collection of compact
discs would have offered data on households, including income, gender, marital status,
buying preferences, and even so-called "psychographic categories" such as "cautious
young couple. ,,35 The user could then compile a list based on address, age, sex, income
estimates, or spending habits.36 The launching of Marketplace was torpedoed by public
opinion. Lotus received 30,000 telephone calls and hundreds of computer messages
claiming Marketplace would invade privacy.37
Reflecting on privacy concerns, Harvar~ Law Professor Laurence Tribe in March
1991 suggested a constitutional amendment to protect individuals from having private
information shared without their consent. J8 His amendment, in full, says:
This Constitution's protections for the freedoms of speech, press, petition
and assembly, and its protections against unreasonable searches and seizures
and the deprivation of life, liberty or property without due process of law,
shall be construed as fully applicable without regard to the technological
method or medium through which information content is generated, stored,
altered, transmitted or controlled. 39
Development of the "microchip" makes passage of such an amendment necessary,
Professor Tribe believes. 40 Thus, he seems to follow that part of our legal tradition that
mistrusts computerized information.
Some courts mistrust information when it is synthesized: It is too easy to use and
should be restricted, these courts have decided. For example, in Kestenbaum v. Michigan

34 See John Schwartz, How Did They Get My Name?, NEWSWEEK, June 3, 1991. at '+0. There are
publications dedicated to privacy issues, including the newsletter, Privacy Journal, and the Privacy Times.
Additionally, computer professionals established the United States Privacy Council in the spring of 1991
because they were afraid laws have failed to keep pace with technology. Patricia J. P':tne & Louise Fickel,
Industry Professionals Form Group to Protect Users' Privacy Rights, INFOWORLD. APr. i, 1991, at 6.
35 What Price Privacy, CONSUMER REP., May 1991, at 356,360.
.
361d. See a/so. Geoff Cooper, New Softv.'are Data Base Stirs Suspicions Ol'er Rights to Privacy. Access,
Bus. J.-MILWAUKEE, Dec. 10, 1990, § 2 at 14; Lawrence Edelman. Is This Man Inl'Gding YOllr Privacy? A
Solution Is Sought to Close Gap Between Technology and Law, BOSTON GLOBE. Nov. 20. 1990, at 25.
37 Computers and Privacy, THE ECONOMIST. May 4. 1991, at 21-22. Consumer Reports said:
Lotus and Equifax insisted that safeguards built into the program would have prevented
users from picking a particular name off the disc. That was true enough. But a demon:
stration disc we obtained showed that one could easily find out a lot about a particular small
group of people. Among the possibilities to be keyed in: elderly. rich widows living on
Chicago's North Shore. Or even those on a particular street or in a certain building. By
keying in on a specific area and asking questions, the list could be pared to fewer than 10
households with certain attributes. Lotus and Equifax officials now say that the public
"misunderstood" the intent of the product. and they chose to withdraw it rather than
become embroiled in a long battle over privacy issues.
What Price Privacy. supra note 35, at 360.
)8 Rosalind Resnick, The aliter Limits, NAT'L L. J .. Sept. 16. 1991. at 1. 32.

)9Id.
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State University,41 Kestenbaum wanted a copy of the computer tape that Michigan State
University [MSU] used to produce its student directory. MSU said no, and the Supreme
Court of Michigan upheld the university's decision. MSU had already released the
information in a printed directory, and the court held that MSU was justified in denying
Kestenbaum's request under a statutory exemption for situations where information is of
a personal nature and the public disclosure of the information would constitute a clearly
unwarranted invasion of an individual's privacy. The most pertinent part of the court's
language is:

[T]he same reasoning which supports the university's decision to publish
the directory cannot be extrapolated to compel release of the computer tape,
even though it contains identical information.
It is not seriously debated that the pervasiveness of computer technology
has resulted in an ever-increasing erosion of personal privacy. There is
available a larger storehouse or'information about each of us than ever
before. Computer information is readily accessible and easily manipulated.
Data available on a single tape can be combined with data on other tapes in
such a way as to create new, more comprehensive banks of information ....
Form, not just content, affects the nature of information. Seemingly
benign data in an intrusive form takes on quite different characteristics than
if it were merely printed. 42
In 1990, a Connecticut court held that an agency with computerized records only
needs to provide a computer printout.43 Connecticut's statute said, "Any public agency
which maintains its records in a computer storage system shall provide a printout of any
data properly identified."44 The court read that language narrowly.
The United States Supreme Court has not necessarily been a friend to those desiring
access to computerized information, either. In 1989, in United States Department of
Justice v. Reporters Committee for Freedom of the Press,45 the Court unanimously ruled
that FBI rap sheets, which are computerized, cannot be given out because to do so would
"consti.tute an unwarranted invasion of personal privacy. ,,46 The Coun said, "Plainly

41 327 N.W.2d 783 (Mich. 1982).
421d. at 789 (footnote omitted). Unfortunately, historically, judges often have been suspicious of information that is too readily available-even if the information is a matter of public record. For instance, in
1979, a monthly magazine in Madison, Wisconsin, The Progressive, was set to publish an article entitled,
The H-Bomb Secret: How We Got It, Why We're Telling It. The government got a temporary injunction
against publication of the article. United States v. Progressive, Inc., 467 F. Supp. 990 (W.D. Wis. 1979). The
article merely synthesized information that was available in public documents. But the gO\'ernment argued
that even though the material was in the public domain, "national security" permitted barring its publication
because "when drawn together," the information presents "immediate, direct and irreparable harm to the
interests of the United States." Id. at 991. The judge recognized that "the danger lies in the exposition of
certain concepts never heretofore disclosed in conjunction with one another." In short, he thought that
"synthesizing" public information changed its nature from benign to dangerous. /d. at 993. The judge
granted the temporary injunction, but before he could issue a permanent injunction, a Madison newspaper
published a letter containing a diagram of the H-bomb and a list of its components. The government dropped
its case against The Progressive and pursued no action against the newspaper.
4) Chapin v. Freedom of Info. Comm'n, 577 A.2d 300 (Conn. 1990).
44 CONN. GEN. STAT. ANN. § 1-19a (West 1975). In 1991, Connecticut changed its law. Effective in
1992, requesters will be allowed to receive computerized information on disc or tape. § 1-19a (West Supp.
1992). See Peter Viles, Connecticut Legislature Cuts the Red Tape, UPLINK: THE FORUM FOR CO~PUTER
ASSISTED REPORTING, June 1991, at I, 3.
•5489 U.S. 749 (1989).
46 Id. at 764.
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there is a vast difference between the public records that might be found after a diligent
search of courthouse files, county archives, and local police stations throughout the
county, and a computerized summary located in a single clearing house of information.' ,47
As the three previous cases demonstrate, courts are not always sympathetic to
reporters who want computerized data on tapes or other media. 48 Fortunately, some
courts have ruled in favor of access to computer tapes. 49 Even without being forced into
court, some state governments have provided access to computer tapes. 50 Several state
supreme courts, in older cases, required the release of computer tapes. 51 To counteract
restrictive court decisions, the best strategy is to lobby for legislators to create laws that
give access to government data in digital form. Legislators need to be persuaded of the
importance of mandating that persons wanting public records in digital form will receive
it in that form.
A strong policy argument in favor of open access is making information available for
investigative reporting. Some significant news stories would take too much time or would
be virtually impossible to do at all without the use of computerized information. 52

47 Id. at 764. For differing views on this case, see Harry A. Hammitt, High Court Alchemy: The Supreme
Court Turns Public Information Pri"ate, THE QUILL, Oct. 1989, at 28, 30-32; and William Swislow, Access
Is Good. But So Is Privacy, THE QUILL, Oct. 1989, at 31.
48 Another case rejecting access to computer tapes is American Fed. of State, County and Mun.
Employees (AFSCME) v. County of Cook, 538 N.E.2d 776 (Ill. 1989) (quoting Dismukes v. Dep't of the
Interior, 603 F. Supp. 760, 763 (D.D.C. 1984): "The agency need only provide responsive, nonexempt
information in a reasonably accessible fonnat .... ").
49 See Brownstone Publishers, Inc. v. N.Y. City Dep't of Bldgs., 560 N.Y.S.2d 642 (N.Y. App. Div.
1990) (ordering the New York City Department of Buildings to release its computerized records of statistical
information on all real estate in New York City on computer tapes to Brownstone Publishers, Inc. (an
information services company), at a cost of only $46, instead of $10,000 for the one million sheets of paper
needed for a hard copy of the records and the hundreds of thousands of dollars that would have been spent
reconverting the information to computer form); State ex. rei. Margolius v. Cleveland, 584 N.E.2d 665 (Ohio
1992) (ordering Cleveland to provide a doctoral student with computer tapes of police activity from 1980
until the date gf the decision; the city only wanted to provide the records in paper form, which would have
been inadequate for the student's research into how effectively Cleveland deployed its police force); State ex.
rei. Recodat Co. v. Buchanan, 546 N.E.2d 203 (Ohio 1989) (ordering the county auditor to provide Recodat,
a private company, a copy of a magnetic computer tape of the county auditor's public records); Associated
Tax Serv., Inc. v. Fitzpatrick, 372 S.E.2d 625 (Va. 1988) (ordering disclosure of a computer disc).
50 Max Jennings, the editor of the Dayton Daily News, in 1990 asked Ohio's Highway Safety
Director for computer records of the 7.5 million licensed drivers in Ohio. He was told he could receive
paper records for $3.00 each, or a total of over $21 million. After much wrangling, the paper finally received the information on computerized tapes for $600. Telephone Interview with Max Jennings (Aug.
1991).
51 See Martin v. Ellisor, 223 S.E.2d 415 (S.c. 1976) (ordering the Executive Director of the South
Carolina Election Commission to release a copy of a computer tape containing the names and addresses of
registered voters); Menge v. City of Manchester, 311 A.2d 116 (N.H. 1973) (ordering the city of Manchester
to provide a Dartmouth College economics professor with computer tapes of field cards, which the city used
to calculate real estate taxes). Note, however, that New Hampshire changed its public record law in 1986
giving custodians the option of providing only a "printout" of computerized records. N.H. REV. STAT. ANN.
§ 91-A:4(V) (1990). See also Ortiz v. Jaramillo, 483 P.2d 500 (N.M. 1971) (ordering that a computer tape of
a county's voter registration affidavits be provided to a political party's chainnan).
S2 In Rhode Island, Elliot Jaspin. at the time a reporter for the Providence lOllrnal-BIIlletin, analyzed a
computer tape containing records of 30,000 state-subsidized mortgages. The analysis showed that some of
the mortgages went to pOlitically connected, wealthy persons. The story took five days to produce. Another
reporter for the paper had to make 72,000 entries into a computer from paper records to produce a story
relating arson to landlords and neighborhoods. The story took two years to create. John Bender, Today's
PII::le: What's the law? Where's the access? Who's threatened? HoII' \'Gillable? IRE 1.. Fall 1987, at 12.
Using computerized records, Jaspin did another story for the lOlll'llal-BIIllerin that showed that many bus
drivers in Rhode Island had horrid driving records and drug convictions. [d. at 13.
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Database access helps a larger community than just journalists, including such diverse
groups as farmers and real estate agents. 53
In light of the need for access to computerized information, the Justice Department is
working on setting rules for gaining computerized information under FOIA. 54 A House
committee report discussed Federal agencies' roles in determining access to public records:
Policies regulating the electronic collection and dissemination of
information by Federal agencies must necessarily reflect the existing
statutory obligation of agencies to make information available to the public.
New technology does not alter the requirements imposed on agencies to
maintain and disclose public records. Electronic information systems must
preserve public access rights without diminution and, where possible, should
extend the availability and utility of government information. 55
One litigator has concluded, however, that "it is much tougher now than 10 years ago to
get government records through the Freedom of Information Act.' ,56 Senator Patrick

The St. Louis Post-Dispatch used computerized records to show that East St. Louis had 2,700 more
registered voters than adult residents and that at least 270 of the registered voters were dead. Tim Novak &
George Landau, The Phantom Voters of East St. Louis, ST. LOUIS POST-DISPATCH, Sept. 9, 1990, at 1.
Cross-indexing of computerized records is often required to get a story-say cross-indexing names of
registered voters with names of persons who have died. In the story on school bus drivers, Jaspin crossindexed more than a million records of those registered to drive school buses with traffic-ticket records and
other court records. As Jaspin says, "Obviously we could not have done this without a computer." Elliot
Jaspin, Out With the Paper Chase, In With the Data Base, Speech at the Gannett Center for Media Studies,
Columbia Univ. (Mar. (989) in GANNETT CENTER FOR MEDIA STUDIES, at 11-12 (on file with author).
Newsday analyzed computer tapes containing New York City Finance Department data and discovered that
the city owed $275 million to taxpayers for overpayment on real estate, water, and sewer taxes. Penny Loeb,
The City's $275M IOU, NEWSDAY, Jan. 7, 1991, § News, at 5.
Jeff Taylor and Mike McGraw analyzed 8.2 million computer records of the U.S. Department of
Agriculture to produce a Pulitzer Prize-winning series, Failing the Grade, THE KANSAS CITY STAR, Dec. 814, 1991. CNN commissioned an analysis of Democratic Presidential Candidate Bill Clinton's 23,000 top
donors. "Without a computer, we would have been lost," said CNN Consultant Larry Makinson. Inside
Politics (CNN television broadcast, July 24, 1992) (Transcript No. 121-3).
For information on some other in-depth stories made possible by government databases, including
federal databases, see Richard P. Kleeman, Good hunting in databases, THE QUILL, Sept. 1989, at 16; see
also Teresa Leonard, Databases in the Newsroom: Computer-Assisted Reporting, ONLINE, May 1992. at 62
(general information on computer-assisted reporting).
53 In Rockingham County, Virginia, farmers will be able to fight erosion through information gained by
accessing an Agriculture Department's imaging and geographic information system. People visiting 28 Civil
War parks in a few years will be able to access 5.5 million records in a National Park Service on-line
database on the histories and burial data of individual Civil War soldiers. Researchers nationwide will be
able to access seismology data kept by the U.S. Geological Survey's National Earthquake Information
Center. Real world; Sometimes information technology is used wisely. effectil'ely and economically hy
government agencies, GOV'T COMPUTER NEWS, Oct. 28, 1991, at 62. Real estate agents are also tapping into
public records, for example, through on-line access in Colorado. Anne, Residential Resales Rising, COLO.
Bus., Apr. 1992, at 26; see also Kevin Bumgarner, New Service Business to Offer GOl'ernmental Records
Via Computer, WICHITA Bus. J., Jan. 31, 1992, at 4 (title company is offering real estate agents public
records). Computerized public records also help track down "lost loves." Sandy, Lost-Loves Lahor Beckons
Escondido Records Buff, SAN DIEGO Bus. J., Mar. 30, 1992, at 12.
54 Mitchell Hartman, Investigative reporters use databases to break stories. THE QUILL, Nov.-Dec. 1990.
at 21.
55 HOUSE COMM. ON GOV'T OPERATIONS, ELECTRONIC COLLECTION AND DISSEMINATION OF Il\FORMATION BY FEDERAL AGENCIES: A POLICY OVERVIEW, H.R. REP. No. 56, 99th Cong., 2d Sess. 13 (1986).
56 Tess Chichioco, Making it hard to get records: Government Agencies are using Computers to Hide
Disclosure Under the Freedom of Information Act, EDITOR & PUBLISHER, Mar. 31, 1990, at 16 (quoting
Kathy Meyer).
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Leahy of Vennont, spearheading an overhaul of the Act, has been working to make it
cover electronic records and increase access to infonnation. 57 In 1991, Leahy introduced
legislation, Senate Bills 1939 58 and 1940,59 entitled the Freedom of Information
Improvement Act of 1991 and the Electronic Freedom of Information Improvement Act of
1991. Senate Bill 1940 was cosponsored by Senator Hank Brown. The Electronic Act
would have defined "records" as "all books, paper, maps, photographs, data, computer
programs, machine-readable materials, digitized and electronic infonnation regardless of
the medium by which it is stored, or other documentary materials, regardless of physical
fonn or characteristic.,,60 Senate Bill 1939 extended coverage of the FOIA to the
President, Vice President, and Congress. 61 In the Congressional Record, Senator Leahy
had this to say:
How do we define a FOIA search? Is an automated data base search
synonymous with looking through a .file cabinet? My view is that not only
is it a search, but that it should be faster and easier for an agency to do.
In this age of paper records and computer tapes, should requesters be
given the fonnat of their choice? My bill requires that if the requester's
fonnat of choice exists the agency should make it available, and if it does
not exist, the agency should make reasonable efforts to provide it. 62
Other efforts include those of Representative Kleczka of Wisconsin, who, in 1991,
introduced House Bill 1423,63 which would have added the words "computerized,
digitized and electronic infonnation" to the FOIA definition of "government records;,,64
Representative Charles Rose, who introduced House Bill 277265 in 1991, which would
have made the Government Printing Office the entry point to receive on-line access to
many federal databases;66 and Representative Major Owens, who introduced House Bill

57 Ellyn I:erguson, Leahy Seeks Easier Access to Federal Info by Public, GAl':-\ETT NEWS SERVICE, July
II, 1991, avai/able in LEXIS, Nexis Library, GNS file. See also Miller & Schwanz, supra note 32.
58 S. 1939, !02d Cong., 1st Sess. (1991).
59 S. 1940, !02d Cong., 1st Sess. (1991). For more on S. 1940, see Julius J. Marke, Puhlic Access to
Computerized Government Information, N.Y. LJ., January 28, 1992 at 4.
60 S. 1940. See George Lardner, Computer Friendly FOIA? Data-Access Law May Be Updated. WASH.
POST. Nov. 11, 1991, at A17. The current Freedom of Information Act does not define "agency records."
Katherine A. Meyer, Allan R. Adler, & Patti A. Goldman, Agency Records. in LITIGATION UNDER THE
FEDERAL OPEN GOVERNMENT LAWS 179. 179 (Allan R. Adler ed .. 1991).
61 S. 1939. See Lardner, supra note 60.
62 137 CONGo REC. SI6244-45 (daily ed. Nov. 7. 1991) (statement of Sen. Leahy).
63 H.R. 1423, !02d Cong., 1st Sess. (1991).
().I Warren Publishing, Inc., 11 COMM. DAILY, March 20, 1991. at 9. In a Ninth Circuit Court of Appeals
case, Long V. United States Internal Revenue Serv .. 596 F.2d 362 (1979). however. the court held that the
Freedom of Information Act applies to computer tapes.
65 H.R. 2772, !02d Cong .• 1st Sess. (1991). In 1993. Representative Rose introduced House Bill 1328,
which is similar to his previous bill and seeks to improve public access to Federal electronic information.
H.R. 1328, !03d Cong .• 1st Sess. (1993).
66 Called WINDO (GPO Wide Information Network for Data Online). the collection of databases could
be accessed by anyone with a computer and modem who pays for a single business account. Rose says .
.. American taxpayers should not have to wade through an information maze. nor should they have to pay
unreasonable prices to buy back government information created by tax dollars in the first place." Ralph
Nader & James P. Love, Public Deserves Access 10 Federal Datahases. COMPUTERWORLD. Nov. II. 1991. at
25. Under Rose's bill. private information vendors would still be able to buy the various databases and then
resell them. perhaps with "value-added enhancements." Id. But. Rose says. "The public ... would no longer
be forced to pay commercial firms as citizens for data they already paid for as taxpayers." Id.
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3459,67 which would have made computerized data available at COSt. 68 Some attorneys
worry about amending FOIA, fearing that changes in that law might impede access rather
than help, but most computer information experts favor amendments explicitly covering
electronic records. 69
Besides fighting the fear that disseminating information on tapes is too dangerous to
allow, persons wanting access to computerized government information also have to fight
the privatization of public information. No one knows for sure how many computerized
databases the government maintains-maybe 800 to 4,000. 70 Many of these databases are
available on-line through commercial information brokers. 71 Companies such as KnightRidder and Dow Jones are buying government data on magnetic tapes, loading it into
mainframes and granting subscribers on-line access in a multi-billion dollar industry.72
The bright spot about private companies selling computer information is that at least one
can get the information-if one is wealthy enough. 73 Sometimes private companies put
government information in "user-friendly form" and then sell this information back to
the agencies which provided the raw data. Some groups, such as the American Library
Association, are critical of private industries that become wealthy "middlemen"; they
seek amendments to the Paperwork Reduction Act of 1980, which restricts governmental

67 H.R. 3459, 102d Cong., 1st Sess. (1991). In 1993, Representative Owens introduced House Bill 629,
substantially similar to his earlier bill. H.R. 629, 103d Cong., 1st Sess. (1993).
68 Rep. Major Owens Introduces Legislation to Require Federal Agencies to Make Data Public on 'Cost'
Basis, PACs & LOBBIES, Nov. 8, 1991. For more on costs, see infra notes 83-88 and accompanying text.
69 See generally W. John Moore, Access Denied, 22 NAT'L 1. 121 (1990).
70 Hartman, supra note 25, at 21. Further, federal computer databases have sprung up so fast that there is
no "up-to-date official list, printed or computerized, of what is available." Moore, supra note 69. Another
question is what counts as a public-record database. For instance, does "E-Mail" count? A case is still
pending concerning whether back-up tapes of Oliver North's E-Mail are public records. Morning Edition:
Electronic .Mail as Official Document (NPR radio broadcast, July 2, 1992).
71 Information brokers are highly organized: The Information Industry Association [IIA], based in
Washington, D.C., represents more than 650 companies. Copyright Protection for Computer Software to
Enhance Technology Transfer: Hearing Before the Subcomm. on Tech. and Competitiveness of the House
Comm. on Science, Space and Tech., 102d Cong., 1st Sess. 87 (1991) (statement of Steven J. Metalitz, VicePresident and General Counsel, IIA). These information brokers gain their data through private sources as
well as through government sources.
Anyone wanting to know about the 400 or more government databases may contact a private firm,
Information USA, and get a copy of its Federal Database Finder for $125. Call 301-657-1200. David L.
Margulius, Uncle Sam Knows: Is Big Business Pulling the Plug?, PC-COMPUTING, Oct. 1989, at 85. Anyone
wanting information on PC-based bulletin board systems, many of which are free, may call the Department
of Commerce's Economic Bulletin Board, 202-377-3870. Id.
72 According to one source, the profit is $1.5 billion. Margulius, supra note 71, at 79. Business Weekly
speaks of a "$3 billion-a-year information industry." Francis Segher & Zachary Schiller, The $3 Billion
Question: Whose Info Is It. Anyway?, BUS. WK., July 4, 1988, at 106. According to another estimate,
"[d]atabase marketing is ... a $50-billion-a-year industry, with over 20,000 firms in the business." Garfinkel,
supra note 22. The Office of Technology Assessment calls growth of the on-line information industry
"phenomenal "-from revenues of under $500 million in 1978, to $2 billion in 1986 and $3 billion in 1987.
OTA, INFORMING THE NATION, supra note 1, at 57. The Bureau of National Affairs, Inc. estimated that the
government has about 50 databases available on-line. See Moore. supra note 69, at 121-22.
73 See McMasters, supra note 17, at 17; Moore, supra note 69, at 122. In Canada, the government of
Manitoba is teaming up with a private consortium, Linnett Graphics International, Inc. The consortium will
have a monopoly on government records and is supposed to build a much speedier computer information
system than the government could. This plan has come under attack. however. about giving public
information to a private venture. See Donald Campbell, Manitoba Data Plall Becomes Hot Potato, THE FIN.
POST, Jan. 30, 1992. § 1, at 4.
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"electronic publishing. ,,74 The government, however, is concerned about protecting the
private sector. The Twenty-Eighth Report by the Committee on Government Operations
said:
The distribution of government information through electronic information systems ... has a potential to allow Federal agencies to maintain a
monopoly or near-monopoly over information. This potential arises because
of the size, technical requirements, and expense of these systems ....
Concerns over monopolistic control of data are not necessarily avoided
even if Agency XYZ should allow public users to search its electronic data
base. Without any competition for the computerized search services, the
agency would have a captive audience of users.75
Two bills introduced into Congress, .Senate Bill 174276 and House Bill 3695,77
listed key factors for agencies to weigh when deciding whether to disseminate information
themselves or use private companies. These factors included whether the private sector
could meet the dissemination objectives of the government and whether the government
could disseminate the information economically and efficiently.78 The Office of Management and Budget has favored leaving wholesaling of information to the government and
retailing to the private sector. 79 But leaving information dissemination to the private
sector can result in "access denied," according to some critics. sO
For instance, Ralph Nader and James Love criticize the current situation:
Agencies have been deliberately barred from developing methods of
publishing information electronically, except in formats that are useful only
to commercial vendors. In hundreds of cases, the taxpayers finance the

74 Sheila Kaplan, Issue Splits Public-Interest Community; Libraries, Vendors at Odds Over Electronic
Data, LEGAL. TIMES, July 15, 1991, at 2. For more on the Paperwork Reduction Act, Title 44, Chapter 35 of
the United States Code, see J. Timothy Sprehe, Policy Perspectives on Electronic Collection and Dissemination of Information, 5 Gov'T INFO. Q. 213 (1988).
75 H.R. Rep. No. 56, supra note 55, at 5-6. But when a staff member of Governor George Mickelson of
South Dakota tried to get information from the Department of Agriculture's database, the staff member was
told it was available on-line from the Martin Marietta Corporation, with a price tag of several hundred
dollars. Mickelson exploded. The long and short of it was that Reagan's plan to prevent the government
agencies from giving on-line access got shelved. Still, although theoretically the agencies can give on-line
access if they wish, they basically have little incentive and little funding to do so. Margulius, supra note 71,
at 81: Moore, supra note 69, at 121-22.
76 S. 1742, Wist Cong., 1st Sess. (1989).
77 H.R. 3695, Wist Cong., 1st Sess. (1989).
78 See Information Policy: Action Expected on Security, Data Flow, Printing Office, Daily Rep. for Exec.
(BNA) No. 13, at S-40 (Jan. 18, 1991).
79 Moore, supra note 69, at 122 (citing OMB Circular A-l30 (1985)). Just because the Federal
government may favor privatization of "retail" computer data, not all states follow the lead. Effective July
I, 1992, Connecticut prohibited its government from entering into exclusive, private contracts. COSN. GEN.
STAT. § 1-19b, Pub. Act No. 91-347 (1991). See Viles, supra note 44, at 3.
80 See Moore. supra note 69, at 121. For a neutral viewpoint on privatization. see Diane Sherwood. The
dissemination war; Federal government's dissemination of information to public, INFO. TODAY, Jan. 1989. at
14: Joseph F. Caponio & Janet Geffner, Does Privatization Affect Access to Government Information?, 5
Gov'T I~FO. Q. 147 (1988). For a viewpoint that government should "utilize the private sector to the
maximum extent possible" and "avoid competition" with it, see Judith Coffey Russell, Trends in Information Technology and Private Sector Activities. 5 GOV'T INFO. Q. 251, 264 (1988). Also, see Sherwood, supra
about the private company of Thompson and Thompson. which went to the expense of converting sixty
years worth of trademark information from paper to tape at the request of the Patent and Trademark Office.
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creation of computer databases that are available only from commercial
sources, often at very high prices.
Adding insult to injury, government agencies are often forced to buy
back this government information from the vendors, so their staffs can use
it. 81
One example of this buy-back is that the U.S. Departments of Energy, Defense and Health
and Human Services have to buy on-line access to U.S. patent information from private
vendors-' 'even though the government has already spent hundreds of millions of dollars
developing an automated pateot system to provide information to Patent Office employees. ,,82
Budget constraints prevented the Securities and Exchange Commission [SEC] from
developing a staff that could process the deluge of information received, so the SEC hired
a private firm to do SO.83 If a newspaper wants to keep up on SEC filings, it costs $10
just to get a call saying that a document has been filed. A copy costs extra. For same-day
service, the rate is $50 per month per company-plus $10 per call and more for the
document. 84 In 1992, another private organization began the phase-in for the SEC's
Electronic Data Gathering and Retrieval [EDGAR] project that will be hooking up
companies to feed data directly from the companies' computers to the SEC. 85 Currently,
1900 companies are voluntarily on-line with the SEC. 86 Soon, thousands will be online. 87 Can one, now, get information directly from the SEC? The answer is that another
private broker, Mead Data Central, has a contract with the government. It is funding a
"dissemination subsystem," and on-line rates probably will range from $50 to $125 an
hour.88
An additional area causing real concern is geographic information systems [GIS].
Privatization of this information could put the information out of the financial reach of
many who could benefit from it. GIS data has an astounding number of practical uses and
thus great economic value. 89
Another negative example of the consequences of privatization of public information
is its impact on the USDA's database. Before privatization, statistics on crops and
livestock could be purchased for a $50 annual fee plus $30 per hour for on-line time.
Thus, 50 hours of access would cost a farmer $1,550. But when the USDA in effect gave

81 Nader & Love, supra note 66, at 25.
82/d.
83 Paul McMasters, Government Information at a Price, THE QUILL, Oct. 1989, at 17. Disclosure, Inc .• a
Bethesda, Maryland, finn. held the SEC contract from 1968 to 1985, but then lost it to Bechtel. Id.
84 Id. Ralph Nader's group, the Taxpayers Assets Project, complains that to get SEC data through Mead
Data Central, Inc .• costs a minimum of $36,000 a year. Kent Gibbons, SEC demands reports via computer.
WASH. TIMES. Feb. 23, 1993, at C I.
85 H.R. Rep. No. 56, supra note 55, at 2-3. See Margulius, supra note 71. at 83.
86 Margulius, supra note 71. at 83. On April 26. 1993,500 companies will be filing transactions through
EDGAR on a mandatory basis. By December 1993,3000 more will be on-line. By 1996, 15,000 companies
might be using EDGAR on a mandatory basis. SEC Issues Proposed T+3 Rule for Trade Clearance and
Settlement, Banking Rep. (BNA) No. 10, at 311 (Mar. 8, 1993).
87 Gibbons, supra note 84.
88 Margulius. supra note 71. at 83. The Office of Infonnation Technology says a "typical commercial
online database service charges about $40 to $80 per hour." OT A, INFORMING THE NATION, supra note I. at
57.
89 See supra note 53 on one of GIS's practical applications for fanners. A General Accounting Office
showed that of 110 federal agencies, 95 had a GIS. Darryl K. Taft, Execs Take Note of GIS Users' Wish
List, Gov'T COMPUTER NEWS, Aug. 5, 1991, at 45; James M. Smith, GIS Wins Favor as Products Get
Easier to Master, Gov'T COMPUTER NEWS Aug. 5, 1991, at 47.
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Martin Marietta Data Systems a monopoly on the information in 1985, prices rose
dramatically to a $150 per month fee (minimum) plus $45 per hour on-line. Thus
information now costs two and a half times what it did prior to this privatization. 90
One writer, Daniel Gross, blames the Paperwork Reduction Act and the Office of
Management and Budget [OMB], in part, for privatization of information. The
Paperwork Reduction Act, passed by Congress in 1980, directed agencies to cut down
on costs by computerizing records where possible. The OMB was charged with the task
of implementing the Act. It issued Circular A-l30 in 1985, which said federal agencies
should place' 'maximum feasible reliance on the private sector for ... dissemination of
products and services." Agencies could not duplicate private sector systems, thereby
undercutting them. "Under this new regime," Gross says, "federal agencies would
continue to do the heavy lifting-i.e., gathering, storing, and processing data-at taxpayer
expense, and then would make their loads available to private industry at bargain prices,
or no price at all.' ,91
This is not to say that the government always sells its information at a bargain
price. For instance, the U.S. Bureau of Census charges as much as $250 for a CD-ROM
which costs $2 to make. For $500, the Federal Reserve Board sells a hard copy of its
"Bank Call Report"; a computer tape of the same information would cost $10 to
produce. 92
Finances are only part of the problem. Apathy, if not bewilderment, on the part of
agencies is also a problem. 93 The Justice Department, working on rules for obtaining
computerized information under the Freedom of Information Act, surveyed ninety-six
federal agencies. Thirteen did not respond. Of those that did, more than half (fifty-three
percent) did not think they had to use their computers to search for information sought
under the Freedom of Information Act. 94

90 Daniel Gross, Byting the Hand That Feeds Them: Information Vendors are Robbing the Government
Blind, WASH. MONTHLY, Nov. 1991, at II.
911d.
92 Rep. Major Owens Introduces Legislation to Require Federal Agencies to Make Data Public on 'Cost'
Basis. supra note 6S.
93 State archivists in New York expressed concern that important records were being destroyed daily-not
necessarily on purpose but because of ignorance on how to store records and lack of appropriate regulations.
See Billy House, State Record-Keepers Fear Loss of Information, GANNETT NEWS SERVICE, Dec. 12, 1990,
a\'ai/able in LEXIS, Nexis Library, GNS File.
Nassau County in New York has been particularly plagued by a backlog of records to file, For instance,
filing divorce decrees has been taking the county clerk's office three months and filing of deeds and
mortgages have been 22 weeks behind. The problems stem, at least in part, to the county clerk's failure to
computerize records. See Celeste Hadrick & Brian Donovan, Backlog Worsens at Nassau Office, NEWSDAY,
July 27, 1992, at 4. The New York State Land Title Association filed suit, asking the State Supreme Court
in Albany to order the clerk to record real estate liens in a timely fashion. Celeste Hadrick, Big Backlog in
Office of County Clerk; Record-keeping Delays Take a Toll in Nassau, NEWSDAY, Mar. IS, 1992, at 7.
Nassau County started computerizing some records on May 14, 1992, Celeste Hadrick, Computer to Rescue
in Backlogged Office, NEWSDAY, May 14, 1992, at 25.
John W. Lainhart, IV won an award for outstanding public service for directing five audits of 10
federal computer centers. Besides discovering weaknesses in security, he discovered roughly $17 million
worth of wasted computer storage space. See John Kador, DOT Team Lauded for Paying Attention to
Securit),; Department of Transportation, GOV'T COMPUTER NEWS, Nov. 26, 1990, at 32; AT&T Software
Lets Telecommuters Answer Calls, COMPUTERWORLD, Feb, 4, 1991, at 55.
9. Hartman, supra note 25, at 21. See also OIP Releases Results of Electronic Records Survey, ACCESS
REPORTS: FREEDOM OF INFORMATION, Nov. 14, 1990, at 1-5.
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Money may well remain a problem. 95 Still, legislation can be improved to provide
requesters of computerized public records the infonnation they want in the requested
medium, including computer discs or tapes. 96
A comprehensive law for access to computerized infonnation should include, at a
minimum, the following twelve elements:

1. A definition of "public record" which is broad enough to encompass computerized records. Content, not fonn (paper, disc, computer tape,
etc.), must control whether agency records are open.
2. A presumption that information is open. Under this presumption,
exceptions (exemptions) which are necessary for privacy should be explicitly
stated and narrowly construed. These exemptions should be periodically
reviewed, and after a passage of a specified number of years, private
infonnation should become public infonnation. Also, special use of restricted
infonnation should be allowed for research purposes (exceptions to exemptions).

3. "Redaction." Redaction is allowing restricted infonnation to be
excised from a record and the remaining infonnation to be released instead
of restricting the whole record. Statistical infonnation is a special fonn of
redacted infonnation which should be specifically allowed.

4. Access to information to all citizens regardless of the purpose for
which the information is sought. Meaningful access requires both public
access to tenninals and appropriate instruction on how to use those
tenninals. Interactive access, with technological protection of the database,
is ideal.

5. Cost containment. Cost containment requires three provisions:
A. Computer records shall cost no more than staff time and cost of
duplication. A waiver for part or even all of the staff time is highly desirable.
B. Reduction or a total waiver of any costs when infonnation is to be
used for infonning the public (i.e., a journalists' waiver).
C. In cases where raw public infonnation is released to a private group
for compilation of statistics or any other manipulation and the results are
then sold to the public for a profit, the raw infonnation should still be
available to the public from the government for the costs listed in A and B
above. 97

9S Twenty-nine states face budget deficits totaling roughly $10 billion. Joan Stableford, State's Fiscal
Machinery Needs a Drastic Overhaul, FAIRFIELD COUNTY Bus. J., Jan. 14, 1991, §1 at I.
96 See THE FREEDOM OF INFORMATION COMMITTEE REPORT TO THE AMERICAN SOCIETY OF NEWSPAPER
EDITORS (Apr. 1990); THE REPORTERS COMMITTEE FOR FREEDOM OF THE PRESS, ACCESS TO ELECTRONIC
RECORDS: A GUIDE TO REpORTING ON STATE AND LOCAL GOVERNMENT IN THE COMPUTER AGE (Aug.
1990). An update on the guide appears in a pullout in THE REPORTERS COMMmEE FOR FREEDOM OF THE
PRESS, THE NEWS MEDIA & THE LAW (Summer 1991). See also David Pritchard & Neil Nemeth, Predicting
the Content of State Public Records Law, NEWSPAPER RES. J., Fall 1989, at 45-57.
97 IDAHO CODE § 9-338 (Michie 1990), for instance, says, "A public agency shall not prevent the
examination or copying of a public record by contracting with a nongovernmental body to perform any of its
duties or functions."
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6. Requester's choice of form of information (tailoring). If a requester
wants information in a specific form. and if a computer system can produce
information in that specific form. then the requester should receive the
information in that form. For example. if a requester wants a computer tape
of a limited number of database fields in raw ASCII format on a specific
size of tape. and if the equipment and software can produce such a tape,
then the requester should receive that tape. Tailoring (or programming)
should not be deemed to be creating a new record.
7. Access to and retrieval of all information on computer tapes.
Custodians should have an affirmative duty to ensure that all information is
functionally available, including accurate record layout of tapes that list the
density, blocking, and whether the character format is in, say, ASCII or
EBCDIC.
8. Time limits for production of records by custodians after a request. Specific time limits are needed to guard against sluggish custodians.
9. Guidance and technical help for custodians of records. A state
board or agency to help both state and local officials is necessary to provide
custodians access to expertise in maintenance and access of computer records. The board or agency should also have the duty of keeping abreast of
developments in computer storage and retrieval. 98
10. Instructions to custodians on proper maintenance and storage
of records. It is not enough that guidance and technical help for custodians
be available. The state board or agency should promulgate and enforce
appropriate regulations, for example, on correct facilities and temperatures
in order to protect our legacy of information. 99

98 The importance of selecting computers and formats that will not become obsolete is one issue
requiring expertise. As an example of poor selection. the computers and format chosen to record census data
in the 1960s became obsolete only a few years later. Now, only two machines exist in the world which can
read the original data tapes-one in the Smithsonian Institution. another in Japan. As the Committee on
Government Operations says, "If a computer record cannot be read. then for all practical purposes. the
record no longer exists. Like Stonehenge, it is possible that a computer tape can be seen but not understood.
Rapid innovation in computer technology guarantees that the problems of preserving the utility of machinereadable media will grow." TAKING A BYTE, supra note 1, at 3-4.
Another issue requiring expertise is that of compatibility-of hardware and software and operating
systems. Even updated versions of the same type of software can cause problems with text file compatibility.
"[C]omputers are like automobiles," the Committee on Government Operations explains. "All automobiles
have engines, transmissions, and tires, but the parts from one will not necessarily fit on another." Id. at 15.
In fact, for the National Archives and Records Administration. the primary challenge is "to define a means
of preserving in a nonproprietary, standard manner. data bases and text information including both raw data
and relationship information so that electronic records transferred to the Archives can become software/
hardware independent." /d. at 30.
Keeping up with the breadth of technology surely requires expertise. For instance, electronic imaging
can greatly increase the speed with which agencies can answer requests. The Environmental Protection
Agency started testing this technique in April 1992: First the agency scans requests. and then it files the
scanned images by using Lotus Notes software. See Steve Higgins. Image Manager for Notes Goes into Beta
This Week; Lotus Development Corp.'s Lotus Notes. PC WK., Apr. 6, 1992, at 47.
99 See generally TAKING A BYTE, supra note l. at 2.
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11. Instructions to custodians on destruction of records. Most paper
records cannot be kept forever, in part because paper simply takes too much
room to store. IOO On the other hand, premature destruction of paper records
without appropriate microfiche, optical, magnetic, or computer backup could
result in irretrievably lost information. lol
12. Sanctions on custodians for failure to follow the statutes on
access to information. Sanctions can be either criminal or civil in nature.
They create the necessary teeth in the law. Any requester who has to resort
to a suit should be reimbursed for all legal costs and reasonable attorney
fees.
Satisfying these twelve elements should contribute to providing access to public
information stored in computers, and this article's suggested model legislation satisfies these
twelve elements. No one form of legislation could possibly satisfy all the demands of the
diverse states forming the United States, so, in some areas the suggested model statute gives
altematives. 102 The federalism that is the hallmark of this country's structure recognizes
that all our states cannot fit into one mold. Wide discrepancies in size and population density
alone dictate that some variations in law must exist. For instance, geography will influence
the answers to questions about how centralized or decentralized a system of information
technology boards should be. Current state practice in the Office of Attorney General will,
in large part, determine to what degree that office should become involved in requesters'
appeals of access rulings m!lde by custodians of records. 103

100 The federal government is paying millions of dollars as it scrambles to preserve records printed on
acidic paper. which only lasts a few decades. TAKING A BYTE. supra note I. at 2.
101 See, e.g .• Arthur Howe, Computer Wipes Out 10,000 Tax Records Then Duns for Nonpayment. PHILA.
INQUIRER, Jan. 30, 1985. § Nat'l Rep. If the IRS can wipe out records. then local custodians could surely do
the same. Computer viruses, such as the Michelangelo virus. can also offer a scare. See, e.g .• Brad
Bumstead. State Government Has "Cure" for Computer Virus. GANNETI NEWS SERVICE. Mar. 3, 1992,
available in LEXIS. Nexis Library, GNS File.
Another concern is computer security in light of deliberate tampering with government computer
databases. See, e.g., U.S. GEN. ACCT. OFF., REPoRT TO THE CHAIRMAN. COMMITIEE ON SCIENCE. SPACE.
AND TECHNOLOGY, COMPUTER SECURITY: GOVERNMENTWIDE PLANNING PROCESS HAD LIMITED IMPACT.
(May 1990); John Markoff, Science Academy Urges More Computer Security. N.Y. TIMES. Dec. 6. 1990. at
D2; John Markoff. Military Agency Loses Authority Over Civilian Computer Security. N.Y. TIMES. Aug. 19.
1990. at 1. Suits were filed to prevent destruction of computer tapes containing information about the IranContra Affair. See Armstrong v. Bush. 721 F. Supp. 343 (D.D.C. 1989).
102 A single model would be even less likely. of course. to satisfy all the diverse needs of foreign
countries. But this suggested model. containing alternatives. hopefully will be of use to foreign countries as
well as to the United States. For instance. Eastern European countries are looking to us for a model as they
try to build institutions. When it comes to access to government information. however. what we have is all
too often a muddle. not a model. and we cannot offer others something which we ourselves do not yet
possess.
10) Within many states. the Office of the Attorney General. the press/bar commission. or a state freedom
of information commission. or others. attempt to inform the public about policies regarding access to
computerized information through handbooks and newsletters. See, e.g .• THE STATE MEDIA LAW
SOURCEBOOK (Dolores Jenkins & Rosalie Sanderson eds .• 1992) (listing resources about state media law for
all 50 states).
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The model statute does not address exemptions to public disclosure laws '04 or fair
information practices, \05 a necessary part of any total access package. The statute is
proposed with the realization that a priori it is impossible to know with absolute certainty
how well a model will work. Empirical evidence is always needed. Sometimes
adjustments in law can have unintended consequences. But with this caveat in mind, this
article offers the following suggested model statute for access to computerized
information.

III.

A SUGGESTED MODEL STATUTE FOR ACCESS TO COMPUTERIZED GOVERNMENT
RECORDS-WITH COMMENTARY

Definitions
1. (A) "Public records" mea~s all books, papers, maps, photographs,
cards, tapes, discs, diskettes, recordings or other documentary materials[,]
regardless of physical form or characteristics, which are prepared, owned,
used, in the possession of or retained by a public agency.l06
Recognizing the need for an inclusive definition of "public record," a majority of
states use the phrase "regardless of physical form or characteristic," or substantially
similar language. 107 Several states clearly specify that records kept on computers are

104 While this paper addresses the broad parameters of what model legislation on exemptions entails, the
details have been left to a separate research project which will analyze the literally thousands of exemptions
existing in state laws. Of course, not all of these exemptions exist within states' open records or freedom of
information statutes. Many are scattered throughout statutes and only alluded to in the open-record statutes
under the exemption for records which are "otherwise excluded by law from public disclosure" (or similar
language).
One illustration of how scattered information on public records can be comes from New Mexico. The
New Mexico Legislature created the New Mexico Open Records Task Force in 1989 to makes recommendations on a~endments to New Mexico's Inspection of Public Records Act. The Task Force found that "one
of the problems with the current open records laws is that there are more than 113 statutory provisions
dealing with open records .... " N.M. OPEN RECORDS TASK FORCE, FINAL REPORT 1 (Dec. 15, 1990).
Another illustration comes from North Carolina, where the Supreme Court decided on January 10,
1992, that investigative reports of a Commission investigating alleged improprieties concerning the North
Carolina State University men's basketball team were public records and must be disclosed under North
Carolina's Public Records Law, N.C. GEN. STAT. § 132-1 (1992). The Commission resisted, primarily citing
an exemption for the records of the State Bureau of Investigation found in N.C. GEN. STAT. § 114-15
(1992). The News and Observer Publishing Co. v. Poole, 412 S.E.2d 7 (N.C. 1992).
lOS Under fair-inforrnation-practice legislation. individuals are allowed to access personal information
about themselves which the government maintains, to correct any such information, and to receive
notification when another individual (or corporation) is attempting to access the information. Model
legislation in this area exists in the form of the Uniform Information Practices Code. 13 U.L.A. 277 (1986).
The purpose of this uniform law, in part, is "to make government accountable to individuals in the
collection, use, and dissemination of information relating to them." Id. at 280. Many states do include fairinformation-practice statutes, to a greater or lesser degree. Some, such as Iowa's, are short and sketchy,
leaving much of the detail up to each agency. IOWA CODE ANN. § 22.11 (West 1989). Others, such as
Indiana's, are much more lengthy and detailed, spelling out with specificity what "fair information
practices" demands. IND. CODE ANN. §§ 4-1-6-1 to 4-1-6-9 (Bums 1990). Still others, including Hawaii,
follow the model act. HAW. REV. STAT. § 92F (Supp. 1991).
106 Ky. REV. STAT. ANN. § 61.870(2) (MichiefBobbs-Merrill 1986).
107 See, e.g., ALASKA STAT. § 09.25.220(6) (1975): ARK. CODE AN:\. § 25-19-103(1) (Michie 1992);
DEL. CODE ANN. tit. 29, §§ 502(1), lOoo2(d) (1991); FLA. STAT. ANN. §119.00I(l) (West 1982); HAW.
REV. STAT. § 92F-3 (Supp. 1991); IND. CODE A:":-.i. § 5-14-3-2 (Bums Supp. 1992); KAN. STAT. ANN. § 45217(f)(1) (1986); LA. REV. STAT. ANN. § 44:l(A)(2) (West 1982); MD. CODE ANN., STATE GOV'T § 10611(f)(ii)2 (1984); MASS. GEN. LAWS ANN. ch. 4 § 7d (West 1986); MISS. CODE ANN. § 25-61-3(b) (1991);
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included in the definition of "public records. ,,108 However, a few states appear to
exclude computer records from their definition of "public records." 109 It is important
that a definition of public records clearly include information kept in all forms, including
computerized forms. If legislation fails to mention records in computerized forms, then
courts could narrowly read the language and deprive requesters of information kept in
computerized form. I \0 Also, including such language would make clear to agencies that
they must consider computerized records to be part of the records that must be searched.
Many federal agencies apparently do not believe they must search computerized
records. I I I
The question of what constitutes a "public agency" has been addressed in Ohio,
where state law defines a "public record" as "any record that is kept by any public
office.,,112 In State ex. rei. Recodat Co. v. Buchanan,113 the Supreme Court of Ohio
ordered the county auditor to provide Recodat with a copy of a magnetic computer tape·
of the county auditor's public records.I~4 The court said that "the records ... that are not
available in [the auditor's] office for copying should be made available ... so that the
public ... does not have to deal with a private third party in order to gain access to the
records. ,,115
One reason to employ the language "prepared, owned, used, in the possession of or
retained by a public agency" in the definition of "public record" is to guard against
those instances, such as in Recodat above, where an agency has shipped records to a
private firm. Requesters should not have to chase down private, third parties to receive
public records, and not all courts would necessarily rule in favor of requesters on this
point as did the court in Ohio. Another reason to employ the language "in the possession
of or retained by a public agency" is to guarantee access to all information the agency
has on hand and that might enter into agency decision making. 116

MONT. CODE ANN. § 2-6-202 (1991); NEB. REv. STAT. § 84-712.01 (1987); N.M. STAT. ANN. § 14-3-2c
(Michie 1991); N.Y. PUB. OFF. LAw § 6-86.4 (Conso!. 1987); N.C. GEN. STAT. § 132-1 (1991); N.D. CENT.
CODE §44-04-18.6 (Supp. 1991); OKLA. STAT. ANN. tit. 51, § 24A.3.1 (West Supp. 1992); OR. REv. STAT.
§192.005(5); R.I. GEN. LAWS §§ 38-1-1.1(c), 38-2-2(d) (1990); S.C. CODE ANN. § 30-4-20(c) (Law. Co-op.
1991); S:D. CODIFIED LAWS ANN. §1-27-9(2) (1992); TENN. CODE ANN. §§ 10-7-301(6), 10-7-403 (1992);
UTAH CODE ANN. § 63-2-103(18)(a) (Supp. 1992); VA. CODE ANN. §42.1-77 (Michie 1990); WASH. REV.
CODE ANN. § 40.14.010 (West 1991); W. VA. CODE § 29B-I-2(5) (1986); WIS. STAT. ANN. § 19.32(2)
(West Supp. 1992); WYo. STAT. § 16-4-201(a)(v) (1990).
108 See, e.g., ME. REv. STAT. ANN. tit. I, § 402.3 (West 1989) ("any mechanical or electronic data
compilation from which information can be obtained, directly or after translation into a form susceptible of
visual or aural comprehension"); MD. CODE ANN., STATE GOV'T § 10-611(f)(ii)2 (1984) ("in any form,
including ... a computerized record"); MICH. COMPo LAWS § 15.232(e) (1981) ("every other means of
recording, ... includ[ing] ... magnetic or paper tapes"); Mo. ANN. STAT. § 610.026(2) (Vernon 1988)
("public records maintained on computer facilities, recording tapes or discs").
109 See, e.g., ALA. CODE § 41-13-1 (1975) ("all written, typed or printed books, papers, letters,
documents and maps"); VT. STAT. A.~N. tit. I, § 317(b) (1985) ("all papers. staff reports, individual salaries,
salary schedules or any other written or recorded matters").
110 As an example of narrow reading of language by a court. see supra note 43 and accompanying text,
discussing Chapin V. Freedom of Information Commission.
III See supra note 94 and accompanying text.
112 OHIO REV. CODE ANN. § 149.43(A)(l) (Baldwin Supp. 1991).
113
546 N.E.2d 203 (Ohio 1989).
114 [d.

Id. at 205. See infra notes 152-53 and accompaning text.
In Missouri Protection and Advocacy Services V. Allan. 787 S.W.2d 291 (Mo. Ct. App. 1990), the
U.S. Department of Education's Office of Special Education and Rehabilitative Services [OSEP], which
administers the Education of the Handicapped Act. reviewed the Missouri Department of Elementary and
Secondary Education [DES E) to determine if Missouri was following federal guidelines. OSEP then issued a
preliminary report to DESE. A nonprofit corporation, the Missouri Protection and Advocacy Services,
115

116
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(B) "Agency" [or "public governmental body"]II? means a unit
of government in this State: any political subdivision or combination of
subdivisions, a department. institution, board, commission, district,
council, bureau, office, officer, official, governing authority or other
instrumentality of state or local government, or a corporation or other
establishment owned, operated, or managed by or on behalf of this State
or any political subdivision, [and includes the executive office of the
governor, the legislative branch of the government and administrative
offices of courts]. 118
The courts themselves are not covered in this statute out of concerns for separation
of powers. 119 However, the administrative offices of the courts, like the administrative
offices of the executive branch, are created by statute in most jurisdictions and thus should
be subject to access laws. The argument that records by the legislature should not be
covered because of separation of powers problems also does not ring true; the legislature
itself would be passing the law and thus could not complain about exercising power over
itself.
The federal legislation proposed by Senator Leahy would cover "any executive
department, military department, Government corporation, Government controlled
corporation, or other establishment in the executive branch of the Government (including
the Executive Office of the President), the legislative branch of the Government,
Administrative Office of the United States Courts, or any independent regulatory
agency.,,120 In line with Leahy's proposal that the "Executive Office of the President"
should be included, this suggested model legislation adds the language, "executive office
of the governor." Potential separation of powers problems could arise if the governor
decided not to sign such legislation, however. If the governor signs, separation of
powers problems should be nullified.
The U.S. Supreme Court considered the issue at the presidential level, holding that
the Presidential Records and Materials Preservation Ad 21 did not violate the principle
of separation of powers. 122 Under the Act, the Administrator of the General Services
Administration [GSA] can have presidential papers taken into custody and screened by
government archivists. Personal, private material goes back to the president, while material with historical value is preserved and eventually made available for public access
under regulations promulgated by the Administrator. The Court said, "The Executive
Branch became a party to the Act's regulation when President Ford signed the Act into

wanted to see a draft of the preliminary report and sought a writ of mandamus. The Missouri Court of
Appeals for the Western District concluded that the report was a public record under Mo. REV. STAT. §
610.010(4) (1988): "The statute reads 'any record retained by or of any public governmental body.' [T]here
are no further requirements .... There can be no doubt DESE has retained. in the layman's sense of the
word, the draft of the OSEP report." 787 S.W.2d at 292. Further, the court rejected the argument that the
record must be in its final fonn for disclosure: "The language is 'any record retained.' ..... Id.
117 Whether the term "agency" or the term "public governmental body" is used is not significant. The
important matter is consistency in statutory language. Every state will have to modify the statutory language
to be consistent with the usage in its locale.
118 UN IF. INFO. PRAC. CODE § 1-105(2), 13 U.L.A. 277,282 (1986). The language now ends: "but does
not include the [name of legislative body] or the courts of this State."
119 In its commentary, the Uniform Information Practices Code explains that "potential separation of
powers issues would arise if the requirement of this Code were extended to the judiciary and to records held
or controlled by legislators .... " [d. at 283.
120 S. 1939, supra note 58.
121 Pub. L. No. 93-526. 88 Stat. 1695 (1976).
122 Nixon v. Administrator of General Services, 433 U.S. 425 (1976).
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law." 123 Further, the Administrator of GSA is a member of the executive branch and
thus control of the material stays within that branch. 124 Thus, despite the constitutional
issue of separation of powers, the holding in Nixon favors subjecting presidential papers
to freedom of infonnation laws.
Florida is an example of a state with a narrow definition of agency: "'Agency' means
any state, county, district, authority, or municipal officer, department, division, board,
bureau, commission, or other separate unit of government created or established by law
and any other public or private agency, person, partnership, corporation, or business entity
acting on behalf of any public agency."125 In November 1991, the Florida Supreme
Court consolidated two cases, one asking whether a legislator would have to produce
records of expenditures of state money allocated to his office and the other asking whether
a legislator could be compelled to produce "all public records" within her office. 126
Although the court said that these cases raised the constitutional issue of separation of
powers, the court also said that it did n~t have to reach that question. Instead, the court
relied on statutory interpretation:
We find that the tenn 'agency,' as used in section 119.011, was not
intended to apply to the constitutional officers of the three branches of
government or to their functions. We find that the tenn 'agency' does not
include the governor, the members of the cabinet, the justices of the supreme
court, judges of the district courts of appeal, the circuit courts or the county
courts, or the members of the house or senate. These are officers of the
separate, constitutionally created and established branches of government. 127
The court concluded that "[a]gencies are created and established by law enacted by the
legislature" and that Florida's "sunshine law" applied only to those entities and not to
those which the legislature could not create-"the governor, the cabinet, members of the
legislature, or judicial officers." 128 The definition of "agency" proposed in this
suggested model legislation is broader than that in the Florida law, explicitly covering the
"executive office ... the legislative branch ... and administrative offices of courts."
As a guiding principle, only legitimate concerns over separation of powers should
deter including a body under the definition of agency. As stated before, the judiciary does
pose such a concern. Connecticut and Texas together serve as an example of how states
differ on their treatment of the judiciary. According to a Connecticut statute, the tenn
"agency" does include "any judicial office, official or body or committee thereof but
only in respect to its or their administrative functions. "129 Texas law specifically states
that "the Judiciary is not included within this definition." 130 However, both Texas and
Connecticut specifically include boards of school districts under the definitions of
"governmental body,,131 and "agency,"132 respectively. The proposed legislation is

123 /d.

at 441.

124

[d.

125

FLA. STAT. ANN. ch. 119.011(2) (West 1985).
Locke v. Hawkes, No. 76,090, 1991 Fla. LEXIS 1915, at *3 (Nov. 7, 1991).

126

127/d.
128

[d.

129
130

CONN. GEN. STAT. ANN. § l-18a (West 1989).
TEX. CIY. PRAC. & REM. CODE ANN. § 6252-17a.2(1)(G) (Wes! 1986).

131

[d.

I32

CONN. GEN. STAT. ANN. § 1-18a (West 1989).
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certainly broad enough to allow for the inclusion of school boards. If past experience in
a jurisdiction makes greater detail seem desirable, then so be it.

(C) Notwithstanding any provision of law to the contrary, any unit
of state, county or municipal government, or any court, may maintain
any records by computer or other rapid access data collection system,
provided that those records which are public records shall be kept in a
manner which will allow the public unlimited and speedy access to
them. 133
Declaration of Policy
2. (A) It is declared to be the public policy of this state that public
records shall be [presumed to be] open for inspection by any person 134
unless otherwise provided by this act •... 135
A presumption of openness is imperative. Concern for our form of government, and
the importance to it of open records, is a common theme in declarations of policy.136

133 Ky. REV. STAT. ANN. § 65.030 (MichielBobbs-Merrill 1972). Some statutes on access to
computerized infonnation may be scattered throughout a state's code. For example, Iowa, in its statute on
the "Health Data Commission," says, "If the data required by the commission or the members of the
commission is available on computer or electronic tape ... a copy of this tape shall be provided when
requested." IOWA CODE ANN. § 145.3(d) (West 1991). Of course, the more frequently statutes are peppered
with such language, the better are the prospects for easy access to computerized tapes for all persons.
However, such scattering may also make the statutes more difficult to find.
134 A few state statutes, such as one in Delaware, limit access to records to the state's own citizens. DEL.
CODE ANN. tit. 29, § l0003(a) (1975). Given the mobility of our society, these limitations could be viewed
as unnecessary provincialism. Especially troubling would be the situations in which a person resides near a
state line or a city straddles two states.
135 KAN. STAT. ANN. § 45.216(a) (1986) (adding "presumed to be"). For substantially similar language,
see, e.g., Illinois:
[Rlestraints on infonnation access should be seen as limited exceptions to the general rule
that the people have a right to know the decisions, policies, procedures, rules, standards, and
other aspects of government activity that affect the conduct of government and the lives of
any or all of the people. The provisions of this Act shall be construed to this end.
ILL. ANN. STAT. ch. 116, para. 201.1 (Smith-Hurd 1988). See also Mo. REV. STAT. §§ 610.022.5, 610.011
(1988) ("Public records shall be presumed to be open .... [R]ecords ... [shall] be open to the public unless
otherwise provided by law."); WIS. STAT. ANN. § 19.31 (West 1986) ("presumption of complete public access ").
136 Texas law declares:
Pursuant to the fundamental philosophy of the American constitutional fonn of representative government which holds to the principle that government is the servant of the people.
and not the master of them, it is hereby declared to be the public policy of the State of
Texas that all persons are, unless otherwise expressly provided by law, at all times entitled
to full and complete infonnation regarding the affairs of government and the official acts of
those who represent them as public officials and employees. The people. in delegating
authority, do not give their public servants the right to decide what is good for the people to
know and what is not good for them to know. The people insist on remaining infonned so
that they may retain control over the instruments they have created.
TEx. CIV. PRAC. & REM. CODE ANN. § 6252-17a (West 1986). See also DEL. CODE AN:-.i. tit. 29. § 10001
(1975) ("vital in a democratic society"); ILL. ANN. STAT. ch. 116. para. 201.1 (Smith-Hurd 1988) ("access
is necessary to enable the people to fulfill their duties of discussing public issues fully and freely. making
infonned political judgments and monitoring government to ensure that it is being conducted in the public
interest"); IND. CODE ANN. § 5-14-3-1 (West 1987) ("[a] fundamental philosophy of the American constitutional fonn of representative government"); MICH. CaMP. LAWS ANN. § ·U80I(1) (West 1989) ("people
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Language emphasizing the overseeing of the activities of public agencies, however, might
contribute to the view expressed in Department of Justice v. Reporters Committee for
Freedom of the Press 137 that the only purpose of the freedom of information law is to
shed light on governmental activities. 138
Some declarations of policy also emphasize a right to privacy. 139
(B) This chapter shall .•• place the burden of proof for the nondisclosure of a public record on the public agency that would deny access
to the record and not on the person seeking to inspect and copy the
record. 14O [This chapter] shall be liberally construed and [its] exceptions strictly construed to promote this public policy.141
In line with the presumption that records should be open, the burden of proof should
be on the agency if it wishes to restrict access to information. An agency which has no
burden of proof is in a better legal position to stonewall a requester; the agency, knowing
how burdensome the lawsuit would be for the requester, could tell a requester that he or
she would have to go to court to prove that records are open. On the other hand, an
agency carrying the burden of proof probably would not be as quick to restrict
information and thus risk burdening itself with a lawsuit. Another reason to place the
burden of proof on the agency is to ease the requester's task of having to search through
numerous statutes to determine whether specific records are actually open. 142
Exemptions and Their Exceptions
3. (A) The policy of conducting government business as openly as
possible must be tempered by a recognition of the right of the people to
•
prIvacy
•••. 143

shall be infonned so that they may fully participate in the democratic process"}; N.Y. PUB. OFF. LAW § 684 (Consol. 1987) ("[A] free society is maintained when government is responsive and responsible to the
public, and when the public is aware of governmental actions .. " Access to such infonnation should not be
thwarted by shrouding it with the cloak of secrecy or confidentiality."); WIS. STAT. ANN. § 19.31 (West
1986}("a representative government is dependent upon an infonned electorate").
137
489 U.S. 749 (1989).
138 [d. at 769. See supra note 136 and accompanying text.
139 See infra note 143 and accompanying text.
140 IND. CODE ANN. § 5-14-3-1 (West 1987).
\4\ Mo. ANN. STAT. § 610.011 (Vernon 1988).
142 See infra notes 144-47 on how scattered exemption statutes can be.
143 HAW. REv. STAT. § 92F-2 (1985). Other states also emphasize privacy. See, e.g., ILL. ANN. STAT. ch.
116, para. lOLl (Smith-Hurd 1988) ("This Act is not intended to be used to violate individual privacy, nor
for the purpose of furthering a commercial enterprise .... "); R.I. GEN. LAWS § 38-2-1 (1990) ("the
individual's right to dignity and privacy."); VT. STAT. ANN. tit. 1, § 315 (1985) ("Officers of government
are trustees and servants of the people and it is in the public interest to enable any person to review and
criticize their decisions even though such examination may cause inconvenience or embarrassment. All
people, however, have a right to privacy in their personal and economic pursuits, which ought to be
protected unless specific infonnation is needed to review the action of a governmental officer."); Contra
OKLA. STAT. ANN. tit. 24A, § 2 (West 1988). The Oklahoma
Open Records Act shall not create, directly or indirectly, any rights of privacy or any remedies for violation of any right of privacy; nor shall the Act, except as specifically set forth in
the Act, establish any procedures for protecting any person from release of infonnation
contained in public records. The purpose of this act is to ensure and facilitate the public's
right of access to and review of government records so they may efficiently and intelligently
exercise their inherent political power. The privacy interests of individuals are adequately
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This section is not strictly necessary in order to meet the goal of providing access to
government infonnation. It does, however, emphasize the importance of privacy, which
is a competing interest. Legislators, in balancing the two interests, may want to include
this section as a general policy statement, but it is optional in that specific exemptions
alone can adequately meet privacy needs. In short, the section is primarily a matter of
emphasis rather than substance because exemptions provide the substantive privacy
protection.
(B) Exemptions to Public Records:
Generally, the law should exempt as few records as possible from public disclosure,
consistent with protection of bona fide privacy and security interests of human beings as
well as protection of endangered flora, fauna, and archaeological sites. l44 Some
exemptions are harder to understand. 145 Other exemptions are more specific than they
need to be. 146
One very common exception is the restriction on access to computer software. This
exemption is consistent with government copyrighting of software, but both the exemption
and the copyrighting present serious dangers for access.
Laws in some jurisdictions pennit copyrighting of software the government
develops.147 Some states, counties, and cities are doing just that and reaping profits. 148
In some situations, however, access to infonnation which would ordinarily be public is
denied because the computer software containing the infonnation is not within the public
domain. The Department of Defense has established regulations saying that computer
software is not a "record" and thus is not disclosable unless "created or used as primary
sources of infonnation about organizations, policies, functions, decisions, or procedures"

protected in the specific exceptions to the Act or in the statutes which authorize, create or
require the records. Except where specific state or federal statutes create a confidential
privil~ge, persons who submit information to public bodies have no right to keep this
information from public access nor reasonable expectation that this information will be kept
from public access ....

!d.
144 See, e.g., VA. CODE ANN. § 2.1-342(36) (Michie Supp. 1992) (protecting information where
disclosure would jeopardize the existence or integrity of the resource).
145 See, e.g., WASH. REV. CODE ANN. § 42.17.317 (West 1991) (exempting "[ilnformation on
commercial fertilizer distribution"). However, the March 1993 bomb that devastated the World Trade Center
may have contained nitrates, an ingredient in fertilizer. Richard Lacayo, Tower Terror, TIME, Mar. 8, 1993,
at 34. Perhaps Washington's exemption on commercial fertilizer distribution is an attempt to thwart
terrorists. See also George J. Church, A Case of Dumb Luck, TIME, Mar. 15, 1993, at 26,30 (World Trade
Center explosive believed to include "so-called witches' brew of fertilizer and fuel oil").
146 See, e.g., TENN. CODE ANN. § 1O-7-504(a)(I) (1992) (specifically exempting records relating to organ
transplants in addition to a blanket exemption for medical records).
141 See, e.g., CAL. GoV'T CODE § 6254.9 (West Supp. 1992); HAW. REV. STAT. § 210-4 (Supp. 1991);
ME. REV. STAT. ANN. tit. 5, § 1890-B (West Supp. 1991); MINN. STAT. A..,X § 13.03 (West 1988); OKLA.
STAT. ANN. tit. 51, § 24A.1O (West 1988 & Supp. 1992); WIS. STAT. ANK. § 19.36(~) (West 1986 & Supp.
1992).
In 1989, the Florida legislature's Joint Committee on Information Technology Resources released a
comprehensive report on access to information, arguing against government copyrights on software.
FLORIDA'S INFORMATION POLICY: PROBLEMS AND ISSUES IN THE INFORMA nON AGE (Apr. 1989). Florida
has defined specific areas in which the state may hold copyright, but its counties and cities have not been so
limited. Id. at 83-84.
148 Dade County, Florida expected to gain about $500,000 in 1990 by selling vehicle maintenance
records software. Information Policy: States and Localities Find Profit in Selling GOI'ernment Information,
Daily Rep. for Executives (BNA) No. 74, at C-I (April 17, 1990).
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within the department. 149 Although little case law exists in this area, in Seigle v.
Barry,15O the Florida District Court of Appeals for the Fourth District said, "The
infonnation in a computer is analogous to infonnation recorded in code. Where a public
record is maintained in such a manner that it can only be interpreted by the use of a code,
then the code book must be furnished to the applicant." 15l Another case involving
software is State ex rei. Recodat Co. v. Buchanan,152 which held that software does not
need to be furnished to the public. Recodat wanted a copy of a magnetic computer tape
of a county auditor's public records and the necessary software to access the taped
infonnation. A private company, ATEK, had the tapes, and the auditor said he had entered
into an agreement whereby ATEK owned the software and the auditor only owned the
infonnation on the tapes. ATEK offered to provide the tapes to Recodat and to create new
software for Recodat-at the price of $100 per hour. Recodat argued that because the
software was necessary to access the taped infonnation, the software should be deemed
a public record. The Supreme Court of Ohio ordered the auditor to provide Recodat the
records, but on the question of the software, the court said:
The problem of protecting ATEK's proprietary interest in its software must
be resolved by ATEK and [the auditor] and should not burden the public.
. .. [E]ven though the software is needed to access the infonnation on the
magnetic computer tapes, relator's argument that the software is also· a
public record fails because the magnetic tapes are not public records[,]
copies of which must be provided to the public. The method of complying
with the statutes is left to [the auditor] .... [The auditor has] no duty to
provide the public records in the fonn of magnetic computer tapes and the
software to access them. 153
When a person requests public infonnation from the government, the person expects
to receive infonnation in an understandable fonn. Computers, however, store infonnation
in electronic languages, usually ASCII (American Standard Code for Infonnation
Interchange) or EBCDIC (Extended Binary Coded Decimal Interchange Code). There are
at least four different coding schemes and a seemingly endless number of record fonnats.
Software gives instructions to a computer, programming it to convert virtually incomprehensible computer storage language into something requesters of records can comprehend. 154 Clearly, infonnation that is kept in electronic fonn must be decoded first,

OTA, INFORMING THE NATION, supra note I, at 223.
422 So. 2d 63 (Aa. Dist. Ct. App. 1982).
lSI Id. at 66 (citing State ex rei. Davidson v. Couch, 158 So. 103 (Fla. 1934)). See also Yeager v. Drug
Enforcement Agency, 678 F.2d 315, 326 (D.C. Cir. 1982) ("If Yeager had magnetic tapes of computer
records, then the codes necessary to read and use the tapes would become more than intra-agency records,"
thus disclosable. The DEA, however, was not required to alter the computer information to put it into
Yeager's requested format.); OTA, INFORMING THE NATION, supra note I, at 222-23 (discussing public
access to software and on-line databases).
IS2 546 N.E.2d 203 (Ohio 1989).
IS3 Id. at 205.
IS4 Take the following, simple message coded in ASCII:
0100 1101 0100 0001 0101 0010 0101 1001
0100 1000 0100 0001 01000100
0100 0001
0100 11000100 1001 0101 01000101 0100 0100 110001000101
0100 11000100 0001 0100 1101 0100 0010
When the binary message is decoded through software. the message is elementary: "Mary had a Little
Lamb." For decoding. see the Code Tables in IBM. SYSTEM 370 REFERENCE SUMMARY. File No. S370/
4300-01. at 35 (8th ed. Feb. 1989).
149

150
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making software an essential part of the production of meaningful records. The software.
in short. is as important as the database in the production of the final product of
comprehensible records.
Separating the "computer program" from the "database" can be difficult, as Steven
Metalitz, Vice President and General Counsel of the Information Industry Association
[IIA], points out. "To allow the government to assert copyright in computer programs.
even with the intent to leave federal government databases in the public domain, raises
thorny problems whenever it is difficult to separate the two interlinked works." 155
When government copyrights its software, it can demand payment from any requester
who wants to acquire the copyrighted software to use on his or her own computer. For
the privilege of convenient use of software-use in the requester's home or office instead
of on a government computer-citizens could pay twice-once for the initial development
of the software and then for the opportunity to use it. Ralph Oman, the Register of
Copyrights, refers to this as the "double subsidy" argument. 156 Even if the price of the
software were reasonable, additional teeth would be necessary to make sure that the government provided the copyrighted software in a timely fashion. Requesters need the
software not only to make records comprehensible, but also to examine whether the
software is functioning properly. In Florida, a computer-astute taxpayer objected to his
computer-produced tax bill and ~sked if he could examine the software. 157 The tax
appraiser refused his request on the grounds that the software was proprietary. ISS Only
after legal action did examination of software occur-in camera. 159 This incident
provoked a Boston tea party parody from a Florida state Senator: •'No taxation without
documentation. ,,160
In short, a primary concern about government copyright of software is preservation
of the "right to know." The power to copyright software could mean the power to restrict

ISS Hearing on S. 1581. Technology Transfer Improvements Act of 1991 Before the Comm. on
Commerce. 5.cience. & Transp .• 102d Cong., 1st Sess. 35 (Sept. 13, 1991) [hereinafter Hearing on S. 1581]
(statement of Steven Metalitz, Vice Pres. & Gen. Counsel of IIA). As the Committee on Government
Operations explains:
The ultimate technique for decomposition of documents into relationships and data is
the so-called virtual document in which the document is stored electronically as a set of
relationships. At output, the document is assembled from multiple sources following the
system's proprietary instructions. At the point when a document becomes a virtual
document, the distinction between a data base and a document is very narrow if it exists at
all.
TAKING A BYTE, supra note I, at 13. In New York, almost three-fourths of data stored in mainframes are in
"software dependent formats." Id. at 14 (citing M. Hedstrom & A. Kowlowitz. Meeting the Challenge of
Machine-Readable Records: A State Archives Perspective, 1988 REFERE:-;CE SERVo REV. 31, 34).
In fact. for the National Archives and Records Administration, the primary challenge is "to define a
means of preserving in a nonproprietary, standard manner, data bases and text information including both
raw data and relationship information so that electronic records transferred to the Archives can become software/hardware independent." Id. at 30 (citing NATIONAL INST. OF STAI'DARDS & TECHNOLOGY,
FRAMEWORK AND POLICY RECOMMENDATIONS FOR THE EXCHANGE AND PRESERVATION OF ELECfRONIC
RECORDS 6 (Nat'l Computer Systems Lab. 1989».
156 Hearing on S. 1581, supra note 155, at 25-26 (statement of Ralph Oman, Register of Copyrights.
Copyright Office. Library of Congress).
157 This story was told by Edwin A. Levine. staff director to the Florida legislature's Joint Committee on
Information Technology Resources. Information Policy: States and Localities Find Profit in Selling
GOI'ernment Information, Daily Rep, for Exec. (BNA) No. 74, at C-I (April 17, 1990).

1581d.
1591d.
160

The parody is from state Sen. George Stuart Jr., (D), who chairs the joint committee. Id.
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access to software. Without access to appropriate software, access to the information
stored in computers is impossible.
At the federal level, Senate Bill 1581,161 a proposed amendment to the StevensonWydler Technology Innovation Act of 1980,162 would have permitted the federal
government to copyright software it produces. 163 In 1986, Congress amended the
Stevenson-Wydler Technology Innovation Act to permit patent protection for inventions
resulting from cooperative research and development agreements [CRADAs] between
government and private industry .164 Federal employees who helped develop the
inventions may share in the royalties, and private industry may receive a license on the
government's patents and then further develop the products for profit. In June 1992, the
United States Department of Energy and a consortium of computer companies formed a
CRADA to develop computer technology.165 Senate Bill 1581, and an identical bill,
House Bill 191 166 were called the "Technology Transfer Improvements Act of 1991"
and were an attempt to further amend the Stevenson-Wydler Act by permitting copyright
protection for computer software produced by CRADAs. "Technology transfer experts"
at the Department of Defense drafted the bills. 167
Reaction to Senate Bill 1581 was mixed. An opposition letter sent to Senator Ernest
F. Hollings, the Chairman of the Committee on Commerce, Science and Transportation,
said:
Enactment of S. 1581 in its current form could have a significant detrimental
impact on the public's right to know. Increasingly, computer software is the .
key to access to government data, which is frequently maintained only in
electronic form. Congress should not deviate from decades of settled federal
government copyright policy without a thorough examination of the potential
impact of the bill upon public access to government information in the
current technological environment. 168
Testimony from an American Civil Liberties Union representative revealed more concerns:
"S. 1581 ... threatens the public right to know in the era of electronic public information
If software which is used to make government information available or understandable is
copyrighted, government can limit access by controlling price and distribution." 169

161 S. 1581. 102d Cong., 1st Sess. (1991). Although this bill was not enacted, a smiliar bill was
reintroduced in 1993. H.R. 523, 103d Cong., 1st Sess. (1993).
162 15 U.S.C. §§ 3701-3714 (1982).
163 See generally, Senate Commerce Committee Hears Views on Copyright for Government Software,
Daily Rep. for Exec. (BNA) No. 179. at A-8 (Sept. 16, 1991) (discussing proposed amendment). Under
federal copyright law. a "computer program" is defined as "a set of statements or instructions to be used
directly or indirectly in a computer in order to bring about a certain result." 17 U.S.c. § 10 1 (1989). The
federal government can receive copyright protection on its works, but cannot hold copyrights assigned or
bequeathed to it. § 105.
164 15 U.S.c. § 37IOa(b)(2) (Supp. 1993).
165 Holly Hubbard, FEDS. CSPP Kick Off Initiative to Speed Technology Development, COMPUTER
RESELLER NEWS, June 8, 1992, at 49.
166 H.R. 191, 102d Cong., 1st Sess. (1991).
167 137 CONGo REC. S11223-24 (daily ed. July 29, 1991) (statement of Sen. Rockefeller).
168 Letter from Jerry Berman, Director. Info. Tech. Project. ACLU & Steven J. Metalitz. Vice Pres. &
Gen. Counsel, IIA to Sen. Ernest F. Hollings (Sept. 12, 1991) (read by Metalitz into record at Senate
Hearing on S. 1581). See Hearing on S. 1581. supra note 155. at 39.
169 Hearillg 011 S. 1581, supra note 155. at 41 (testimony of Jerry Berman. Director. Info. Tech. Project,
ACLU).
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On the other hand, the benefits of federal software copyright are at least twofold. First
is the benefit of spurring further development of computer software. Sales of software hit
$29 billion in 1990 and potentially could reach $100 billion by the middle of the
decade.I7O But currently, software developed through CRADAs cannot be copyrighted.
It goes into the public domain, and there is no further economic incentive for private
industry to upgrade this software. Without proprietary interests in software enhancement,
such enhancement may well not occur. Currently the United States does lead the world
in development of software. The importance of software to the economy may well
increase, along with increasing competition. For instance, an article in Forbes says:
With hardware prices crashing. it's no surprise that IBM expects, by the
tum of the century, to get more than half its revenue from software, service
and support. Who will be its competitors in this faster-growing part of the
data processing industry? The obvious answers are also American: the
Electronic Data Systems unit of General Motors, Computer Sciences Corp.
and Arthur Andersen .... But if a far-sighted Frenchman named Serge
Kampf has his way, the market will be anything but a walkover for the
U.S. 171
If the United States is to remain the world leader in software development, it must
change copyright law in relation to software, the proponents of Senate Bill 1581 argue.
A great deal of scientific prowess resides in U.S. government laboratories. Senator
Rockefeller says that one-sixth of our country's scientists and engineers work at the over
700 laboratories run by our government under an annual budget of $20 billion.172 These
laboratories and workers need to be able to team up with the private sector for development of software. But this team effort will not work economically so long as having the
government on one's team means the public domain "kiss-of-death" for profits. Products
of such a team are simply stillborn; further development of the products will languish, as
will our competitive stature worldwide. One voice, expressing concern about problems
with a public-private team, explained: "For software to be commercially valuable, it has
to be debugged, simplified, and training materials must be written and supplied. Without
a proprietary interest, a firm could not be assured of recouping the necessary investment
in such services. Merely making software available without proprietary protection is
insufficient to ensure its effective commercialization." 173
[S]enior officials from some agencies told us that their inability to
copyright and exclusively license computer software has constrained the
transfer and use of a certain portion of software that has broader commercial
applications. These agencies are the Departments of Agriculture; Commerce;
and Defense, including Air Force, Army, and Navy; the Environmental

17°ld. at 7 (testimony of Deborah L. Wince-Smith, Ass't Sec. of Commerce for Technology Policy on
Commercializing Federally Developed Software, Dep't of Commerce).
171 John Marcom, Jr., The Napoleon of software, FORBES, June 24, 1991. at 112 (Kampf founded Sogeti
S.A.. a French computer services group that ranked number one in Europe and number four in the world in
1991.).
172 137 CONGo REC. S11223-24 (daily ed. July 29. 1991) (statement of Sen. Rockefeller). Representative
Constance Morella cited the same figures in her September 13, 1991 testimony before the Senate Committee
on Commerce, Science, and Transportation. Hearing on S. 1581. supra note 155. at 2. Representative
Morella also cited a General Accounting Office report which says that 10<[ of all sofnvare is developed by
the federal government. [d.
173 Hearing on S. 1581, supra note 155, at 3 (testimony of Rep. Morella).
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Protection Agency (EPA); NASA; and the National Institutes of Health
(NIH). Software constrained by the copyright prohibition includes, for
example, artificial intelligence software that could assist doctors in
diagnosing diseases or farmers in making decisions about irrigating,
fertilizing, or spraying their crops.174
After the 1986 amendment to the Stevenson-Wydler Act, extending patent protection
on products of CRADAs, the number of such CRADAs rose from ninety-nine at the close
of fiscal year 1988 to 460 only two years later. '75 In the last three years, the number of
inventions reported by federal laboratories rose forty-eight percent. 176
Fear of competitors remains a problem so long as copyrights are unavailable. For
instance, a research manager at the National Institute of Health said that a computer
program which would help dermatologists is not being developed. A small business was
interested in testing the software, but backed off because of fear that competitors could
obtain the same software and, thus, the business could not recoup its investment. 177
The second benefit of federal software copyright is preventing foreign countries from
using public-domain software without paying royalties. While the United States provides
governmentally-developed software to foreign countries without charging royalties, foreign
governments slap copyrights on their software. In short, they get ours for free, and we pay
for theirs. This anomalous scheme is especially ill advised at a time when this country is
plagued by an imbalance in trade.178 Supporting Senate Bill 1581 "in principle," Ralph
Oman, Register of Copyrights, says, "[T]he time seems ripe for a change. There is a
viable argument that these works, in addition to being commercially valuable, are essential
to national security and defense interests, distinguishing them from more traditional
endeavors such as books and paintings." 179 David M. Ostfeld of the Intellectual
Property Committee of the Institute of Electrical and Electronics Engineers, Inc., United
States Activities [IEEE-USA] suggested the proposed amendment to the Stevenson-Wydler
Technology Innovation Act be changed to incorporate the notion that the individual should
be permitted to use software obtained directly from the U.S. government without charge,
while those who commercialize the software would pay for it. 180 He called Senate Bill
1581 "certainly a step in the right direction." 181
The arguments for permitting the federal government to copyright software apply to
permitting states to copyright software. Florida is looking at a similar notion while
fighting its battle over whether the state should be allowed to copyright software. A
compromise worked out by a Florida legislative committee would allow the government
to copyright and to sell software developed at public expense-with this proviso: Anyone
wanting to use the copyrighted software in connection with government records could do
so. However, persons so using the software would be prohibited from reselling it or
making any modifications of it. Thus, Florida hopes to strike a favorable compromise of

174 Hearing 011 S. 1581, supra note 155, at 17 (statement of John M. OIs, Jr., Director in the Resources
Community and Econ. Dev. Div., GAO).
175
137 CONGo REC. S11223-24 (daily ed. July 29,1991) (statement of Sen. Rockefeller).
176 Hearing on S. 1581, supra note 155, at 12 (statement of Deborah L. Wince-Smith, Ass't Sec. of
Commerce for Technology Policy on Commercializing Federally Developed Software, Dep't of Commerce).
177 ld. at 17 (statement of John M. Ols, Jr.).
178 ld. at 3 (testimony of Rep. Morella).
179 Id. at 26.
18°ld. at 30.

1811d.
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preserving the public's right to know while allowing the government to recoup
money.IX2
(C) Open Government Review Act. Exemptions must be periodically
reviewed to determine if they are consistent with the policy of open
government. It shall be the duty of the [Division of Statutory Revision
of the Joint Legislative Management Committee] to establish a schedule
of review and make recommendations to the state legislature on whether
exemptions are (1) furthering legitimate privacy rights and therefore
should be maintained or (2) are unduly restricting the free flow of information and therefore should be abolished. 183
This policy, requiring periodical review of exemptions. comes from Florida's "Open
Government Sunset Review Act." 184 It would act as a check to ensure a proper balance
between privacy rights and an open government.
(D) Review of Confidential Records and Reclassification by State
Archivist and State Librarian. The state librarian and archivist or an
archivist designated by the state librarian and archivist ... shall be
accorded access to and may examine any confidential public records for
the purpose of determining, in consultation with the agency head or a
representative of the agency which has title to the records, whether such
records are records of archival value or whether such records are
properly filed or designated as confidential. If the state librarian and
archivist or such representative ••• should determine that certain
administrative or otherwise open public records have been
inappropriately filed and designated as confidential public records, then
such records shall be removed from the designation of confidential and
filed within the appropriate level of access designation •... 185
The necessity for review by a designated librarian or archivist is demonstrated, for
instance, by Nixon v. Administrator of General Services. 186 Under an Act upheld by the
Supreme Court, government archivists determine what presidential papers have historical
value and therefore should eventually be made public. Having the president unilaterally
determining what presidential papers should remain private obviously could conflict with
the public interest. Any determinations on what records should remain confidential must
be made by more objective outsiders. No individuals should have power to withhold
potentially significant historical papers on grounds of confidentiality. If there were no
oversight, too much historically important but embarrassing information could be lost as
officer holders, in effect, attempted to rewrite or bury history. Nevertheless, the role of
such librarians is somewhat limited by the fact that the )jational Archives and Records
Administration only treats roughly two percent of federal government records as
permanent ones needing long-term preservation. 18i Furthermore, there is some

11, Information Policy: States and Localities Find Profit in Selling GOl'/:,mment Informati(Jn, Daily Rep.
for Exec. (BNA) No. 74, at C-I (Apr. 17, 1990).
11) FLA. STAT. ANN. § 119.14 (West 1985).
IS·ld.
185 TENN. CODE ANN. § 10-7-508(b) (1992).
186
433 U.S. 425 (1976).
187 TAKING A BYTE, supra note I. at 4.

1.31

WILLIAM AND MARY BILL OF RIGHTS JOURNAL

[Vol. 2:1

disagreement as to who else might function in the role of reviewer or reciassifier.Tennessee, for example, adds the "director of records management" to this category.18N

(E) Access to Personal Records for Research.
(1) A state agency may authorize or provide access to or provide

copies of an individually identifiable personal record for research
purposes if informed written consent for the disclosure has been given
to the appropriate department secretary, or the president of the
institution, as applicable, or his or her designee, by the person to whom
the record pertains or, in the case of minors and legally incompetent
adults, the person's legally authorized representative.
(2) A state agency may authorize or provide access to or provide
copies of an individually identifiable personal record for research
purposes without the informed consent of the person to whom the
record pertains or the person's legally authorized representative, only
if:
(a) The state agency adopts research review and approval rules
including, but not limited to, the requirement that the appropriate
department secretary, or the president of the institution, as applicable,
appoint a standing human research review board competent to review
research proposals as to ethical and scientific soundness; and the review
board determines that the disclosure request has scientific merit and is
of importance in terms of the agency's program concerns, that the
research purposes cannot be reasonably accomplished without disclosure
of the information in individually identifiable form and without waiver
of the informed consent of the person to whom the record pertains or .
the person's legally authorized representative, that disclosure risks have
been minimized, and that remaining risks are outweighed by anticipated
health, safety, or scientific benefits; and
(b) The disclosure does not violate federal law or regulations; and
. (c) The state agency negotiates with the research professional
receiving the records or record information a written and legally
binding confidentiality agreement prior to disclosure. The agreement
shall:
(i) Establish specific safeguards to assure the continued
confidentiality and security of individually identifiable records or record
information;
(ii) Ensure that the research professional will report or publish
research findings and conclusions in a manner that does not permit
identification of the person whose record was used for the. research.
Final research reports or publications shall not include photographs or
other visual representations contained in personal records;
(iii) Establish that the research professional will destroy the
individual identifiers associated with the records or record information
as soon as the purposes of the research project have been accomplished
and notify the agency to this effect in writing;

188

TESN. CODE ANN. § IO-7-508(b) (1992).
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(iv) Prohibit any subsequent disclosure of the records or record
information in individually identifiable form except as provided in
[3(E)]; and
(v) Provide for the signature of the research professional, of any of
the research professional's team members who require access to the
information in identified form, and of the agency official authorized to
approve disclosure of identifiable records or record information for
research purposes.1 89
Some important research simply cannot be done without access to individually
identifiable personal records. For instance. some research requires correlating material, and
correlation demands some sort of identification system. While some identifier other than
name or social security number may suffice, developing such identifiers could be timeconsuming and expensive. Also, researchers ~ight wish to do follow-up interviewing with
some persons. As an example, a researcher may wish to correlate factors such as learning
disabilities of prisoners with the educational opportunities the prisoners receive while
incarcerated. The researcher might then want to do follow-up interviews to see how these
prisoners fare upon release from prison-whether they become gainfully employed or
whether they instead become part of the recidivism statistics. As to the research
requirement of "scientific merit," the term should be read in its broad usage, to include
social sciences as well as biological sciences in order to provide confidential materials to
researchers in a broad spectrum of disciplines.
(F) Disclosure by Research Professional. No research professional
who has established an individually identifiable research record from
personal record information pursuant to 3(D) or who has established a
research record from data or information voluntarily provided by an
agency client or employee under a written confidentiality assurance for
the explicit purpose of research, may disclose such a record in
individually identifiable form unless:
(1) The person to whom the research record pertains or the person's
legally authorized representative has given prior informed written
consent for the disclosure; or
(2) The research professional reasonably believes that disclosure will
prevent or minimize injury to a person and the disclosure is limited to
information necessary to protect the person who has been or may be
injured, and the research professional reports the disclosure only to the
person involved or the person's guardian, the person's physician, and
the agency; or
(3) (a) The research record is disclosed in individually identifiable
form for the purposes of aUditing or evaluating a research program;
and
(b) The audit or evaluation is authorized or required by federal or
state law or regulation or is based upon an explicit provision in a research contract, grant, or other written research agreement; and
(c) No subsequent disclosure of the research record in individually
identifiable form will be made by the auditor or evaluator except as
provided in this section; or

189

WASH. REV. CODE ANN. § 42.48.020 (West 1991).
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(4) The research record is furnished in compliance with a search
warrant or court order: Provided, That:
(a) The court issues the search warrant or judicial subpoena
concerning the research record solely for the purpose of facilitating
inquiry into an alleged violation of law by the research professional
using the record for a research purpose or by the agency; and
(b) Any research record obtained pursuant to (a) of this subsection
and any information directly or indirectly derived from the research
record shall remain confidential to the extent possible and shall not be
used as evidence in an administrative, judicial, or legislative proceeding
except against the research professional using the record for a research
purpose or against the state agency. 190

Washington's laws restricting discl~sure of personal information by researchers
ensures that researchers will not misuse the materials gathered through accessing personal
records.
(G) Statistical Information. Statistical information, in such form that
no individual person or entity can be identified, shall be open for
inspection and copying.
States have a variety of approaches to their treatment of statistical information. The
legislature in Washington has determined that "No exemption may be construed to permit
the nondisclosure of statistical information not descriptive of any readily identifiable
person or persons." 191 Statutes in Idaho and Kansas permit disclosing any statistical
information. 192 Arkansas has a statute allowing release of "aggregate statistics shown
from [library] registration and circulation records with all personal identification
removed.,,193 Indiana law provides that "statistical reports" made by the "health
professions bureau" are public records. 194 Tennessee law permits release of statistical
medical or epidemiological information,195 and a Virginia statute permits release of
statistic~l summaries on abuse of mental health patients. 196
(H) Period of Confidentiality.
(1) Except as otherwise provided in § H(2), public records that are

more than 25 years old shall be available for inspection.
There is nothing magical in the number "25," but it is the shortest period of
confidentiality this author found listed among statutes. Confidentiality, of course, is
important to protect privacy, but balancing must occur. The competing interest of access
to information is best met in short time periods for confidentiality.
(2) The following public records remain exempt from disclosure
after 25 years:

19()
191
192
193

19-'
195

196

WASH. REV. CODE ANN. § 42.48.040 (West 1991).
WASH. REV. CODE ANN. § 42.17.310(2) (West 1991).
IDAHO CODE § 9-338(10) (Michie 1990); KAN. STAT. ANN. § 45-22\(35)(e) (1986).
ARK. CODE ANN. § 13-2-705(b) (Michie Supp. 1991).
IND. STAT. ANN. § 35-48-6-9(i) (Bums Supp. 1992).
TENN. CODE ANN. § 68-10-113(1) (1992).
VA. CODE ANN. § 2.1-342.3 (Michie Supp. 1992).
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(a) Records less than 75 years old which contain information about
the physical or mental health or psychiatric care or treatment of a living
individual, if the public disclosure thereof would constitute an
unreasonable invasion of privacy. The party seeking disclosure shall
have the burden of showing by clear and convincing evidence that the
public interest requires disclosure in the particular instance and that
public disclosure would not constitute an unreasonable invasion of
privacy.197
Because of the high degree of importance of maintaining privacy in medical records,
this statute pennits breach of such privacy for living individuals only if the unusually high
burden of "clear and convincing evidence" is met by the requester. Again, it is a matter
of balancing competing interests in privacy and access. Arguably, medical records should
be the most private of all records, and thus h.igher burdens upon requesters are warranted.
(b) Records less than 75 years old which were sealed in compliance
with statute or by court order. Such records may be disclosed upon
order of a court of competent jurisdiction or as otherwise provided by
law.
(c) Records of a person who is or has been in the custody or under
the lawful supervision of a state agency, a court or a unit of local
government, are exempt from disclosure for a period of 25 years after
termination of such custody or supervision to the extent that disclosure
thereof would interfere with the rehabilitation of the person if the
public interest in confidentiality clearly outweighs the public interest in
disclosure. Nothing in this subsection, however, shall be construed as
prohibiting disclosure of the fact that a person is in custody.198
Examples of how other states structure time limits on the right of the public to access
certain materials include Georgia's restriction to records of constitutional officers to
twenty-five years after their creation 199 and Nevada's restrictions to confidential
documents in state library archives to fifty years and to restricted records of constitutional
officers for twenty-five years. 2OO The slight variations are many, but all display a
similarity in policy choices. 201

OR. REV. STAT. § 192.496(1) (1991).
§§ 192.495, .496 (1991).
199 GA. CODE ANN. § 50-18-98 (1990).
100 NEV. REV. STAT. ANN. §§ 378.300, .310 (Michie 1986).
101 Kansas limits restrictions to 70 years for all records but those restricted by federal law. state statute.
or rule of the Kansas Supreme Court. KAN. STAT. ANN. § 45-221 (f) (1986). Tennessee has a 70-year limit
for all but records restricted by federal law or records of mental illness or retardation. TE:-JN. CODE ANN. §
10-7-50 (1992). See also ALASKA STAT. §§ 18.50.310(f). 16.05.815(d) (1992) (100 years for the date of
birth. 50 for death. marriage, divorce. or annulment. and 25 for confidential fish and wildlife harvest data):
GA. CODE ANN. § 50-18-100 (1990) (75 years for confidential records): IND. STAT. AN:-':. § 5-14-3-4(17)(e)
(West 1987) (75 years for confidential records other than adoption records); MI~:-';. STAT. ANN. § 13.03
subd. 8 (West 1987) (10 years for "nonpublic and protected nonpublic data ... unless ... the harm to the
public or to a data subject would outweigh the benefit to the public or to the data subject").
197

198
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(d) Student records required by state or federal law to be exempt
from disclosure. 202
(I) Separation of Exempt and Nonexempt Material.
(1) If a public record contains material which is not exempt under
§ 3(B), as well as material which is exempt from disclosure under §
3(B), the public body shall separate the exempt and nonexempt material
and make the nonexempt material available for examination and
copying.
(2) When designing a public record, a public body shall, to the
extent practicable, facilitate a separation of exempt from nonexempt
information. If the separation is readily apparent to a person requesting
to inspect or receive copies of the form, the public body shall generally
describe the material exempted uoless that description would reveal the
contents of the exempt information and thus defeat the purpose of the
exemption. 203
Redaction is deletion of exempt (nondisclosable) information from a record containing
both disclosable and nondisclosable public information. Florida law on redaction takes the
position that "[a]ny person who has custody of public records and who asserts that an
exemption ... applies to a particular record shall delete or excise from the record only that
portion of the record for which an exemption is asserted and shall produce for inspection
and examination the remainder of such record. ,,204 Indiana law provides for redaction
on request, but this "does not apply to public records that are stored on computer tape
[or] computer discs ... if the disclosable information is made available for inspection and
copying in some other form.' ,205 If the information cannot be disclosed in some form
other than computer tape or discs, "a public agency may charge a person ... the agency's
direct cost of reprogramming a computer system ... to separate the disclosable information
from nondisclosable information. ,,206 Given the ease with which redaction can be
accomplished on computerized records as compared to paper records, this Indiana law
seems puzzling.
ACCESS AND TAILORING
4. (A) Right to Inspect and Copy Records. Except as [otherwise
provided in this chapter], all records [of] any public body, whether or
not such records are required by any law or by any rule or regulation,
shall be public records and every person shall have the right to inspect
and/or copy such records. [U]pon request, [a person] shall be informed
of the data's [organization and arrangement], [including the record

202 This part of the statute is in line with the requirements of confidentiality for students that now exist in
the Buckley Amendment, 20 U.S.C. § 1232g (1988). Whether the Buckley Amendment is too stringent in
terms of denying access to various student academic records is, of course, another question. But so long as
that federal law exists, state statutes must comport with its requirements in order not to jeopardize federal
educational funding.
20) MICH. COMPo LAWS ANN. § 15.244 (West 1981).
204 FLA. STAT. ANN. § 119.07 (West 1985).
205 IND. CODE ANN. § 5-14-3-6(a)-(b) (West 1987). Some states use the conditional "may" redact: LA.
REV. STAT. ANN. § 44:32(B) (West 1982); N.Y. PUB. OFF. LAW § 89(2)(a) (Conso!. 1987); R.I. GEN. LAWS
§ 38-2-2(d)(22) (1990); VA. CODE ANN. § 2.1-342(A)(3) (Michie 1987).
206 IND. CODE ANN. § 5-14-3-6(c) (West 1987).
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layout and codes, if any, of computer tapes], [and density and
blocking].207
This section has substituted .. of" for Rhode Island legislature's "maintained or kept
on file by" to be consistent with this model statute's definition of "public records" in
Section l(A) and to avoid situations where requesters cannot receive public records
because the records are in the hands of third parties. This section has also substituted
"organization and arrangement" for Minnesota's use of "meaning" because to inform
a requestor of the "meaning" in the sense of the significance or import is not the proper
function of the agency.208
The overall scope of this section is meant to require custodians to inform requesters
of basic information about how information is organized in the computer system. It is
similar to requiring custodians to explain the indexing system for paper files. It is not
meant to require custodians to explain the minutiae of data systems, for example, how
DOS functions, just as it would not be essential for a custodian to teach a requester how
to read English in order to access paper files. But certainly it is imperative that custodians
be required to explain their record-keeping system, whether it be computerized or paper;
otherwise, access would be akin to looking for buried treasure without a map.
Statutes in Pennsylvania and Tennessee limit the public's right to copy records, saying
that "[t]he lawful custodian of such records shall have the right to adopt and enforce
reasonable rules governing the making of such extracts, copies, photographs or
photostats. ,,209 This language leaves to individual custodians' discretion what constitutes
"reasonable rules," and such discretion presents two problems. First, not all custodians
can be relied upon to know what constitutes "reasonable" rules; state statutory guidance
is necessary to set guidelines for what constitutes reasonable copying rules. Second, by
leaving such an important matter as copying rules to the discretion of individual
custodians, requesters could encounter the problem of widely differing rules among
various agencies. ("Local-yokel" rules are what such discretionary rules could be
disparagingly called.) Wide variations in rules could make it very difficult for requesters,
who would not be able to predict what the ground rules were from agency to agency. Less
discretion ·among local custodians, and more guidelines and more uniformity, are
necessary to aid requesters.
(B) [For computerized records,] all of the information in the
computer, not merely that which a particular program accesses, [shall]
be available for examination and copying in keeping with the public
policy underlying [this chapter].210
This section may give rise to complaints that agencies should not be required to
reprogram and that such a statute would require that agencies create new records. In fact,
what the statute does require is that agencies have appropriate software to retrieve
requested information and personnel knowledgeable enough to perform the keystrokes to
retrieve that information.

207 R.t GEN. LAWS § 38-2-3(a) (1990). See supra notes 49, 112-15. 152-53 and accompanying text on
the Recodat case.
208 Ml:-.1N. STAT. ANN. § 13.03 (West Supp. 1993).
209 PA. STAT. ANN. tit. 65, § 66.3 (1959); TEN:". CODE ANN. § 10-7-506(a) (1992).
210 Seigle v. Barry, 422 So. 2d 63, 65 (Fla. Dis!. Ct. App. 1982) (the model statute substitutes "shall"
for "should" and "this chapter" for "the right-to-know statutes").
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In its 1990 Report, New York's Committee on Open Government said:
One of the problems that has arisen involves the retrieval of accessible
information from a computer tape, disc or other database. It has been
advised that available information that can be retrieved based upon existing
computer programs must be disclosed. On the other hand, if an agency
cannot retrieve the information unless it modifies its programs or
reprograms, it has been advised that the act of reprogramming is the
equivalent of creating a record .... However, it may often be relatively
simple to alter a program to retrieve the information sought. Further, it may
be more cost efficient to engage in reprogramming than to delete portions
of a printout, for example, or to engage in a physical search of paper
records. Redactions made manually and extensive searches are time
consuming and labor intensive. Minor reprogramming may often be done
quickly.211
Senator Patrick Leahy echoed the sentiment of the New York report. On the issue of
whether a database search is equivalent to a search through file cabinets, the Senator said
that a database search should be required because it is easier and quicker than a paper
search. 212
Similarly, the Office of Technology Assessment said:
When additional programming is required to extract information from
computer systems, agencies and courts have sometimes held that such
programming would be analogous to record creation, and therefore would
not be a required part of the FOIA "search" process. In the electronic age,
however, some degree of reprogramming or program modification may be
essential to obtain access to electronic information. 213
The OT A concluded that the distinction between searching and record creation
traditionally applied to paper records is difficult to apply to computerized information. 214
The reason is that computer records may "reside" in computers until "specifically
demanded."215 Thus, to retrieve computer records, "application of codes or even
additional programming" may be necessary.216 Should this programming be viewed as
the searching or creation of a record? Persons favoring ready access view it as searching.
The OTA counsels that records not be defined as "records in being" to help prevent any
manipulation of data being used as a rationale for withholding data.217
Federal cases vary widely as to how much manipulation of data can be required under
the heading of searching. Some are liberal in allowing computer alterations to be viewed
as searching rather than document creation. For example, in Long v. IRS,218 the Ninth
Circuit concluded that deletion of names, addresses, and social security numbers did not

211

STATE OF NEW YORK DEPARTMENT OF STATE COMMITTEE ON OPEN GOVERNMENT, 1990 REPORT TO

THE GOVERNOR AND THE LEGISLATURE 16 (Dec. 1990).

See 137 CONGo REC. supra note 62. See also Lardner, supra note 60.
OTA, INFORMING THE NATION, supra note I, at 20.
214 [d. at 215.
m [d.
216 [d.
217 [d. at 216.
218
596 F.2d 362 (9th Cir. 1979), cert. denied, 446 U.S. 917 (1980).

212

213
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-constitute creation of new records. 219 Public Citizen v. Occupational Safety and Health
Administration 220 ultimately settled out of court, with OSHA concluding that it was able
to retrieve disputed information without additional programming because of increased
computer capability.221
Other federal courts have gone a different direction, limiting what qualifies as a
search and expanding what constitutes record creation. In Yeager v. Drug Enforcement
Agency,m the Court of Appeals for the District of Columbia found the compacting of
information to go beyond what would constitute reasonable searching and into what would
constitute creation of a new document. 223 The Department of Defense has actually
established regulations placing computer-stored information with no existing computer
program or printout beyond the reach of a FOIA request. 224
An additional concern with computerized records is that requests can be overly
burdensome or even vexatious. When such a situation arises, language similar to that used
by the Kentucky legislature might allay the .fears of custodians:
If the application places an unreasonable burden in producing voluminous
public records or if the custodian has reason to believe that repeated requests
are intended to disrupt other essential functions of the pUblic agency, the
official custodian may refuse to permit inspection of the public records.
However, refusal under this section must be sustained by clear and convincing
evidence. 225
Cameron McWhirter has reported about a case currently pending in New York that is
testing the bounds of what constitutes a burdensome request. 226 Wallace Nolen, who
wants a database to assist lawyers in tracking debtors, has requested computer access to
all of New York's civil and criminal county clerk records. Nolen says, "Whether I'm a
pain in the ass and I want a copy of everything is not the issue. I have a right to public
records." The cost could potentially be millions. Complicating the situation is the fact that
New York's statutes were written prior to the advent of computer technology. Further
complication is created by the fact that not all of New York's records are computerized. 227

(C) Inquiry into purpose shall not serve as a basis for denying
any person's right to access public records.
States vary in their approaches to whether a person requesting access to information
is protected from having to reveal his or her purpose in seeking information. For example,
in Texas the rule is: "Neither the [custodian of] public records nor his [or her] agent shall
make any inquiry of any person who applies for inspection or copying of public records

1191d.

OTA, INFORMING THE NATION, supra note I, at 218 (citing Civil Action No. 86-07-05 (705 D.C.
Dist. Ct.)).
111 Id. at 218-21 (commenting on this and other cases involving disputes over programming).
m 678 F.2d 314 (D.C. Cir. 1982).
113 Id. See also OTA, INFORMING THE NATION, supra note \, at 216-18.
114 OTA, INFORMING THE NATION, supra note I, at 223.
115 Ky. REV. STAT. AN:'ol. § 61.872(5) (Michie/Bobbs-Merrill 1986).
116 Cameron McWhirter. Businessman Sues for Access to All County Clerk Records, GANNETT NEWS
SERVICE, Sept. 22, 1991, ami/able in LEXIS, Nexis library, GNS file.
117 Id.
110
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beyond the purpose of establishing ... the public records being requested. ,,228 Similarly:
the Washington legislature has stated: "Agencies shall not distinguish among persons requesting records, and such persons shall not be required to provide information as to the
purpose of the request .... ' ,229 In some states, case law prohibits any inquiry into
purpose or motives. For instance, Massachusetts has long prohibited such a practice. 230
But sometimes balancing must occur, as Allan Adler points out:
Although inquiry into purpose should not be permitted to serve as a basis for
denying a person's right to request access, there may be circumstances in
which the requester will want to argue that a discretionary waiver of an
otherwise applicable exemption from disclosure can be justified by the
purpose of the request. Similarly, where an exemption require[s] balancing
of competing interests-such as personal privacy versus the public interest in
disclosure-or where an argum~nt for fee waiver depends upon a "public
benefit" showing, it may be necessary and desirable to explain the purpose
of the request. 231
Setting aside motive, another commonly asked question, when a requester is asking
for a public record, is whether a custodian should be able to inquire into the requester's
identity. Obviously, a requester would have to be identified when requesting nonpublic
information, say, under fair information practices legislation232 to correct wrong
information about him or her maintained in a government database. Some states do allow
custodians to inquire as to the requester's identity. Kansas permits limited inquiry
regarding the requester:
A public agency shall not require that a request contain more information
than the requester's name and address and the information necessary to
ascertain the records to which the requester desires access and the
requester's right of access to the records. A public agency may require proof
of identity of any person requesting access to a public record. 233
Texas allows custodians to require proper identification. 234 In contrast, Wisconsin law
says that "no request ... may be refused because the person making the request is
unwilling to be identified or to state the purpose of the request.' ,235
On the question of identity, Adler says:
[W]hile the statute should guard against any onerous identification
requirements for requesters, it is not clear why a requester would be
"unwilling to be identified" and why an agency should be required to
process a request for such a person ....

TEx. REV. CIV. STAT. ANN. art. 6252-17b (West 1992).
WASH. REv. CODE. ANN. § 42.17.240 (1991).
230 Direct Mail Service, Inc. v. Registrar of Motor Vehicles, 5 N.E.2d 545 (Mass. 1937).
231 Letter from Allan Adler to the American Society of Newspaper Editors, FOi Committee 6 (July 19,
1991) (on file with author) [hereinafter Adler Letter].
m For more on fair information practices legislation, see supra note 105.
233 KAN. STAT. ANN. § 45-220(b) (1991).
2J4 TEx. REV. C1v. STAT. ANN. art. 6252-17b (West Supp. 1993).
235 WIS. STAT. ANN. § 19.35(b)(i) (West 1986).
228

229
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Under the federal FOIA. most agency regulations governing the
procedures for a particular agency's handling of requests specify or assume
that the requester will be identified for purposes of facilitating
communications regarding the request and assuring that any charges properly
assessed can be billed and collected.
Moreover, as a general rule, no right of confidentiality is inherent in the
status of FOIA requester. It is not uncommon for individuals to make
requests regarding the requests that have been made by other individuals,
either for purposes of determining the nature of their interests or the
responses they have received. This frequently occurs with requests by book
authors. 236
Additional questions arise when information is requested for commercial use. Should
agencies be able to inquire into purpose in terms of asking requesters if they will be
making commercial uses out of information contained in public records? This, of course,
is a judgment call made on grounds other than access to information alone. States may
determine that, as a matter of principal (charging commercial users higher prices), they
wish to abandon the principle of not inquiring into purpose. Regarded strictly from an
access perspective, inquiry into whether use of information might fall into that somewhat
nebulous category of "commercial use" should not be permitted. If information is public,
it is public; that is a tautology. On what grounds can a capitalistic society deny access to
public information for commercial use? Trying to distinguish acceptable public use from
forbidden commercial use is fraught with problems. For instance, courts generally have
not found the dissemination of information in newspapers to be primarily for commercial
gain. In Advertiser Publishing Co. v. Fase,237 the Ninth Circuit found that "[t]he
primary function of a newspaper of general circulation is to convey information and
ideas, , ,238 and thus the primary function is not commercial gain. Traditionally, even
commercial speech receives some First Amendment protection. 239 Recently, however,
the Supreme Court has been lessening First Amendment protection for commercial
speech. 240
The Supreme Court of Virginia has been strict in forbidding consideration of a
requester's purpose, even where the purpose might be commercial. In Associated Ta.t
Service v. Fitzpatrick,24I the court held that agencies may not make judgments regarding
proper purposes for use of public records. The court quoted the policy of the Virginia
Freedom of Information Act, which begins, "It is the purpose of the General Assembly
by providing this chapter to ensure to the people of this Commonwealth ready access to
records in the custody of public officials .... ,,242 Using this policy, the court overturned
the trial court, which had considered the only valid requests to be for the purpose of

Adler Letter, supra note 231, at 7.
279 F.2d 636 (9th Cir. 1960).
238 /d. at 640.
239 See, e.g., Central Hudson Gas & Elec. Corp. v. Public Servo Comm·n. 447 U.S. 557 (1980).
240 See, e.g., Austin V. Michigan Chamber of Commerce, 494 U.S. 652 (1990) (upholding a statute
prohibiting corporations from using general treasury funds in state elections): Board of Trustees of the State
University of New York V. Fox, 492 U.S. 469 (1989) (upholding a prohibition of commercial activities in
dormitories, and stating that a regulation restricting commercial speech need only be a reasonable means of
accomplishing the state's objective); Posadas de Puerto Rico Associates V. Tourism Co. of Puerto Rico, 478
U.S. 328 (1986) (upholding a statute which stated that no gambling room be permitted to advertise to the
public of Puerto Rico).
241 372 S.E.2d 625 (Va. 1988).
242 Id. at 629 (citing VA. CODE ANN. § 2.1-340.1 (Michie 1990».
236
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monitoring the operations of government. The trial court had considered requests forinformation for commercial purposes to fall outside the statute' s scope. The Supreme
Court of Virginia found several problems with the trial court's approach:
First, the Act nowhere states that its provisions come into play only where
a civic-minded request is made ....
In addition. the trial court's approach would turn the Act into a
battleground for litigation instead of a straightforward device for the release
to citizens of information created with tax dollars. This is so because every
time a citizen requested information, the government could challenge the
citizen's motivation. Even a citizen who professed a public purpose at the
time of making a request might be challenged on the basis of having an
ulterior commercial motivation ....
We conclude ... that the purpose or motivation behind a request is
irrelevant to a citizens entitlement to requested information. 243
The Second Circuit Court of Appeals heard a case involving New York's attempt to
restrict a California corporation, Legi-Tech. from gaining access to New York's computerized database containing legislative information. 244 Legi-Tech provided subscribers
access to a computerized database on legislative information from California and New
York. But New York was offering a "Legislative Retrieval Service," and it had enacted
a law prohibiting sale of such information to "entities which offer for sale the services
of an electronic information retrieval system. ,,245 The Second Circuit Court of Appeals
found First Amendment problems with the statute and remanded the case. The case
settled, with New York providing information to Legi-Tech.246
The Information Industry Association wants the private sector to have access to public
information. Ronald Plesser's paper for the Information Industry Association quotes from
the Paperwork Reduction and Federal Information Resources Management Act of 1990:
[B]oth the public and private sectors play a necessary, legitimate, and
distinct role in disseminating government information. By redisseminating
government information, the press, libraries, nonprofit organizations, public
interest groups, and the private information industry help the government
meet the needs of public users by providing information products and
services that the government cannot support or that are beyond the bounds
of government activities. At times, the private sector, libraries, and nonprofit
organizations provide essential products or service to the government that the
government is unable to provide for itself. A diversity of information sources
for government information, and not a monopoly, best serves the public
interest. 247

243

[d.

Legi-Tech. Inc. v. Keiper. 766 F.2d 728 (2d Cir. 1985).
[d. at 731.
246 See also Ronald L. Plesser & Emilio W. Cividanes. Access Principles for State and Local
Government Information: An Analysis 18 (Apr. 1991) (on file with author).
241/d. at 5 (quoting HOUSE COMMITIEE ON GOVERNMENT OPERATIONS. PAPERWORK REDUCTIO:-; AND
FEDERAL INFORMATION RESOURCES MANAGEMENT ACT OF 1990. H.R. REP. No. 927. IOlst Cong .. 2d Sess.
28 (1990».
244

245
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One should not make the leap. however, from saying that the private sector should
also distribute government information. to saying that only private organizations should
distribute designated public records.2~'
Some states have separate statutes concerning the commercial use of public
infonnation. Arizona has harsh provisions on the use of public infonnation for what it
considers to be a commercial purpose. 149 Its definition of "commercial purpose" is so
broad that it is hard to see how a newspaper's use of infonnation could be considered
noncommercial. The law also renders impossible inclusion of the statutory provision
forbidding inquiry into purpose. New Mexico specifically restricts commercial use of

For more on privatization of information. see supra notes 70-9\ and accompanying text.
ARIZ. REV. STAT. ANN. § 39-121.03 (1985). The Arizona statute follows in its entirety:
Request for copies, printouts or photographs; statement of purpose; commercial purpose
as abuse of public record; determination by governor; civil penalty; definition
A. A person requesting copies, printouts or photographs of public records for a
commercial purpose shall, upon making such a request, provide a certified statement setting
forth the commercial purpose for which the copies, printouts or photographs will be used.
Upon being furnished the verified statement the custodian of such records may furnish
reproductions, the charge for which shall include the following:
I. A portion of the cost to the state for obtaining the original or copies of the
documents, printouts or photographs.
2. A reasonable fee for the cost of time, equipment and personnel in producing such
reproduction.
3. The value of the reproduction on the commercial market.
B. If the custodian of a public record determines that the commercial purpose stated in
the verified statement is a misuse of public records or is an abuse of the right to receive
public records, the custodian may apply to the governor requesting that the governor by
executive order prohibit the furnishing of copies, printouts or photographs for such
commercial purpose. The governor, upon application from a custodian of public records,
shall determine whether the commercial purpose is a misuse or an abuse of the public
record. If the governor determines that the public record shall not be provided for such
commercial purpose he shall issue an executive order prohibiting the providing of such
publi<; records for such commercial purpose. If no order is issued within thirty days of the
date of application, the custodian of public records shall provide such copies, printouts or
photographs upon being paid the fee determined pursuant to subsection A of this section.
C. A person who obtains public records for a commercial purpose without indicating
the commercial purpose or who obtains a public record for a noncommercial purpose and
uses or knowingly allows the use of such public record for a commercial purpose or who
obtains a public record for a commercial purpose and uses or knowingly allows the use of
such public record for a different commercial purpose or who obtains a public record from
anyone other than the custodian of such records and uses them for a commercial purpose
shall in addition to other penalties be liable to the state or the political subdivision from
which the public record was obtained for damages in the amount of three times the amount
which would have been charged for the public record had the commercial purpose been
stated plus costs and reasonable attorneys' fees or shall be liable to the state or the political
subdivision for the amount of three times the actual damages if it can be shown that the
public record would not have been provided had the commercial purpose of actual use been
stated at the time of obtaining the records.
D. As used in this section "commercial purpose" means the use of a public record for
the purpose of sale or resale or for the purpose of producing a document containing all or
part of the copy, printout or photograph for sale or the obtaining of names and addresses
from such public records for the purpose of solicitation or the sale of such names and
addresses to another for the purpose of solicitation or for allY purpose ill which the
purchaser can reasonably anticipate the receipt of monetary gain from the direct or indirect
use of such public record. Commercial purpose does not mean the use of a public record as
evidence or as research for evidence in an action in a judicial or quasi-judicial body of this
state or a political subdivision of this state.
[d. (emphasis added).
24K
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information on computer tapes.250 In addition, the New Mexico statute makes improper
use of public records a misdemeanor and precludes anyone so convicted from state
employment for five years.25I
On the federal side, the Office of Management and Budget [OMB] said that Congress
clearly intended to distinguish between commercial and noncommercial users and to shift
some of the cost burden onto commercial users.252 After being criticized for its initial
attempt to define "commercial users,,,253 the OMB came up with this definition:
The term "commercial use request" refers to a request from or on
behalf of one who seeks information for a use or purpose that further the
commercial, trade, or profits interests of the requester or the person on
whose behalf the request is made. In determining whether a requester
properly belongs in this category, agencies must determine the use to which
a requester will put the docume~ts requested. Moreover, where an agency
has reasonable cause to doubt the use to which a requester will put the
records sought, or where that use is not clear from the request itself,
agencies should seek additional clarification before assigning the request to
a specific category.254
.
The inherent delay built into this system, with language about an agency's "reasonable
cause to doubt the use" and the agency's seeking "additional clarification" creates
legitimate concern among individuals seeking speedy access to public records.
The term "news media" as defined by the OMB is "an entity that is organized and
operated to publish or broadcast news to the public," and to be "news," the information
must be "current.,,255 As for the dollars-and-cents difference, "Only requesters who are
seeking documents for commercial use may be charged for time agencies spend reviewing
records to determine whether they are exempt from mandatory disclosure.' ,256 The
"news media" pay for "cost of reproduction alone, excluding charges for the first 100
pages. ,,257

N.M. STAT. ANN. § 15-1-9(C) (Michie 1992):
The state agency which has inserted data in a data base, with the approval of the secretary
[of the commission of public records], may authorize a copy to be made of a computer tape
or other medium containing a computerized data base of a public record for any person if
the person agrees: (I) not to make unauthorized copies of the data base; (2) not to use the
data base for any political or commercial purpose unless the purpose and use is approved in
writing by the secretary and the state agency that created the data base; (3) not to use the
data base for solicitation or advertisement when the data base contains the name, address or
telephone number of any person unless such use is otherwise specifically authorized by law;
(4) not to allow access to the data base by any other person unless the use is approved in
writing by the council and the state agency that created the data base; and (5) to pay a
royalty or other consideration to the state as may be agreed upon by the secretary and the
state agency that created the data base.
lSI § 15-1-9(G).
l52 Freedom of Information Reform Act of 1986; Uniform Freedom of Information Act Fee Schedule and
Guidelines (January 18, 1987) reprinted in LITIGATION UNDER THE FEDERAL OPEN GOVERNMENT LAWS,
supra note 60, at A-84.
lS3 Id. at A-85.
l54 Id. at A-94 (emphasis added).
15S Id. at A-88.
lS6ld. at A-95 (§ 7(c».
mid. at A-97 (§ 8(c».
250
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Many states provide for waivers or reductions in fees for news media and others
operating primarily in the public interest. 258 Although this statute discriminates between
news media and non-news media in terms of providing for waivers, it does not
discriminate regarding purpose. Reviewing "purpose" smacks of censorship. A story by
journalist Elliot Jaspin illustrates the danger. In 1985, a New Hampshire executive official,
part of Governor Sununu's administration, balked at legislators' requests for access to the
state's computerized financial records, saying, "We don't need the scrutiny of people who
might draw conclusions that are not in the best interests of the state.' ,259 Any statute
which gives the power to pass on "purpose" gives the power to impede access.

(D) Electronic Services and Products. [A] public agency [shall]
provide electronic services and products involving public records to
members of the public. A public agency is encouraged to make information available in usable electronic formats to the greatest extent feasible.
The activities authorized under this section may not take priority over
the primary responsibilities of a public agency.
(1) Public agencies shall include in a contract for electronic services
and products provisions that
(a) protect the security and integrity of the information system of
the public agency and of information systems that are shared by public
agencies; and
(b) limit the liability of the public agency providing the services and
products.
(2) Each public agency shall [consult with the Information
Technology Office, established under this chapter, to develop] the electronic services and products offered by the public agency to the public
under this section.
(3) When offering on-line access to an electronic file or database, a
public agency also shall provide without charge on-line access to the
electronic file or database through one or more public terminals.
(4) A public agency may not make electronic services and products
available to one member of the public and withhold them from other
members of the public. 260

m See infra notes 293-94 and accompanying text.
Jaspin, supra note 52, at 13.
260 ALASKA STAT. §§ 09.25.115 (a), (d)-(h) (1992). For selected other approaches to electronic services,
see, for example, Florida, which provides in part:
As an additional means of inspecting, examining, and copying public records of the
executive branch, judicial branch, or any political subdivision of the state. public records
custodians may provide access to the records by remote electronic means .... The custodian
shall provide safeguards to protect the contents of public records from unauthorized remote
electronic access or alteration and to prevent the disclosure or modification of those portions
of public records which by general or special law are exempt ....
FLA. STAT. ANN. § 119.085 (West 1982). See also Texas, which provides:
The secretary of state may establish a system to provide access by electronic data transmittal
processes to information that is (I) stored in state computer record banks .... The secretary
of state may: (I) develop computer software to facilitate the discharge of the constitutional
and statutory duties of the office; and (2) enter agreements to transfer the software on the
terms and conditions specified in the agreements .... The secretary of state shall set and
charge a fee for access to information ... in an amount reasonable and necessary to cover the
costs of establishing and administering the system .... The secretary of state may assess a
reasonable fee for a transfer of software ....
259
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The word "shall" is substituted for the word "may"; and public agencies shalr
"consult with" the state board to "develop" electronic services instead of notifying the
state board of electronic services developed by the agencies. These changes make the
model statute progressive in mandating the provision of access via electronic means rather
than making it optional.
States are just beginning to open up on-line access to users. Such access, of course,
is the ultimate in convenience for the requester, as he or she does not have to leave home
or office to gain information. Also, on-line access is extremely convenient for custodians,
once an on-line system is in place, because no members of a staff have to spend time and
energy making searches or duplicating records; the requester does the searching and
duplicating from his or her computer. Remote access will become more and more
important as there is an increase in the number of individuals with computer modems,
which make possible remote electronic access. A U.S. Census Bureau study says that 15%
of U.S. households had personal computers (PCs) by October 1989, and that 23% of those
households, or more than 3 million,' had modems. 261 A San Jose, California firm,
Dataquest, estimated that 22.4% of households, or 21.1 million, had PCs in 1990, and
36% of those, or 7.6 million, had modems. The estimate for 1991 was that 42% of
households with PCs had modems, for 9.9 million modems. The Dataquest forecast for
1992 is 12.7 million modems. 262 As the use of modems increases, the demand for access
via modems is likely to increase as well, pushing legislators to change statutory language
to mandate such access.

(5) Definition of "electronic services and products." "Electronic
services and products" means computer-related services and products
provided by a public agency, including:
(a) electronic manipulation of the data contained in public records
in order to tailor the data to the person's request or to develop a
product that meets the person's request;
(b) duplicating public records in alternative formats not used by a
public agency, providing periodic updates of an electronic file or
<J,atabase, or duplicating an electronic file or database from a geographic
information system;263
(c) providing on-line access to an electronic file or database;
(d) providing information that cannot be retrieved or generated by
the existing computer programs of the public agency;

TEx. Gov'T CODE ANN. §§ 405.018 (a)(l), (b)(1)-(2), (d) (West 1990).
Oregon is an example of a state authorizing electronic access to a specialized type of information: "The
Secretary of State may furnish, upon request, computer remote access to the Uniform Commercial Code data
base to any person upon payment of a fee prescribed by the Secretary of State and sufficient to pay at least
the actual cost of such service." OR. REV. STAT. § 79.4080(4) (1992).
261 Computer Use in the United States:' 1989, U.S. Census Bureau, Series P-23, No. 171. See also More
Modem Numbers, BOARDWATCH MAGAZINE, Dec. 1991, at 15.
262 More Modem Numbers. supra note 261, at 15-16.
263 Ky. REV. STAT. ANN. § 61.960(2) (Michie/Bobbs-Merrill 1990). See also supra notes 53 and 89 and
accompanying text on geographic information systems. Perhaps a definition of "geographic information
system" would be helpful. Kentucky defines a "geographic information system" as
an entire formula, pattern, compilation, program, device, method, technique, process, digital
database, or system which electronically records, stores, reproduces, and manipulates by
computer geographic and factual information which has been provided from other sources
and compiled for use by a public agency, either alone or in cooperation with other public or
private entities.
§ 61.920(2).
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(e) providing functional electronic access to the information system
of the public agency; in this subparagraph, "functional access" includes
the capability for alphanumeric query and printing, graphic query and
plotting, nongraphic data input and analysis, and graphic data input
and analysis;
(f) providing software developed by a public agency or developed by
a private contractor for a public agency;
(g) generating maps or other standard or customized products from
an electronic geographic information system. 264
In contrast to this section, many states' statutes have language attempting to minimize
the work required of a public body regarding format of public records. 265 On the
positive side for requestors wanting tailoring, Oregon says:
If the public record is maintained in a machine readable or electronic form,
the custodian shall provide copies of the public record in the form requested,
if available. If the public record is not available in the form requested, it
shall be made available in the form in which it is maintained .... The public
body may establish fees reasonably calculated to reimburse it for its actual
cost in making such records available including costs for summarizing,
compiling or tailoring such record, either in organization or media, to meet
the person's request. 266
Iowa also provides some encouraging language. Voter registration lists
shall be produced in the order and form specified by the requester, so long
as that order and form are within the capacity of the record maintenance
system used by the registrar .... Beginning not later than January 1, 1977,
every voter registration record shall be maintained in computer readable
. form according to the specifications of the registrar. 267
(E) Mail Requests. Agencies shall honor requests received by mail
for identifiable public records unless exempted by provisions of this
chapter.268
Mail requests, of course, can be highly convenient for requesters, especially for those
who live long distances from agencies holding the records that the requester needs. Also,

ALASKA STAT §§ 09.25.220.1 (C)-(G) (1992).
See, e.g., CAL. GOV'T CODE § 6256 (West 1983) ("Computer data shall be provided in a fonn
detennined by the agency."); IND. CODE ANN. § 5-14-3-3(c) (Bums 1987) ("a public agency mayor may
not, in accordance with a nondiscriminatory unifonn policy of the agency. pennit a person to duplicate or
obtain a duplicate copy of a computer tape, computer disc, microfilm, or other similar or analogous record
system that contains information owned by or entrusted to the agency"): R.1. GE:"\. LAWS § 38-2-3(f) (1990)
(public body need not reorganize, consolidate. or compile data not maintained by the public body in the
fonn requested at the time the request to inspect the public records was made); VA. CODE ANN. § 2.1-342.4
(Michie 1992) (Public bodies shall not be required to create or prepare a particular requested record if it
does not already exist).
266 OR. REV. STAT. §§ 192.440(2), (3) (1990).
~67 IOWA CODE ANS. §§ 48.5.2(a), 48.5.4 (West 1991).
268 WASH. REV. CODE ANN. § 42.17.270 (West 1991). Wisconsin has a similar provision. WIS. STAT.
ANN. § \9.35(i) (West \986).
264

265
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mail requests can reduce the amount of traffic in and out of custodians' offices and the'
length of lines in extremely busy agencies; thus, mail requests should also reduce some
of the stress on busy custodians that large numbers of in-person requests might create.
(F) Lists of Public Records to be Available. Each public body shall
maintain and make available for inspection and copying a reasonably
current list of all types or categories of records under its control. The
list shall be reasonably detailed in order to aid persons in obtaining
access to public records pursuant to this Act. 269
Getting an index is a step toward gaining access to files themselves, and obviously
the absence of an index can greatly delay access. Senator Leahy's proposed amendments
to the federal Freedom of Information Act call for" an index of all information retrievable
or stored in an electronic form by the ag~ncy.,,270 A recent case indicates the usefulness
of indexes. Barbara Ann Crancer, daughter of former Teamsters Union boss Jimmy Hoffa,
won a ruling compelling the FBI to produce an index on the voluminous records about
her father's disappearance.271 Tennessee is an example of a state which requires an
, 'index" to be kept. The index may be kept on computer so long as a hard-copy backup
exists, and if computer indexes do exist then the use of hard copies may be banned or
restricted. 272
(G) Descriptions for Persons Lacking Computer Knowledge. Each
public body shall furnish upon request a description of the manner in
which public records stored by means of electronic data processing may
be obtained in a form comprehensible to persons lacking knowledge of
computer language or printout format. 273
This is similar to the requirement that a requestor shall be informed of the data's
"organization and arrangement. ,,274
. (H) Times for Inspection of Public Records. Public records shall be
available for inspection and copying during the customary office hours
of the agency: Provided, that if the agency does not have customary
office hours of at least 30 hours per week, the public records shall be
available from nine o'clock a.m. to noon and from one o'clock p.m. to
four o'clock p.m. Monday through Friday, excluding legal holidays,
unless the person making the request and the agency or its
representative agree on a different time.275
(I)Facilities. The [custodian of public records] shall provide any
person who is authorized to inspect or copy a record ..• with facilities

ILL. ANN. STAT. ch. 116, para. 205.5 (Smith-Hurd 1988).
S. 1939, supra note 58; S. 1940. supra note 59.
271 Crancer v. Dep't of Justice. 950 F.2d 530 (8th Cir. 1991).
272 "The use of the computer hardcopy printouts by the public may be banned or restricted by each
register so long as computers or word processors are available and operable for viewing the infonnation
contained in the restricted printouts." TENN. CODE ANN. § 1O-7-202(b) (1992).
273 ILL. ANN. STAT. ch. 116 para. 205 (Smith-Hurd 1988).
274 See supra notes 207-08 and accompanying text.
275 GA. CODE ANN. § 22.4 (Harrison 1992), IOWA CODE ANN. § 22.4 (West 1990), and WASH. REV.
CODE ANN. § 42.17.280 (West 1991) are almost identical.
269

270
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comparable to those used by its employees to inspect, copy and abstract
the record during established office hours. An authority is not required
by this subsection to purchase or lease photocopying, duplicating,
photographic or other equipment or to provide a separate room for the
inspection, copying or abstracting of records. 276
(J) Record in Active Use or Storage. If the record is in active use or
in storage and, therefore, not available at the time a person requests
access, the custodian shall so inform the person and make an
appointment for the citizen to examine such records as expeditiously as
they may be made available. 277

(K) Making Arrangements for Copying Records. If the custodian
does not have facilities for making copies, printouts, or photographs of
records which the applicant has the right to inspect, the applicant shall
be granted access to the records for the purpose of making copies,
printouts, or photographs. The copies, printouts, or photographs shall
be made while the records are in the possession, custody, and control of
the custodian thereof and shall be subject to the supervision of such
custodian. When practical, they shall be made in the place where the
records are kept, but, if it is impractical to do so, the custodian may
allow arrangements to be made for this purpose. If other facilities are
necessary, the cost of providing them shall be paid by the person
desiring a copy, printout, or photograph of the records. The official
custodian may establish a reasonable schedule of times for making
copies, printouts, or photographs and may charge the same fee for the
services rendered by him or his deputy in supervising the copying,
printing out, or photographing as he may charge for furnishing copies
under subsection [5 of this chapter].278
(L) Viewing and Reproduction Equipment for Microfiche Records.
If the original records or documents are disposed of or destroyed [but
copies are maintained on microfilm or microfiche], the [records
custodian] shall ... provide suitable equipment for displaying such record
or document in whole or in part by projection to no less than its
original size, or for preparing for persons entitled thereto copies of the
record or document. ... 279
(M) Copies of Audio Tapes. Except as otherwise provided by law,
any requester has a right to receive from [a custodian] of a record

,76 MICH. COMPo LAWS ANN. § 4.1801(3) (West 1981). N.M. STAT. AN~. § 14-2-2 (Michie 1988). and
WIS. STAT. AN~. § 19.35(2) (West 1986) say reasonable facilities for inspection.
,77 R.I. GE~. LAWS § 38-2-3(d) (1990). S.c. CODE ANN. § 30-3-30 (Law. Co-op. 1991) says the
custodian shall set a date and hour within a reasonable time at which the record will be available.
,78 COLO. REV. STAT. ANN. § 24-72-205 (2) (West 1988). In comparison. VT. STAT. ANN. tit. I, § 316(c)
(1985) does not require a public agency without photocopying facilities to provide or arrange for such
service.
,79 S.D. CODIFIED LAWS AN;\. § 1-27-7 (1992). In TEx. HIGH. CODE ANN. § 6663a.l(c) (West 1992).
drivers license and safety records may be created on "computer output microfilm." and the agencies "shall
provide microfilm readers and printers in adequate numbers to allow the public convenient and inexpensive
access to records ..... .
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which is in the form of a comprehensible audio tape recording a copy
of the tape recording substantially as audible as the original. The
authority may instead provide a transcript of the recording to the
requester if he or she requests. 280
(N) Copies of Video Tapes. Except as otherwise provided by law,
any requester has a right to receive from an authority haYing custody
of a record which is in the form of a video tape recording a copy of the
tape recording substantially as good as the original.281
(0) Copies of Records Not in Readily Comprehensible Form. Except
as otherwise provided by law, any requester has a right to receive from
an authority having custody of a record which is not in a readily
comprehensible form a copy of the information contained in the record
assembled and reduced to w~itten form on paper.282
(P) Photographs of Noncopyable Records. Except as otherwise
provided by law, any requester has a right to inspect any record ••• the
form of which does not permit copying. If a requester requests
permission to photograph the record, the authority having custody of
the record [shall] permit the requester to photograph the record. If a
requester requests that a photograph of the record be provided, the
authority shall provide a good quality photograph of the record. 283
(Q) Notes of Public Meetings Available for Inspection. After the
completion of a meeting of [public] bodies or agencies, eyery citizen,
during the regular or business hours of all such bodies or agencies, and
on the regular business premises of such bodies or agencies, has the
right to inspect all notes, materials, tapes or other sources used for
compiling the minutes of such meetings, and to make memoranda,
. abstracts, photographic or photostatic copies, or tape record such notes,
materials, tapes or sources inspected, except as otherwise prohibited by
statute. 284

(R) Accessibility for Researchers. Full convenience and comprehensive accessibility shall be allowed to researchers .•. to carry out
extensive research and complete copying of all records containing
government data except as otherwise expressly provided by law.285
(S) Subscription to Future Issuances of Public Records. A person
has a right to subscribe to future issuances of public records which are
created, issued, or disseminated on a regular basis. A subscription shall

280 WIS. STAT. ANN. § 19.35(c) (West 1986) (model statute substitutes "a custodian" for "an authority
having custody").
281 § 19.35(d).
182 § 19.35(e).
283 § 19.35(f) (model statute replaces "may" with "shall").
284 N.H. REV. STAT. ANN. § 91-A:4.Il (1990).
2R5 MINN. STAT. ANN. § 13.03.2 (West 1988). The statute delineates the researchers by adding, "including historians. genealogists and other scholars."
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be valid for up to 6 months, at the request of the subscriber, and shall
be renewable. 286
(T) Contracting with Nongovernmental Bodies Shall Not Diminish
the Right to Examine Public Records. A government body shall not
prevent the examination or copying of a public record by contracting
with a nongovernment body to perform any of its duties or
functions. 287
While the government's contracting with nongovernmental bodies should not restrict
citizens' rights to government data, statutes should not prohibit the government from
entering into contracts with nongovernmental bodies. For instance, many state
governments enter into contracts with West Publishing Company for the publication of
state appellate court decisions. The commercial publishing company compiles and prints
decisions so much faster and better than the state governments did, with more research
tools included (key numbers), that most states no longer publish their own official
versions of court decisions. This speed and quality benefits citizens. However, citizens can
still get copies of appellate court decisions from the courts.
(U) Records to be in English. With the exception of physicians'
prescriptions, all records, reports and proceedings required to be kept
by law shall be in the English language or in a machine language
capable of being converted to the English language by a data processing
device or computer.288
The intent of this statute is to assure that records will be converted into
comprehensible terms. Allan Adler comments:
[R]equiring that all records shall be in the English language raises a
politically volatile issue, and probably does so unnecessarily. The motives
of aqvocates of "English only" " . have generated controversy and discord
among ethnic groups in recent years. The extent to which government
records, especially at the State and local level, would not be in the English
language is probably so slight that it should be carefully considered whether
the need to raise this issue is outweighed by the problems it may
generate. 289

MICH. COMPo LAWS ANN. § 4.1801(3) (West 1985).
IOWA CODE ANN. § 22.2 (West 1989). For protection of access to computerized records, see
Connecticut:
Except as otherwise provided by state statute, no public agency shall enter into a contract
with, or otherwise obligate itself to, any person if such contract or obligation impairs the
right of the public under this chapter to inspect or copy the agency"s nonexempt public
records existing online in, or stored on a device or medium used in connection with. a
computer system owned, leased or otherwise used by the agency in the course of its
governmental functions.
CONN. GE:-<. STAT. ANN. § 1-19(b) (1988).
188 OR. REV. STAT. § 192.310 (Supp. 1991).
289 Adler Letter. supra note 231, at 9.
286

287
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The point remains that all government records must be producible in alphabetical
fonn, not just binary fonn. 290
(V) Electronic information that is provided in printed form shall be
made available without codes or symbols, unless accompanied by an
explanation of the codes or symbols.291
COSTS

5. (A) No Fee for Inspection. If a person requests access [to public
government records] for the purpose of inspection, the responsible
authority may not assess a charge or require the requesting person to
pay a fee to inspect 6tNft [records].292
(B) Mandatory Waiver of Fees.
(1) Public Interest. In no case shall a search fee be charged when

the release of said documents is in the public interest, including, but not
limited to, release to the news media, scholars, authors, and taxpayers
seeking to determine whether those entrusted with the affairs of the
government are honestly, faithfully, and competently performing their
duties as public servants. 293
It is common for states to provide for reductions or waivers of fees in the public
interest. These reductions or waivers are pennissive in states that use "may" and "waive
or reduce," and mandatory in those that use "shall" and "waive. ,,294

(2) Less than $5. A public agency [shall] waive a fee of $5 or less if
the fee is less than the cost to the public agency to arrange for
payment.295
(3) Indigents. The public agency shall waive any fee provided for in
this section when the person requesting the records is an indigent
individual.296 [For purposes of determining indigency, Division of
Family Services standards shall be used.]297
(4) Veterans and Government Pension Benefits. Whenever a copy
of any public record is required by the Veterans' Administration [or the
United States Bureau of Pensions or the Social Security Administration]
to be used in determining the eligibility of any person to participate in
benefits made available by the Veteran's Administration [or the United

On the difficulty of reading even a simple phrase in binary form, see note 154.
ALASKA STAT. § 09.25.11O(i) (Supp. 1992).
292 MINN. STAT. ANN. § 13.03.3 (West 1988 & Supp. 1992). See also WASH. REV. CODE ANN.
§ 42.17.300 (West 1991) ("No fee shall be charged for the inspection of public records.").
293 OKLA. STAT. ANN. tit. 51, § 24A.5 (West 1988).
294 For an illustration of this difference, see CONN. GEN. STAT. ANN. § l-15(d) (West Supp. 1992)
("shall" and "waive"); MICH. COMPo LAWS ANN. 15.234(1) (West 1981 & Supp. 1992) ("may" and
"waiver or reduction").
295 ALASKA STAT. § 09.25.110(d) (Supp. 1992). "Shall" is substituted for "may."
296 CONN. GEN. STAT. ANN. § 1-15 (West Supp. 1992). MICH. COMPo LAWS ANN. § 15.234(1) (West
1981 & Supp. 1992) provides a waiver for "the first $20.00" to indigents.
297 Every state has a similar division, and its standards or some other appropriate agency standards
should be delineated.
290

291
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States Bureau of Pensions or Social Security Administration], the official
charged with the custody of such public record shall, without charge,
provide the applicant for the benefit or any person acting on his [or
her] behalf or the representative of the Veterans' Administration with
a certified copy or copies of such records. 298
Perhaps states would wish to expand such waivers of fees to other groups. This
example is not meant to exclude other groups that need records from one agency to meet
the requirements of another agency.
(5) Governmental Departments. One department of the state
government shall not be required to pay any fee to any other
department of the state government for the preparation and certification
by the latter of any public document. 299
This provision allows the government to avoid the time and expense required to
merely shift money from one pocket to the other. Of course, agencies from whom greater
demands are made should receive adequate appropriations from the state to meet those
demands.
(6) Unreasonable Denial of Fee Waiver. A person who believes that
there has been an unreasonable denial of a fee waiver or fee reduction
may petition the Attorney General or the district attorney in the same
manner as a person petitions when inspection of a public record is denied.•.. The Attorney General, the district attorney and the court have
the same authority in instances when a fee waiver or reduction is denied
as it has when inspection of a public record is denied. 3°O
(C) Fees
(1) Use of Most Economical Means. A public body shall utilize the
most economical means available for providing copies of public
records. 301 Fees shall not be used for the purpose of discouraging
requests for information or as obstacles to disclosure of requested
information.302
(2) Actual Reproduction Costs. A [public body] may impose a fee
upon the requester of a copy of a record which may not exceed the
actual, necessary and direct cost of reproduction and transcription of

298 NEV. REV. STAT. ANN. § 239.020 (Michie 1992). The language "United States Bureau of Pensions"
is from NEB. REV. STAT. § 84-712.02 (1987). See also ARIZ. REV. STAT. ANN. § 39-122(A) (1985)
(prohibiting chargirig for copies or searches when they are to be used "in connection with a claim for a
pension, allotment, allowance, compensation, insurance or other benefits ... to be presented to the United
States or a bureau or department thereof"); COLO. REV. STAT. ANN. § 24-72-11~ (West 1988); N.M. STAT.
ANN. § 14-~-~.1 (Michie 1988).
199 HAW. REV. STAT. § 92-26 (\985).
)00 OR. REV. STAT. § 192.440 (1991).
)01 MICH. COMPo LAWS ANN. § 15.234(3) (West 1981 & Supp. 1992). For similar requirements, see GA.
CODE ANN. § 50-18-71(e) (1990); S.c. CODE ANN. § 30-4-30(b) (Law. Co-op. 1991).
.102 OKLA. STAT. ANN. tit. 51 § 24A.5.3 (West 1988).
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the record, unless a fee is otherwise specifically established or
authorized to be established by law. 303
States may want to create an exception to this provision for commercially valuable
information because of the increased cost that may be involved in preparing such
information. Minnesota allows for the collection of fees related to the certification and
compilation of the information:
When a request. .. involves any person's receipt of copies of public
government data that has commercial value and is a substantial and discrete
portion of or an entire formula, pattern, compilation, program, device,
method, technique, process, data base, or system developed with a significant
expenditure of public funds by the agency, the responsible authority may
charge a reasonable fee for the ~nformation in addition to the costs of
making, certifying, and compiling the copies. Any fee charged must be
clearly demonstrated by the agency to relate to the actual development costs
of the information. The responsible authority, upon the request of any
person, shall provide sufficient documentation to explain and justify the fee
being charged. 304
Among some of the most commercially valuable data is geographic information system
data. 305 Attempts to manage requests for copies of databases or geographic information
systems have resulted in legislation that is vague and gives agencies too much discretion
over how much to charge for the information. For instance, Iowa's statute says:
[A] government body which maintains a geographic computer data base is
not required to permit access to or use of the data base by any person except
upon terms and conditions acceptable to the governing body. The governing
body shall establish reasonable rates and procedures for the retrieval of
specified records, which are not confidential records .... 306
Some statutes, however, go into great detail. Kentucky requires a statement of commercial
purpose 307 and provides a specific formula for calculating the fee to be charged. 308 The
statute makes obtaining a copy of all or any part of a database or a geographic

303 WIS. STAT. ANN. § 19.35 (West (986). Statutes with similar language include CAL. GOV'T CODE §
6257 (West Supp. (992); Ky. REV. STAT. ANN. § 61.874(2) (MichiefBobbs-Merrill (986); WASH. REV.
CODE ANN. § 42.17.300 (West (991).
304 MINN. STAT. ANN. § 13.03.3 (West 1988 & Supp. (992).
305 For more on GIS, see supra notes 53, 89, and 263 and accompanying text.
306 IOWA CODE ANN. § 22.2(3) (West (989). On the inadequacy of "reasonable" rates, see infra notes
321-26.
307 Ky. REV. STAT. ANN. § 61.970 (MichielBobbs-Merrill Supp. (992). See supra notes 249-51 and
accompanying text for a comparison with the restrictive statutes in Arizona and New Mexico, and for
problems with distinguishing between a commercial and noncommercial purpose.
308 Kentucky'S formula for calculating the fee is based on:
(a) Cost to the public agency of time; equipment, and personnel in the production of the
database or the geographic information system; (b) Cost to the public agency of the creation,
purchase, or other acquisition of the database or the geographic information system; and (c)
Value of the commercial purpose for which the database or geographic system is to be used.
§§ 61.690(2)(a)-(c).
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infonnation system unlawful in certain instances. 1m but allows for inspection of these
records when not requested for a commercial purpose. 3lO
States may also want to create an exception to actual reproduction costs to help build
an electronic services system. Alaska employs this language: "The fee for electronic
services and products must be based on recovery of the actual incremental costs of
providing the electronic services and products. and a reasonable portion of the costs
associated with building and maintaining the infonnation system of the public
agency. ,,) II
The Office of Technology Assessment acknowledges the probable endurance of user
fees: "Given the trend toward cost recovery for Federal agency infonnation products, it
seems likely that user fees will continue to help support Federal online database delivery
systems.' ,312 A major concern, however, is that the government will try to use on-line
or other computer access as a money-making proposition. For example, in 1991, the
federal Merchant Marine and Fisheries Com~ittee proposed charging thirty-five cents per
minute for access to computerized Federal Maritime Commission tariff data. Resale of the
infonnation would result in payment of a royalty. This modest money-making proposal
resulted in a stonn of protest from, among others, information merchants and press
groups. Representative Robert E. Wise, Jr., Chairman of the Government Operations
Subcommittee on Government Information, Justice and Agriculture, responded that "using
federal information resources as revenue sources is dangerous and ultimately
counterproductive to open government."313 Critics of such proposals are concerned that
government, facing budget problems, will be tempted "to treat government data like a
mother lode to be sold to the highest bidder. .. 314
Some states specifically mention fees for computerized information. Missouri limits
costs to those of copies and staff time: "Fees for providing access to public records
maintained on computer facilities, recording tapes or discs, video tapes or films, pictures,
slides, graphics, illustrations or similar audio or visual items or devices, shall include only
the cost of copies and staff time required for making copies ... 315 Maine targets computer

It shall be unlawful for a person to obtain a copy of all or any part of a database or
geographic infonnation system for a: (a) Commercial purpose without stating the
commercial purpose; or (b) Specified commercial purpose, and to use or to knowingly allow
the use of the database or the geographic infonnation system for a different commercial
purpose; or (c) Noncommercial purpose, and to use or knowingly allow the use of the
database or the geographic infonnation system for a commercial purpose. A newspaper,
periodical, or radio or television station shall not be held to have used or knowingly allowed
the use of the database or the geographic infonnation system for a commercial purpose as a
result of its pUblication or broadcast unless it has given its express pennission for such
commercial use.
§§ 61.690(3)(a)-(c).
)10 § 61.975.
)11 ALASKA STAT. § 09.25.115(b) (Supp. 1992). See also FLA. STAT. ANN. § 119.085 (West Supp. 1992)
(a fee for remote electronic access shall include the direct and indirect costs of providing such access).
mOTA. INFORMING THE NATION, supra note 1. at 223.
m Eliza Newlin. Whose Information Is It Anyway?, 23 NAT'L 1. 1892 (1991).
14
)
Id. For an idea of how much revenue is potentially at stake, see Howe. supra note 21. at 45
(describing Massachusetts' Govemor Weld's proposal that the Registry of Motor Vehicles sell on-line
computer access to its records; the Governor's aides said the state stood to gain S5 million per year on this
money-making venture, and that New York generates $15 million per year off similar sales of infonnation).
)15 Mo. ANN. STAT. § 610.026.1(2) (Vemon 1988). See also IDAHO CODE § 9-338(8) (1990)
(costs ... may "not exceed the sum of" the "direct cost of copying" and "(t]he standard cost. if any for
selling the same infonnation in the fonn of a publication"); IND. CODE ANN. § 5-14-3-8(g) (Bums 1987)
(costs may not exceed the sum of "the agency's direct cost of supplying the inforn1ation in that fonn" and
"the standard cost. if any. for selling the same infonnation in the fonn of a publication"); KAN. STAT. ANN.
)09
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records for advance payment, as well as perhaps giving inhospitable custodians grounds
for delay.316 Advance payment of costs is required by other states for copies of records
in general. 317 In balancing the interests between the state and individuals, advance
payment seems reasonable.
Costs of gaining computer tapes can be unreasonably high. For instance, persons
wanting voter registration lists in Arizona will pay "five cents for each name appearing
on the register for a printed list and ten cents for each name for an electronic data
medium, plus the cost of the blank computer tape or disc if furnished by the recorder. ,,318 Some statutes, on their faces, warn of high costs. Costs in Texas might be Texas
sized: "The costs of providing the record shall be in an amount that reasonably includes
all costs related to providing the record, including costs of materials, labor, and
overhead. ,,319 "Overhead" could include helping to pay for the building and
utilities. 32o
Requesters of information concern~d with cost containment may find the applicable
statute unclear. In a rather amusing case, the Office of the Medical Investigator in New
Mexico, in effect, tried to charge Robert Johnson, Executive Director for the New Mexico
Foundation for Open Government, for chair rental as he read a report; a consent decree
nullified the ridiculous charge. 321 "Actual" or "reasonable" cost language lacks clarity
in many cases. An accountant's view would require that the cost include overhead such
as real estate and utilities costs. Virginia uses both "reasonable" and "actual" cost lan-

§ 45-219(c)(2) (1986) ("the fees shall include only the cost of any computer services, including staff time
required"); Ky. REV. STAT. ANN. §§ 61.975(1)-(2) (Michie/Bobbs-Merrill Supp. 1992) (database or
geographic information system records "not requested for a commercial purpose ... shall be available for
copying ... at a reasonable fee not to exceed the actual cost of copying, not including the cost of staff
time"); Ky. REV. STAT. ANN. § 61.975(4) (Michie/Bobbs-Merrill Supp. 1992) (fees shall not exceed the cost
of physical connection to the system and the reasonable cost of computer time access charges); VA. CODE
ANN. § 2.1-342(A)(4) (Michie Supp. 1992) (reasonable charges, not to exceed the actual cost to the public
body).
316 Maine says:
[W]henever inspection cannot be accomplished without translation of mechanical or
electronic data compilations into some other form, the person desiring inspection may be
required to pay the State in advance the cost of translation and both translation and
inspection may be scheduled to occur at such time as will not delay or inconvenience the
regular activities of the agency or official having custody of the record sought and provided
funher that the cost of copying any public record to comply with this section shall be paid
by the person requesting the copy.
ME. REv. STAT. ANN. tit. I, § 408 (West 1989).
317 See ALASKA STAT. § 09.25.11O(c) (Supp. 1992); CONN. GEN. STAT. ANN. § 1-15 (West Supp. 1992)
(advance payment required if charges are $10 or more); IDAHO CODE § 9-338(8) (1990); KAN. STAT. ANN. §
45-218(f) (1986); MICH. COMPo LAWS ANN. § 15.234(2) (West 1981 & Supp. 1992) (requiring a "good faith
deposit." not to exceed one half the cost, if the fee "exceeds $50"): MISS. CODE ANN. § 25-61-7 (1991);
TEx. REV. CIv. STAT. an. 6252-17a(11) (West Supp. 1993) (requiring advance payment for an "unduly
costly" record when "its reproduction would cause undue hardship to the ... agency if the costs were not
paid"); VA. CODE ANN. § 2.1-342(A)(4) (Michie Supp. 1992) (advance payment if charges are likely to
exceed $200).
318 ARIZ. REV. STAT. ANN. § 16-168(E) (Supp. 1992); See also N.M. STAT. ANN. § 15-1-9(C) (Michie
1991) (copies of computer tapes or other mediums containing a computerized database of a public record
may be accompanied by a royalty or other consideration).
)19 TEx. REV. CIv. STAT. an. 6252-17a(9)(b) (West Supp. 1993) (emphasis added).
320 CAL. REV. & TAX. CODE §§ 408.3(a), (c) (West 1987) (costs for propeny characteristics information
may include indirect costs such as "overhead, personnel. supply, material. office. storage. and computer
costs"). See also HAW. REV. STAT. § 92-21 (Supp. 1991) (reproduction costs include labor cost for search
and actual time for reproducing. material cost, electricity cost, equipment cost. rental cost. cost for
ceni fication, and other related costs).
321 Letter from Roben Johnson to Sandra Davidson Scott. Jan. 20. 1992 (on file with author).
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guage: "The public body may make reasonable charges for the copying, search time and
computer time expended in the supplying of ... records; however, such charges shall not
exceed the actual cost to the public body in supplying such records. ,,322 Do "actual"
costs include "overhead"? Is "overhead" a "reasonable" charge?323 The OMB's
Freedom of Information Reform Act of 1986; Uniform Freedom of Information Act Fee
Schedule and Guidelines addresses these questions with its definition of "direct costs":
those expenditures which an agency actually incurs in searching for and
duplicating (and in the case of commercial requesters, reviewing) documents
to respond to a FOIA request. Direct costs include, for example, the salary for
the employee performing work (the basic rate of pay for the employee plus 16
percent of that rate to cover benefits) and the cost of operating duplicating
machinery. Not included in direct costs are overhead expenses such as costs of
space, and heating and lighting the facility in which the records are stored. 324
The OMB has been criticized for exceeding its statutory authorization in its
"restrictive" interpretations in its schedule of fees.325 However, the report makes clear
the OMB is trying to strike the balance that Congress wanted: "While ... Congress did
not intend that fees be erected as barriers to citizen access, it is quite clear that the
Congress did intend that agencies recover of [sic] their costs. ,,326

(3) Staff Fees Only In Cases of Unreasonably High Costs. A fee shall
not be charged for the cost of search, examination, review, and the
deletion and separation of exempt from nonexempt information .•• unless
failure to charge a fee would result in unreasonably high costs to the
public body because of the nature of the request in the particular

VA. CODE ANN. § 2.1-342(A)(4) (Michie Supp. 1992).
Effective July I, 1992, CONN. GEN. STAT. ANN. § 1-15(b) (West Supp. 1992) spells out that costs for
computerized infonnation "other than a printout" shall include "only" staff time, the cost to the agency if
an "outside professional electronic copying service" or an outside "computer storage and retrieval service"
is used. or. if agency equipment is used. "the actual cost of the storage devices or media provided to the
person making the request in complying with such request" (emphasis added). In short, the new language
will not avoid the old problem of the unclear language of "actual cost."
States using "actual cost" or "cost" language include: CONN. GEN. STAT. ANN. § 1-15 (West Supp.
1992); ILL. ANN. STAT. ch. 116, para. 206(a) (Smith-Hurd 1988 & Supp. 1992); IOWA CODE ANN. § 22.3
(West 1989); MICH. COMPo LAWS ANN. § 15.234(1) (West 1981 & Supp. 1992); MINN. STAT. ANN. §
13.03.3 (West 1988 & Supp. 1992); MISS. CODE ANN. § 25-61-7 (1991); N.H. REV. STAT. ANN. § 91A:4(IV) (1990); N.Y. PUB. OFF. LAW § 87.1(b) (Conso!. 1987); VT. STAT. ANN. tit. 1, § 316(b) (1985); W.
VA. CODE § 29B-I-3(5) (1993).
States using "reasonable" cost language include: ARIZ. REV. STAT. ANN. § 39-121.03 (1985); COLO.
REV. STAT. § 24-72-205 (1988 & Supp. 1992); KAN. STAT. ANN. § 45-219(c) (1989); LA. REV. STAT. ANN.
§ 44:32(C) (West 1982 & Supp. 1992); MD. CODE ANN., STATE GOV'T § 10-621(a) (1984); MASS. GEN.
LAWS ANN. ch. 66. § lO(a) (West 1988 & Supp. 1992); MINN. STAT. ANN. § 13.03.3 (West 1988 & Supp.
1992); R.I. GEN. LAWS § 38-2-4 (1990 & Supp. 1992) ($15 per hour maximum for search charges); S.c.
CODE ANI'. § 30-4-30 (Law. Co-op. 1991); UTAH CODE ANN. § 63-2-66 (1989); WYo. STAT. § 16-4-204
( 1990).
Some states use fixed prices for various records. e.g .. CONN. GEN. STAT. ANN. § I-IS (West 1988 &
Supp. 1992); HA\V. REV. STAT. § 92-24 (1985); MASS. GEN. LAWS ANN. ch. 66-10(a) (West 1988 & Supp.
1992) (uses a hodge-podge: "reasonable fee." "actual expense of. .. search." and a list of fees); MONT.
CODE AN:\. § 2-6-103 (1991); N.J. STAT. ANN. § 47:IA-2 (West 1989 & Supp. 1992); N.M. STAT. ANN. §
14-8-13 (Michie 1988).
324 LITIGATlOI': UNDER THE FEDERAL OPEN GOVERNMENT LAWS. supra note 60. at A-93. 94.
325 [d. at 198.
316 [d. at A-n. 93.
322
323
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instance, and the public body specifically identifies the nature of these
unreasonably high coStS. 327
The language from Illinois is also good: .• [F]ees shall exclude the costs of any search
for and review of the record, and shall not exceed the actual cost of reproduction and
certification, unless otherwise provided by State statute.' ,328 But Illinois tempers that
language with another provision, which says: "Each public body may charge fees
reasonably calculated to reimburse its actual cost of reproducing and certifying public
records and for the use, by any person, of the equipment of the public body to copy
records.,,329 Charges for use of equipment could be abusive if "actual cost" of "use"
included overhead.
Another variation in containing staff fees would exclude from costs a specified
number of hours of staff time. 330 Language restricting fees for staff time is highly
favorable to requesters. It is also controversial. The argument for such language is that
agency staff should be considered to be like most other state employees-police, street
sweepers, highway engineers-and should receive payment from general revenue funds.
In short, tax dollars should support the highly important governmental activity of
maintaining public records and making those records available to the public. Of course,
in times of tight government budgetary restraints, user fees have great appeal. However,
the critical function of access in an open society militates toward greater general-fund
support, including support for staff time.
(4) A public body shall establish and publish procedures and guidelines to implement subsections (C)(l) - (C)(3).331
Michigan had said that these provisions did "not apply to public records prepared
under an act or statute specifically authorizing the sale of those public records to the public .... ' ,332 Sale of governmental information by nongovernmental entities operating
under contract, of course, is of concern. 333
(5) [If the public body meets the requirements of subsection (C)(3),
[t]he personnel costs may not exceed the actual salary and benefit costs
for the personnel time required to perform the search and copying
tasks. 334
(6) Estimates. A public body shall provide an estimate of the costs
of a request for [information] prior to providing copies.335

327
J28

329

MICH. CaMP. LAWS § 4.1801(4).4(3) (1991) (note that Michigan has repealed this statute).
ILL. ANN. STAT. ch. 116, para. 206 (Smith-Hurd 1991).
[d.

ALASKA STAT. § 09.25.11O(c) (Supp. 1992) (excluding from costs the first five hours per month of
staff time and providing: "The personnel costs may not exceed the actual salary and benefit costs for the
personnel time required to perform the search and copying tasks."); MD. CODE ANN., STATE Gov'T § 10621(b) (1991) (excluding from costs "the first two hours that are needed to search for a public record and
prepare it for inspection").
331 MICH. CaMP. LAWS § 4.1801(4).4(3) (1991) (repealed).
JJ2 § 4.1801(4).4(4) (1991) (repealed).
333 See § 4(T) of the model statute.
-334 ALASKA STAT. § 09.25.110 (Supp. 1992).
335 R.I. GEN. LAWS § 38-2-4 (1991) (substituting "information" for "documents"). According to
Virginia law, "charges ... shall be estimated in advance at the request of the citizen." VA. CODE ANN. § 2.1342.4 (Michie 1992).
330
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If agencies have to publish their procedures and guidelines for determining costs, then
requesters should be able to determine a ball-park figure for fees prior to making requests.
This may aid requesters, for instance, in making long-term plans if they need many
records for large projects. Also, it will ensure for requesters that agencies have at least
put some thought and effort into determining fees in advance of the requester's asking for
records. For custodians, this requirement has the advantage of making them think through
their fee-determining procedures in a deliberate, cohesive fashion instead of making
decisions on an ad hoc, piecemeal basis.
(7) The [Information Technology Office, established by this chapter,]
may cancel the fees established by a public agency ... if the [Information
Technology Office] determines that the fees are unreasonably high. 336
(8) [E]ach public governmental body ... shall [retain] all [fees
received] pursuant to this sectio.n. m [Such fees shall be used for
enhancing access to public records or offsetting access costS.]338
Giving access to and copying records should not be a money-making proposition for
an agency; on the other hand, it should not prove a drain.
Release of Records
6. (A) Prompt Action on Requests for Access. Each request for
access to a public record shall be acted upon as soon as possible, but in
no event later than the end of the third business day following the date
the request is received by the custodian of records of a public
governmental body. This period for document production may exceed
three days [only under the provisions of 6(A)(2)].339
Specific time limits are needed to guard against sluggish custodians.

336 ALASKA STAT. § 09.25.115(g) (Supp. 1992). Alaska exempts the Alaska State Housing Authority and
the University of Alaska from this subsection.
337 This is a modification of Missouri's statute: "[E]ach public governmental body of the state shall
remit all moneys received by or for it from fees charged pursuant to this section to the director of revenue
for deposit to the general revenue fund of the state." MO. REV. STAT. § 610.026 (1991). See also ILL. ANN.
STAT. ch. 116, para. 206(a) (Smith-Hurd 1991) ("Each public body may charge fees reasonably calculated to
reimburse its actual cost for reproducing and certifying public records and for the use, by any person, of the
equipment of the public body to copy records. "); W. VA. CODE § 29B-13(5) (1993) ("The public body may
establish fees reasonably calculated to reimburse it for its actual cost in making reproductions of such
records. ").
338 Allan Adler points out that the current federal practice is for fees generated by agencies to go into the
U.S. Treasury's "general fund." He says:
For years, there has been an ongoing debate regarding whether allowing the agencies to
keep the fees would help offset budgetary burdens and improve FOIA processing. or simply
serve as an incentive for the agencies to maximize fee charges to requesters. Within this
unresolved debate, it has generally been though that if fees are to be retained by the
agencies. it must be expressly for the purpose of application to FOIA processing costs.
Adler Letter, supra note 231, at 10.
339 Mo. REV. STAT. § 610.023(3) (1991) (substituting bracketed material for "for reasonable cause").
See also Ky. REV. STAT. ANN. § 61.880 (MichiefBobbs-Merrill 1986) (three days): LA. REV. STAT. ANN.
§ 44:32(D) (West 1992) (three days). BlI! see ARK. CODE ANN. § 25-19-105(B) (Michie 1992) (24 hours):
MISS. CODE ANN. § 25-16-5(2) (1991) (1 day).
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(1) Immediately Available Records. If the public record is
immediately available ... at the time of the application, the public record
shall be immediately presented to the ... person applying for it. 340
(2) If the public record is in active use, in storage or not otherwise
available, the official custodian shall immediately so notify the applicant
and shall designate a place, time and date, for inspection of the public
records, not to exceed three (3) [business] days from receipt of the
application, unless a detailed explanation of the cause is given for
further delay and the place, time and earliest date on which the public
record will be available for inspection. 341

This language from Kentucky is preferable to language in some other state statutes
because it expedites the process by not demanding that notification be in writing. Also,
it recognizes that three days will not aJways be sufficient for the custodian to produce
records. 342
(3) If the person to whom the application is directed does not have
custody or control of the public record requested, such person shall
[promptly] so notify the applicant and shall furnish the name and
location of the custodian of the public record, if such facts are known
to him [or her].343
(4) If a record does not exist, the custodian shall certify in writing
that the record does not exist under the name given to him [or her] by
the applicant or by any other name known to the custodian.344

The certification in· writing serves the same purpose as requirements of written
documentation in other areas of law. One hope is that having to state something in writing
will lead to greater care on the part of the individuals doing the writing. In this case, a
custodian who must certify in writing that a particular record does not exist would perhaps
devote more care to a search than if the custodian could merely give a verbal response.
In addition, written documentation has an evidentiary value. If a custodian were
attempting to delay or thwart a requester's rightful attempts to gain access, the custodian
would be precluded from the defense of "but you did not request that record." The
requester would have written documentation that indeed he or she sought the record and
that the custodian said it did not exist.
(B) Written Statement of Denial Grounds. If a request for access is
denied, the custodian shall provide, upon request, a written statement

340 LA. REV. STAT. ANN. § 44:33(B) (West 1992). The words "because of its not being in active use"
and "authorized" are omitted, respectively.
341 Ky. REV. STAT. ANN. § 61.872(5) (Michie/Bobbs-Merrill 1986).
342 See LA. REv. STAT. ANN. § 44:33(B) (West 1992) ("If the public record applied for is not immediately available, because of its being in active use at the time of the application, the custodian shall
promptly certify this in writing to the applicant, and in his certificate shall fix a day and hour within three
days, exclusive of Saturdays, Sundays, and legal public holidays, for the exercise of the right granted by this
chapter. "). See a/so IND. CODE ANN. § 5-14-3-9(c) (Bums 1992) ("If a request is made orally, a public
agency may deny the request orally. "). A written request requires a written denial, along with the specific
exemption and the name and title of the person making the denial. [d.
343 Ky. REV. STAT. ANN. § 61.872(3) (Michie/Bobbs-Merrill 1986). "Promptly" is added from
Louisiana's use of it in LA. REV. STAT. ANN. § 44:34 (West 1992).
344 VT. STAT. ANN. tit. I, § 318(a)(4) (1985).
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of the grounds for such denial. Such statement shall [include a
statement of the specific exception authorizing the withholding of the
record and a brief explanation of how the exception applies to the
record withheld.] [Such statement] shall be furnished to the requester
no later than the end of the third [business] day following the date that
the request for the statement is received. 345
(C) Every ... denial of a request ... shall inform the requester
that ... the determination is subject to review [under provisions [ ] of
this chapter ].346
(D) Records Being Audited. The fact that the public records are
being audited shall in no case be construed as a reason or justification
for a refusal to allow inspection of the records except when the public
records are in active use by the auditor. 347
(E) Requests for All Records Within a Category; Unduly
Burdensome Requests. Requests calling for all records falling within a
category shall be complied with unless compliance with the request
would be unduly burdensome for the complying public body and there
is no way to narrow the request and the burden on the public body
outweighs the public interest in the information. Before invoking this
exemption, the public body shall extend to the person making the
request an opportunity to confer with it in an attempt to reduce the
request to manageable proportions. If any body responds to a
categorical request by stating that compliance would unduly burden its
operation and the conditions described above are met, it shall do so in
writing, specifying the reasons why it would be unduly burdensome and
the extent to which compliance will so burden the operations of the
public body. Such a response shall be treated as a denial of the request
for information. 348 [R]efusal under this section must be sustained by
clear and convincing evidence. 349
A mandatory written response, coming after the public body extends an opportunity
to reduce a request, seems reasonable. The language saying categorical requests "shall be
complied with unless," combined by the ease with which such responses can be complied

34S Mo. REV. STAT. § 610.023.4 (1988). Missouri requires the denial "cite the specific provision of law
under which access" is disallowed. The first bracketed material is from Ky. RE\·. STAT. A'<N. § 61.880(1)
(MichielBobbs-Merrill 1986). It adds the requirement of explaining how the exception is applicable. While
WASH. REV. CODE § 42.17.320 (1991) says "denials of requests must be accompanied by a written
statement of the specific reasons therefore," "upon request" seems preferable because some denials might
satisfactorily be communicated verbally.
346 WIS. STAT. § 19.35(4)(6) (1989-90).
347 LA. REV. STAT. ANN. § 44:33(B)(2) (West 1992).
348 ILL. ANN. STAT. ch. 116, para. 203(f) (Smith-Hurd (991).
349 Ky. REV. STAT. ANN. § 61.872(5) (MichielBobbs-Merrill (986). The Kentucky statute says in full:
If the application places an unreasonable burden in producing voluminous public records or if the custodian has reason to believe that repeated requests are intended to disrupt
other essential functions of the public agency, the official custodian may refuse to permit
inspection of the public records. However, refusal under this section milS! be SIIS!ailled by
clear and cOIll'incing el'idence.
[d. (emphasis added).

1.61

WILLIAM AND MARY BILL OF RIGHTS JOURNAL

[Vol. 2:1

with if the infonnation is computerized, makes this statutory provision desirable. As a
practical matter, some categorical requests, if infonnation is not computerized, could be
tremendously burdensome. Balancing of interests is necessary if the goal is to have
legislators approve proposed legislation.
The clear and convincing evidence language offers some protection to requesters
because it elevates the level of evidence, which must be provided by the custodian
denying the request, from a mere preponderance. The higher burden of proof should
operate in the area of access as it does in other areas of law: It should impress individuals
having that increased burden with the importance the law attaches to the interests of the
other party. In this case, CUSi· .Jians would be put on notice of the high importance the
state places on the interests of requesters. Custodians should be less inclined to make a
hasty and perhaps incorrect decision that a request would be too burdensome if they know
that they might be called upon to prove the burdensomeness by clear and convincing
evidence. In short, the higher degree of proof should increase the amount of deliberation
by a custodian before he or she rejects a request. On the other hand, in cases where
requests clearly would be burdensome or are clearly made to harass, the custodian would
have the option of refusal.

Appeals of Denials
7. (A) Appeals to the Freedom of Information Commission.
(1) Any person denied the right to inspect or copy records under
[this chapter] ••• or denied any other right conferred by [this chapter],
may appeal therefrom to the Freedom of Information Commission, by
filing a notice of appeal with the commission. A notice of appeal shall
be filed within 30 days after such denial. .•• For purposes of this
subsection, such notice of appeal shall be deemed to be filed on the date
it is received by the commission or on the date it is postmarked, if
received more than 30 days after the date of the denial from which such
appeal is taken. Upon receipt of such notice, the commission shall serve
upon all parties, by certified or registered. mail, a copy of such notice
together with any other notice or order of such commission.... Any such
appeal shall be heard within 30 days after receipt of a notice of appeal
and decided within [five] days after the hearing ....350
The shortened time frame is advantageous to requesters, of course. Such an expedited
procedure demonstrates the importance government places on access to infonnation. For
journalists making requests, this expedited procedure is particularly important. The
difference of a few days, of course, can make all the difference, say, between reporting
of a planned event and reporting about an event that has already occurred. Such timing
can also make a difference to the public. A government which can delay journalists and
other citizens in accessing infonnation is a government which may be able to do what it
wants, unfettered by public oversight, because infonnation will only be made available
after the fact and after long court delays. Access delayed can be access-and oversight of
government activity-denied.

350 "Five" is substituted for "60" days; 60 days is Connecticut's time frame under this statute for
deciding if open meetings are being held illegally. CONN. GEN. STAT. ANN. § 1-2li(b) (West 1990).
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Such order may require the production or copying of any public record.
In addition, the commission, upon the finding that a denial of any right
created by [this chapter], was without reasonable grounds may, in its
discretion, impose a civil penalty, against the custodian or other official
directly responsible for such denial, of not less than $20 nor more than
$1,000, after such custodian or other official has been given an
opportunity to be heard at a hearing .... 351
This penalty serves, as in other areas of the law, to stress the importance that the
government places on abiding by the particular law. It places "teeth" in the law, instead
of merely giving an individual (the custodian of records) a duty but providing no penalty
for the breach of that duty. The dollar amounts should allow for some flexibility, in
recognition that some breaches are more egregious than others.
(2) If the commission finds that a person has taken an appeal to the
commission under this subsection frivolously, without reasonable
grounds and solely for the purpose of harassing the agency against
which the appeal has been taken, it may, in its discretion, impose a civil
penalty against such person of not less than $20 nor more than $1,000,
after such person has been given an opportunity to be heard at a hearing. . .. In the case of failure to pay any such penalty levied by the
commission pursuant to this subsection, within 30 days of written notice
sent by certified or registered mail to such person, [and upon
application by the commission,] the [superior, district, circuit] court for
the judicial district of [the state capital], shall issue an order requiring
such person to pay the penalty imposed.352
Here the penalty serves the purpose of conserving the commission's time to hear
meritorious appeals. No penalties could issue without the requester's first having a
hearing. The possibility of penalty should help thwart vexatious appeals taken, in the
language of the statute, "solely for the purpose of harassing the agency." This penalty
again stresses the importance the government places on access by penalizing those who
would attempt to tie up the system and, effectively, deny access to others. 353
(3) Any party aggrieved by the decision of the commission may
appeal therefrom [to the district, superior, circuit court] .... [I]n any
such appeal of a decision of the commission, the court may conduct an
in camera review of the original or a certified copy of the records which
are at issue in the appeal but were not included in the record of the
commission's proceedings, admit the records into evidence and order
the records to be sealed or inspected on such terms as the court deems
fair and appropriate, during the appeal. The commission shall have
standing to defend, prosecute or otherwise participate in any appeal of
any of its decisions and to take an appeal from any judicial decision
overturning or modifying a decision of the commission .... [L]egal
counsel employed or retained by the commission shall represent the

§ 1-21i(b) (West 1988).
§ l-:!li(b).
m For evidence that such cases unfortunately can occur, see discussion of W;lllace ~olen. McWhirter,
supra note :!26.
351

CO:-.i:-.i. GE:\. STAT. ANN.

351
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commission in all such appeals and in any other litigation affecting the
commission.•.. [A]1I process shall be served upon the commission at its
office. 354
This safeguarding of records-through allowing in camera review and orders that
records be sealed during appeal if the court considers such actions warranted-recognizes
that in some cases when courts are balancing the competing interests between access and
privacy, privacy considerations must be paramount. Also, this safeguarding recognizes the
practical fact that once information is released, it, unlike a tangible item, cannot truly be
returned.
(4) Any appeal taken pursuant to this section shall be privileged in
respect to its assignment for trial over all other [matters].355
The privileged position of such appeals again demonstrates the importance that
government places on timely access to information. Access delayed can mean access
denied, for all practical purposes.
(5) If the court finds that any appeal taken pursuant to this section
••• is frivolous or taken solely for the purpose of delay, it shall order the
party responsible therefor to pay to the party injured by such frivolous
or dilatory appeal costs or attorney's fees ..•• Such order shall be in
addition to any other remedy or disciplinary action required or
permitted by statute or by rules of court.356
This language serves the purpose of stressing the importance that the government
places on timely production of records, as well as on conserving the commission's time.
Custodians who wish to cost the requester more time and court costs and attorney fees by
engaging in frivolous appeals would have something to los~money. The possibility of
paying the costs and attorney fees should help thwart vexatious delaying tactics.
Connecticut limits attorney's fees to $1,000, but if reasonable attorney fees exceed that
amount, then such a limit seems arbitrary.
(6) Any member of any public agency who fails to comply with an
order of the Freedom of Information Commission shall be guilty of a
class B misdemeanor and each occurrence of failure to comply with
such order shall constitute a separate offense.357
This language puts teeth in the law and an increased amount of power in the hands
of the commission. In order for the commission to be an effective tool in ordering and
disciplining recalcitrant custodians, it simply must have power. For those custodians who
are undeterred by monetary penalties, the threat of being guilty of a criminal infraction
might offer the needed deterrent power.

§ 1-2li(d).
m § 1-2Ii(d) (substituting "matters" for "actions except writs of habeas corpus and actions brought by
or on behalf of the state, including information on the relation of private individuals").
356 CONN. GEN. STAT. ANN. § l-2Ii(d) (West 1988).
357 § 1-2IkCb).
354
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(7) A person or governmental unit need not exhaust the remedy
under this section before filing suit. :l5X
(AI) Freedom of Information Commission

(1) Establishment of 5-Member Commission. Terms. Party
Affiliation. There shall be a Freedom of Information Commission
consisting of five members appointed by the governor, with the advice
and consent of [the house of representatives] of the general assembly,
who shall serve for terms of four years from the July first of the year
of their appointment, except that of the members appointed prior to
[include dates and appropriate provisions for staggered terms]. No more
than three members shall be members of the same political party.359
(2) Remuneration. Each member shall receive $50 per day for each
day such member is present at a commission hearing or meeting, and
shall be entitled to reimbursement for actual and necessary expenses
incurred in connection therewith .... 360
. (3) Chairman. Office. The governor shall select one of its members
as a chairman. The commission shall maintain a permanent office at
[state capital] •... All papers required to be filed with the commission
shall be delivered to such office.36I
(4) Powers of the Commission. The commission shall, subject to the
provisions of [this chapter], promptly review the alleged violation of the
[chapter] and issue an order pertaining to the same. The commission
shall have the power to investigate all alleged violations of [this chapter]
and may for the purpose of investigating any violation hold a hearing,
administer oaths, examine witnesses, receive oral and documentary
evidence, have the power to subpoena witnesses under procedural rules
adopted by the commission to compel attendance and to require the
production for examination of any books and papers which the commis.sion deems relevant in any matter under investigation or in question. In
case of a refusal to comply with any such subpoena or to testify with
respect to any matter upon which that person may be lawfully
interrogated, the [superior, district, circuit] court for the judicial district
of [the state capital], on application of the commission, may issue an
order requiring such person to comply with such subpoena and to
testify; failure to obey any such order of the court may be punished by
the court as a contempt thereof. 362
This statute is yet another method of giving the commission true power in order to
be an effective instrument for access. Without subpoena and contempt power, the
commission could be throttled in its attempts to gain knowledge necessary for decisionmaking. If the commission is to act as a viable alternative to the court system in matters
of access, then the commission must be given power equivalent to that of the court system
in matters of access.

MD. CODE ANN., STATE GOV'T § 10-622(c) (1984). Maryland allows administrative review.
CONN. GEN. STAT. ANN. § 1-21j(a) (West 1988) (substituting "the house of representatives" for
"either house ").
360 § 1-21j(b).
361 § 1-21j(c).
362 § 1-2Ij(c).
358
359
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(5) Training Sessions. The freedom of information commission and
the office of information and technology with respect to access to and
disclosure of computer-stored public records, shall conduct training
sessions, at least annually, for members of public agencies for the
purpose of educating such members as to the requirements of sections
[this chapter].363
(6) When the general assembly is in session, the governor shall have
the authority to fill any vacancy on the commission, with the advice and
consent of [the house of representatives] of the general assembly. When
the general assembly is not in session any vacancy shall be filled
pursuant to the provisions of section 4-19. A vacancy in the commission
shall not impair the right of the remaining members to exercise all the
powers of the commission and three members of the commission shall
.
constitute a quorum. 364
(7) Commission Employees. The commission shall •.• employ such
employees as may be necessary to carry out the provisions of this
chapter. The commission may enter into such contractual agreements
as may be necessary for the discharge of its duties, within the limits of
its appropriated funds and in accordance with established
procedures.365
(8) The commission shall make available to the public the printed
reports of its decisions, opinions and related materials at a reasonable
cost not to exceed the actual cost thereof to the commission.366
ALTERNATIVE [Or Addition] to 7
Some states may not want the expense of a Freedom of Information Commission. The
following section is a possible alternative that permits the state to use existing governmental entities to perform the functions intended of a Freedom of Information Commission.
Perhaps both should be used, giving the requester the option of which path to pursue. 367

§ 1-21j(e) (as amended, effective July I, 1992).
§ 1-21j(f) (substituting "the house of representatives" for "either house").
365 § 1-21j(g).
366 § 1-21j(h). In 1992, the legislature expanded this section by defining a minimum cost of "not less
that twenty-eight dollars per item" for the materials.
367 Allan Adler comments:
The first option, requiring establishment of a "Freedom of Information Commission,"
raises numerous broad policy issues regarding the entity's funding, jurisdiction, and
authority that often get mired in debates over cost-benefit analysis and separation of powers
among the Executive, Judicial and Legislative branches of government. Although this has
not prevented Connecticut and Canada from utilizing such models (or variations thereon), it
is a construct which has resisted proposals for application to the federal FOIA in the United
States. This is worth a great deal of careful discussion.
The second option, utilizing the existing office and authority of the State Attorney
General, avoids many of the problems noted above, but raises doubts among requesters
regarding the degree of sympathetic or, at least, independent and objective consideration
such appeals can be expected to receive. Ultimately, however, the judicial review
mechanism which is also a part of this option is the more favored and familiar appeal path.
To the extent that de novo judicial review may still be had by the requester after denial of
an administrative appeal, either option would have credibility. To the extent that the FOI
Commission would be employed at the expense of full judicial review. however, it is not
likely to be attractive to requesters.
363

364
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Appeals to the Attorney General.
(1) [If the person seeking access to information requests a written
statement of the grounds for such denial under section 6B of this
chapter], a copy of the written [statement] denying inspection [or
copying] shall be forwarded immediately by the agency to the attorney
general of [the state and to the requester]. If requested by the person
seeking inspection, the attorney general shall review the denial and issue
within [7] [business] days ... a written opinion of the agency concerned,
stating whether the agency acted consistently with provisions of [this
chapter]. A copy of the opinion shall also be sent by the attorney
general to the person who requested the record in question. The burden
of proof in sustaining the action shall rest with the agency, and the
attorney general may request additional documentation from the agency
for substantiation. The attorney general may also request a copy of the
records involved, but they shall no·t be disclosed. 368
7. (A)

This provision provides that only those who request written responses will receive
them. All written responses will then be forwarded to the attorney general. Some
responses will require no action by the attorney general, but the mere fact of having to
file a response with the attorney general might lessen spurious responses on grounds of
denial by custodians of records.
(2) In the event a person feels the intent of [this chapter] is being
subverted by an agency short of denial of inspection, including but not
limited to the imposition of excessive fees or the misdirection of the
applicant, the person may complain in writing to the attorney general
and the complaint shall be subject to the same adjudicatory process as
if the record had been denied. 369
(3) If the Attorney General [agrees with the person seeking access
to information] and orders the state agency to disclose the record, or if
the .Attorney General [agrees] in part and orders the state agency to
disclose a portion of the record, the state agency shall comply with the
order in full within seven days after issuance of the order, unless within
the seven-day period it issues a notice of its intention to institute
proceedings for injunctive or declaratory relief in the Circuit Court for
[ ] County. Copies of the notice shall be sent to the Attorney General
and by certified mail to the petitioner at the address shown on the
petition. The state agency shall institute the proceedings within seven
days after it issues its notice of intention to do SO.370

In considering appeal mechanisms. it might be desirable to explore the feasibility of
giving the requester a choice of paths to pursue.
Adler Letter, supra note 231, at 11-12.
368 Ky. REV. STAT. ANN. § 61.880(2) (MichiefBobbs-Merrill 1986) (substituting "statement" for
"response." and "business" for "(excepting Saturdays, Sundays, and legal holidays)"). The time period of
seven days comes from OR. REV. STAT. § 192A50(\) (1991). Kentucky calls for ten days. Ky. REV. STAT.
ANN. § 61.880(2) (MichiefBobbs-Merrill 1986). Kentucky provides that all denials will receive a written
response. and thus all denials will be forwarded to the attorney general. {d.
369 Ky. REV. STAT. ANN. § 61.880(4).
)10 OR. REV. STAT. § 192.450(2) (1991) (substituting "agrees with the person seeking access to
information" for "grants the petition." and substituting "agrees" for "grants the petition·'). In short, in
Oregon a petition must be submitted and granted.
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(4) If ... the public agency continues to withhold the record notwithstanding the opinion of the attorney general, the [attorney general] may
institute proceedings for injunctive or declaratory relief on behalf of the
complainant in the [superior, district, circuit] court of the county where
the record is maintained.371
This model would not allow an individual to institute proceedings for relief on his or
her own behalf. Other states such as Oregon and Kentucky do allow a person to institute
proceedings on his or her own behalf. 372 Oregon even provides a sample petition
forrn.373

(5) Any authority which or legal custodian .•. who arbitrarily and
capriciously denies or delays response to a request or charges excessive
fees may be required to forfeit not more than $1,000. Forfeitures under
this section shall be enforced' by action on behalf of the state by the
attorney general or by the district attorney of any county where a
violation occurs. In actions brought by the attorney general, the court
shall award any forfeiture recovered together with reasonable costs to
the state; and in actions brought by the district attorney, the court shall

371 Ky. REV. STAT. ANN. § 61.880(5) (Michie/Bobbs-Merrill 1986) (substituting "Attorney General,"
from R.I. GEN. LAWS § 38-2-8(b) (1991) for "the person seeking disclosure may institute such
proceedings' ').
372 Ky. REv. STAT. ANN. § 61.880(5) (Michie/Bobbs-Merrill 1986) and OR. REV. STAT. § 192.450(2)
(1991) both say, "the person seeking disclosure may institute such proceedings." OR. REV. STAT. §
192.450(1) says that "any person denied the right to inspect or to receive a copy of any public record of a
state agency may petition the Attorney General .... " (emphasis added). But Oregon says that for agencies
which are not state agencies, the district attorney shall handle the petition:
[Section] 192.450 is equally applicable to the case of a person denied the right to inspect or
receive a copy of any public record of a public body other than a state agency, except that
in such case the district attorney of the county in which the public body is located, or if it is
'located in more than one county the district attorney of the county in which the administrative offices of the public body are located, shall carry out the functions of the Attorney
General, and any suit filed shall be filed in the circuit court for such county ....
§ 192.460.
373 I (we),
(name(s», the undersigned, request the Attorney General (or District Attorney of
_ _ County) to order
(name of governmental body) and its employees to (make available for
inspection) (produce a copy or copies of) the following records:

1.

(Name or description of record)

2.
(Name or description of record)
I (we) asked to inspect and/or copy these records on _ _ _ (date) at _ __
(address). The request was denied by the following person(s):
1.

(Name of public officer or employee;
title or position, if known)
2.
(Name of public officer or employee;
title or position, if known)
OR. REV. STAT. § 192.470.

1.68

1993]

ACCESS TO COMPUTERIZED GOVERNMENT RECORDS

award any forfeiture recovered together with reasonable costs to the
county.374
(6) Nothing within this section shall prohibit any individual from
retaining private counsel for the purpose of instituting proceedings for
injunctive or declaratory relief.•.. 375 A person ... need not exhaust the
remedy under this section before filing suit. 376
(7) Each agency shall notify the attorney general of any actions filed
against that agency in [superior, district, circuit] court regarding the
enforcement of [this chapter].377
Another option that could be included is to set up offices run by the Attorney
General to provide information, guidelines, and advisory opinions to agencies. For
example, Hawaii provides an Office of Information Practices 378 within the
Department of the Attorney General with the power to provide advisory opinions to
a requester "regarding that person's rights and the functions and responsibilities of
agencies under this chapter. ,,379 In addition, some states allow appeals to the head
of a public body or a chief administrative officer. In Illinois, appeals can be made to
the head of the public body:
Any person denied access to inspect or copy any public record may appeal
the denial by sending a written notice of appeal to the head of the public
body. Upon receipt of such notice the head of the public body shall promptly
review the public record, determine whether under the provisions of this Act
such record is open to inspection and copying, and notify the person making
the appeal of such determination within 7 working days after the notice of
appea1. 380
This procedure, however, adds an extra inter-agency layer, and it may not be productive
because the person at the top of the agency may very well set the tenor for the rest of the
agency's employees. Rhode Island, which allows appeals to the "chief administrative
officer," permits the filing of a complaint to the Attorney General to contest an
administrative decision denying access. 381

374 WIS. STAT. ANN. § 19.37(4) (West 1986).
m R.I. GEN. LAWS § 38-2-8(b) (1990).
376 MD. CODE ANN., STATE GOV'T § 10-622(c) (1984) (deleting "or governmental unit"). Kentucky
says:
In order for the circuit courts of this state to exercise their jurisdiction to enforce the
purposes of [this chapter], it shall not be necessary to have forwarded any request for the
documents to the attorney general ... or for the attorney general to have acted in any manner
upon a request for his opinion.
Ky. REV. STAT. ANN. § 61.882(2) (Michie/Bobbs-Merrill 1986).
m Ky. REV. STAT. ANN. § 61.880(3) (Michie/Bobbs-Merrill 1986).
378 HAW. REV. STAT. § 92F-41(a) (1991).
379 § 92F-42(3) (1991). See also ALASKA STAT. § 09.2S.123(e) (1992) (providing for a "Telecommunications Information Council" to establish administrative appeals procedures); N.Y. PUB. OFF. LAW § 6-89
(Conso!. 1987) (establishing a "committee on open government" which "shall furnish to any agency
advisory guidelines, opinions or other appropriate information ... ").
)80 ILL. ANN. STAT. ch. 116. para. 21O(a) (Smith-Hurd 1988).
)81 R.I. GEN. LAWS § 38-2-8 (1990).
If the chief administrative officer determines that the record is not subject to public inspection. the person seeking disclosure may file a complaint with the attorney general. The
attorney general shall investigate the complaint and if the attorney general shall determine
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(B) Injunctive or Declaratory Relief.
(1) Any citizen ... who shall request the right of personal inspection

of any state, county, or municipal record as provided in [this chapter],
and whose request has been in whole or in part denied by the official
and/or designee of the official or through any act or regulation of any
official or designee of any official shall be entitled to petition for access
to any such record and to obtain judicial review of the actions taken to
deny the access. 382
(2) Jurisdiction. [Such petition shall be filed in] the [superior,
district, county, circuit] court in the county in which the complainant
resides, or has his personal place of business, or in which the public
records are situated, or in the [superior, district, circuit] court of [the
county where the state capital is 10cated] .••.383
(3) Upon filing of the petition, the court shall ... issue an order
requiring the defendant or respondent party or parties to immediately
appear and show cause, if any •.• why the petition should not be
granted. A formal written response to the petition shall not be required
.•. in the interest of expeditious hearings. 384
(4) Proceedings arising under this section shall take precedence on
the docket over all other matters and shall be assigned for hearing and
trial at the earliest practicable date and expedited in every way. Such
suits may be heard in termtime or in vacation.385
(5) Proceedings are De Novo. In any action considered by the court,
the court shall consider the matter de novo. 386
(6) In Camera Review. The court may direct that the records being
sought be submitted under seal for [in camera] review by the court and
no other party. The decision of the court on the petition shall constitute
a final judgment on the merits. 387

that the allegations of the complaint are meritorious, he or she may institute proceedings for
injunctive or declaratory relief on behalf of the complainant in the [superior, district, circuit]
court of the county where the record is maintained.
[d.
382 TENN. CODE ANN. § 1O-7-505(a) (1992). This language is generally clearer to lay people than those
statutes that use the language of "injunctive and declaratory relief." See, e.g., ILL. ANN. STAT. ch. 116, para.
211(a) (Smith-Hurd Supp. 1992) ("Any person denied access to inspect or copy any public record by the
head of a public body may file suit for injunctive or declaratory relief."); MD. CODE ANN., STATE GOV'T §§
1O-623(c)(3)(i), (ii) (1984) ("The court may enjoin the State ... from withholding the public record" or
"pass an order for the production of the public record."); N.H. REV. STAT. ANN. § 91-a:8(III) (1990) ("In
addition to any other relief award ... the court may issue an order to enjoin future violations of this
chapter. ").
383 VT. STAT. ANN. tit. 1, § 319(a) (1986). "Such petition shall be filed in" comes from TENN. CODE
ANN. § 1O-7-505(b) (1992). Some states restrict jurisdiction to the county in which the public record is kept,
making it more difficult to petition for release of the records. See, e.g., R.I. GEN. LAWS § 38-2-8(b) (1990);
W. VA. CODE § 29B-I-5(1) (1986).
384 TENN. CODE ANN. § 1O-7-505(b) (1992).
385 MISS. CODE ANN. § 25-61-13(3) (1991). For more moderate language, see Model Statute § 7(A)(4).
In Rhode Island such actions "may be advanced on the calendar upon motion of the petitioner." R.I. GEN
LAWS § 38-2-9(c) (1990).
)86 ILL. ANN. STAT. ch. 116, para. 211(f) (Smith-Hurd Supp. 1992).
387 TENN. CODE ANN. § 1O-7-505(b) (1992). Many states do use the term ill camera, but some states
provide for ill camera review without using that specific language. See, e.g., MISS. CODE ANN. § 25-6113(2) (1991) ("the court ... may privately view the public record").
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(7) Burden of Proof. The burden [of proof] shall be on the public
body to establish that its refusal to permit public inspection or copying
[of public records] is in accordance with the provision of this
[chapter].388
(8) Court Ruling. The court, in ruling upon the petition of any party
proceeding hereunder, shall render written findings of fact and
conclusions of law and shall be empowered to exercise full injunctive
remedies and relief to secure the purposes and intentions of this section,
and this section shall be broadly construed so as to give the fullest
possible public access to public records. 389
(9) Judgment in Favor of Petitioner. Upon a judgment in favor of
the petitioner, the court shall order that the records be made available
to the petitioner unless:
(a) There is a timely filing of a. notice of appeal; and
(b) The court certifies that there exists a substantial legal issue with
respect to the disclosure of the documents which ought to be resolved
by the appellate courts. 390
(10) In the event of noncompliance with the order of the court, the
[superior, district, circuit] court may punish for contempt the
responsible employee or official.39I
(11) Actual and Punitive Damages. A defendant governmental unit
is liable to the complainant for actual damages and any punitive
damages that the court considers appropriate if the court finds that any
defendant knowingly and willfully failed to disclose or fully to disclose
a public record that the complainant was entitled to inspect [and
copy].392
This section, as adopted, allows the court great leeway in assessing damages, and
guarantees that damages, if assessed, will be paid to the complainant. Some states allow
punitive damages. 393 Some states forbid damage awards,394 while some place caps on
actual and punitive damages. 395 In Iowa the damages awarded are to be paid to the state
or local government rather than to the complainant. 396

388 ILL. ANN. STAT. ch. 116. para. 211(e) (Smith-Hurd Supp. 1992). Statutes placing the burden of proof
on the public body are common. See, e.g., HAW. REY. STAT. § 92F-15(c) (Supp. 1991); IND. CODE ANN. §
5-14-3-9(c) (Bums Supp. 1991). Tennessee also places the burden of proof on the public body, but the
statute speaks only of disclosure. not of copying. as in the model. TENN. CODE ANN. § 1O-7-505(c) (1992).
389 TENN. CODE ANN. § 1O-7-505(d) (1992).
390 § 1O-7-505(e).
391 VT. STAT. ANN. tit. I. § 320(b) (1985). For some other states using specific contempt of court
language. see ARK. COD ANN. § 25-19-I07(c) (Michie 1992); ILL. ANN. STAT. ch. 116, para. 211(g) (SmithHurd Supp. 1992); IOWA CODE ANN. § 22.1O.3(a) (West 1989); MD. CODE ANN .. STATE GOy'T § 10623(c)(3)(iii) (1984); W. VA. CODE § 29B-I-5(2) (1986).
The Michigan Supreme Court applied MICH. COMPo LAWS § 15.240(1) (1981) to uphold a contempt
order against a City Attorney for the city of Detroit when he refused to tum over records from an auction of
publicly owned property. Detroit News V. City of Detroit, 430 N.W.2d 742 (1988). The attorney was jailed
for five days. Rob Zeiger, Pailen Freed After 5 Days in County Jail, DET. NEWS. Oct. 29. 1988 at I.
392 MD. CODE ANN., STATE GOY'T. § 10-623(c)(3)(iii) (1984).
393 See. e.g., WIS. STAT. ANN. § 19.37(3) (West 1986).
-'94 KAN. STAT. ANN. § 45-223 (1986).
J95 MICH. COMPo LAWS § 15.240(5) (1981).
396 IOWA CODE ANN. § 22.IO.3(b) (West 1989).
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(12) Costs and Attorney Fees. The court [shall] assess against the
public agency reasonable attorney fees and other litigation costs
reasonably incurred in any case under this section in which the
complainant has substantially prevailed. 397
At least twenty states allow recovery of attorney's fees by the complainant, although
restrictions may apply.398 For example, New York only allows attorney's fees and litigation costs if "(i) the record involved was, in fact, of clearly significant interest to the
general public; and (ii) the agency lacked a reasonable basis in law for withholding the
record. ,,399 The requirement of "clearly significant interest to the general public" seems
vague and unfair to individuals who may have a significant personal interest in finding
out infonnation not of general interest.
(13) Criminal Sanctions. [In. addition to any civil liabilities for which
he or she is liable,] any custodian of any public records who shall
willfully violate the provision of this [chapter] shall be guilty of a
misdemeanor, and, upon conviction thereof, shall be fined not less than
$100 nor more than $500, or be imprisoned in the county jail for not
more than ten days, or, in the discretion of the court, by both such fine
and imprisonment.400
(14) Civil Fines. The court [shall] impose a civil fine not exceeding
$1,000 against a public body found to have committed a willful violation
of this chapter.401

VT. STAT. ANN. tit. I, § 319(d) (1985) (substituting "shall" for "may").
ARK. CODE ANN. § 25-19-107(d) (Michie 1992); ARIZ. REv. STAT. ANN. § 39-121.02(B) (1985);
FLA. STAT. ANN. § 119-12(1), 12(2) (West 1982 & Supp. 1992); HAw. REV. STAT. § 92F-15(d) (Supp.
199.1); ILL. ANN. STAT. ch. 116, para. 211(i) (Smith-Hurd Supp. 1992); IND. CODE ANN. § 5-14-3-9(h)
(Burns Supp. 1992); IOWA CODE ANN. § 22.1O.3(c) (West 1989); KAN. STAT. ANN. § 45-222(c), (d) (Supp.
1991); K·y. REV. STAT. ANN. § 61-882(5) (Michie/Bobbs-Merrill 1986); LA. REV. STAT. ANN. § 44:35(E)(2)
(West Supp. 1992); MD. CODE ANN., STATE Gov'T § 1O-623(f) (1984); MICH. COMPo LAWS § 15.240(4)
(1981); NEB. REv. STAT. § 84-712.07 (1987); N.H. REv. STAT. A'iN .. § 91-A:8(I) (1990); N.J. REv. STAT. §
47-lA-4 (1989); N.Y. PuB. OFF. LAW § 6-89(4)(c) (Conso!. 1987); OR. REV. STAT. § 192.490(3) (1991);
TENN. CODE ANN. § 1O-7-505(a) (1992); WIS. STAT. A'IN. § 19.37(2)(a) (West Supp. 1992); WASH. REv.
CODE ANN. § 42.17.340(3) (West 1991).
399 N.Y. PUB. OFF. LAW § 6-89(4)(c) (Conso!. 1987). See also KAN. STAT. ANN. §§ 45-222(c), (d)
(Supp. 1991) (awarding attorney fees not only to winning complainants, but also to winning defendants if an
action was brought "not in good faith"); N.J. REv. STAT. § 47-lA-4 (1989) (limiting the recovery of
attorney fees to $500).
400 W. VA. CODE § 29B-I-6 (1986). Many states may levy criminal sanctions, but there is a wide
variation in punishment from state to state. See, e.g., LA. REV. STAT. ANN. § 44:37 (West 1982) ($100 to
$1000 fine and/or one to six months in jail for first conviction. 5250 to $2,000 fine and/or two to six months
in jail for additional convictions); OKLA. STAT. ANN. tit. 51, § 24A.17.A (West 1988) (up to a $500 fine
and/or one year in jail); WYo. STAT. § 16-4-205 (1990) ($100 fine). Several states also provide for removal
.
§ 22.1O.3(d) (West 1989); NEB. REV.
from office for one or more violation. See, e.g., IOWA CODE :\.'11'.
STAT. § 84-712.09 (1987).
401 R.I. GEN. LAWS § 38-2-9(d) (1990) (substituting "shall" for "may"). Civil fines vary even more in
amounts and implementation than criminal fines. For example. Florida and Missouri cap damages at $500
and $300, respectively. FLA. STAT. ANN. § 119.10(1) (West Supp. 1992). Mo. ANN. STAT. § 610.027.3
(Vernon Supp. 1992). Kentucky and Washington both impose fines of $25 for each day access is denied.
Ky. REV. STAT. ANN. § 61.882(5) (Michie/Bobbs-Merrill 1986). WASH. REV. CODE ANN. § 42.17.340(3)
(West 1991). Mississippi provides for $100 plus "reasonable expenses." MISS. CODE ANN. § 25-61-15
(1991). Virginia imposes fines ranging from $25 to $1000, payable to the State Literary Fund, not to the
complainant. VA. CODE ANN. § 2.1-346.1 (Michie Supp. 1992).
397
398
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(15) Ignorance Is No Defense; Custodian May Seek Help. Ignorance
of the legal requirements of this chapter is not a defense to an
enforcement proceeding brought under this section. A lawful custodian
or its designee in doubt about the legality of allowing the examination
or copying or refusing to allow the examination or copying of a
government record is authorized to bring suit at the expense of that
government body in the district court of the county of the lawful
custodian's principal place of business, or to seek an opinion of the
attorney general or the attorney for the lawful custodian, to ascertain
the legality of any such action. 402
(16) Protection for Custodians Releasing Information. Any public
official required to produce records pursuant to this part shall not be
found criminally or civilly liable for the release of such records nor shall
a public official required to releas~ records in [his] custody or under
[his] control be found responsible for any damages caused, directly or
indirectly, by the release of such information.403
(C) Writ of Mandamus.
(1) Grounds for Mandamus. If a person allegedly is aggrieved by the
failure of a governmental unit to promptly prepare a public record and
to make it available to him [or her] for inspection ... or if a person who
has requested a copy of a public record allegedly is aggrieved by the
failure of a person responsible for it to make a copy available to him [or
her] ... the person allegedly aggrieved may commence a mandamus
action to obtain a judgment that orders the governmental unit or the
person responsible for the public record to comply with [the provisions
of this chapter].404 [This action is in lieu of any other court action for
denial of access to a public record.]
(2) Jurisdiction.
(3) All procedural safeguards applicable under this chapter for
injunctive or declaratory relief shall apply equally in mandamus actions,
including docket precedence, de novo review, in camera review, and
burden of proof falling on the defendant. 405
Mandamus provides another alternative for a requester seeking access to information
from a custodian who has withheld the information. If a state's constitution provides for
original jurisdiction in appellate courts, mandamus then offers an advantage over
mandatory or prohibitory injunctive relief. The following mandamus provision was
enacted recently in Ohio:
The mandamus action may be commenced in the court of common pleas of the
county in which [the open records law] was not complied with, in the supreme
court pursuant to its original jurisdiction under Section 2 of Article IV, Ohio

IOWA CODE A:--JN. § 22.IOA (West 1989).
CODE A:--JN. § 10-7-505(1) (1992).
~ OHIO REV CODE ANN. § 149A3(C) (Anderson Supp. 1991). Texas also allows the Altorney General
to seek a writ of mandamus. TEX. REV. CIV. STAT. ANN. art. 6252-17(a) § 8(a) (West Supp. 1992). In
Wisconsin. individuals may request that the Attorney General or District Altorney of the county in which the
records are located bring the mandamus action. WIS. STAT. ANN. § 19.37(l)(b) (West 1986) .
• 05 NEB. REV. STAT. § 84-712.03 (1988) enumerates all of these procedural safeguards.
'02
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Constitution, or in the court of appeals for the appellate district [the open
records law] allegedly was not complied with pursuant to its original
jurisdiction under Section 3 of Article IV, Ohio Constitution. 406
Apparently, injunctive relief by itself was not considered adequate in Ohio. The Senate
Bill which enacted this mandamus provision stated that it was an emergency measure
enacted to supersede State ex rei. Fostoria Daily Review Co. v. Fostoria Hospital
Ass'n: 407
[Unless] ... a civil action for a writ of mandamus available in all courts with
original jurisdiction [is] reestablished as the remedy to enforce the Public
Records Law, members of the general public could be denied access to
public records in violation of the Public Records Law, and have no recourse
other than to pursue an inad~quate, statutorily prescribed remedy in the
court of common pleas of injunctive relief, a fOifeiture of $1.000, and a
reasonable attorney's fees award. Therefore, this act shall go into immediate
effect. 408
To be a viable alternative, the mandamus action must include the procedural safeguards
available in actions for injunctive or declaratory relief.
(4) If the citizen prevails in the mandamus action, the district court
shall award court costs, damages, and attorneys fees.409
Office of Information Technology
If custodians are to manage the creation, storage, and retrieval of records most
efficiently in this complex, rapidly changing computer era, then expert help is necessary.
States must provide custodians with needed guidance from a state board or office whose
duty is to provide expertise in information technology. Having such a board or agency to
aid custodians is a clear trend among states. California offers statutes that give both the
rationale and detail for creating an office of technology.
8.(A) Legislative Findings. The Legislature finds that information
technology is an indispensable tool of modern government for the rapid
and efficient handling of data, records, communication, and transactions, and for assisting decisionmakers in carrying out their tasks and
responsibilities at all levels of government. The Legislature finds that
advances in information technology, such as automated office systems,
personal computers, electronic mail, and others, have the potential to
increase the productivity, efficiency, and responsiveness of the state's
operations. The Legislature finds that a need exists to consolidate and
integrate the state's policy and planning functions with regard to
information technology to ensure coordination of the state's information
technology needs. Therefore, the Legislature intends that the bodies in
the executive branch currently responsible for planning and overseeing

406
407
40X

409

OHIO REV. CODE ANN. § 149.43(C) (Anderson 1991).
512 N .E.2d 1176 (Ohio 1987).
1987 Ohio Legis. Servo S. 275 § 5 (Baldwin).
N.M. STAT. ANN. § 14-2-3 (Michie 1988).
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the acquisition of information technology be replaced by an Office of
Information Technology, whose purpose would be to identify new
applications for information technology, to improve productivity and
service to clients and to assist agencies in designing and implementing
the use of information technology.
(B) Legislative Intent. It is the intent of the Legislature:
(1) That there be specific objectives and definitive policies to guide
the development of information technology systems, procedures, and
techniques within the governmental sector.
(2) That policies and plans developed within state government
recognize fully the interrelationships and impact of state activities on
local governments and on agencies of the federal government, and that
these policies and plans represent the best interests of all of California's
citizens.
(3) That there be plans for enhancing the use of information
technology within state government, encompassing both short-term and
long-range needs, and that these plans be continually updated.
(4) That the plans provide for optimum utilization of information
technology equipment; maximum practical integration of information
technology systems; the establishment of service centers, as required, to
provide data processing services to units of state government as needed;
adherence to standards ensuring appropriate compatibility of systems
and interchange of data and information; and proper management
controls to ensure the most efficient, effective, and economical use of the
state's resources for information technology.
(5) That appropriate criteria be developed for cost sharing and
evaluation of effectiveness for the utilization of information technology
systems.
(6) That such goals as one-time collection of data, minimum
duplication of records, and maximum availability of information at
lowest overall cost will not jeopardize or compromise the confidentiality
of information as provided by statute or the protection of the right of
individual privacy as established by law.
(7) That state government participate with private industry, and
federal, state, and local governments in demonstrating or developing
advanced information technologies which offer the potential of
improving the efficiency and reducing the cost of state operation.
(C) Definitions.
(1) "Information technology" means all computerized and auxiliary
automated information handling, including systems design and analysis,
conversion of data, computer programming, information storage and
retrieval, voice, video, and data communications, requisite system
controls, simulation, and all related interactions between people and machines.
(2) "Office" means the Office of Information Technology.
(3) "Director" means the director of the office.
(D) Creation of Office of Information Technology; Appointment of
Director. There is in the Department of Finance an Office of Informa1.75
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tion Technology, whose director shall be appointed by the Governor,
who shall report directly to the Director of Finance, and who shall serve
at the pleasure of the Governor.
(E) Promotion oflnnovative Information Technologies. The director
shall develop plans and policies to support and promote the use of
innovative information technologies within state government as a means
of saving money, increasing worker productivity, improving state
services to the public, and demonstrating effective management tools.
The director shall recommend to the Governor, Legislature, Department
of General Services, and Department of Finance changes needed in state
policies to accomplish the purposes of this section.
(F) Development of Plans a~d Policies. The director shall continue
to develop plans and policies in a coordinated fashion regarding all of
the following:
(1) The state data centers, including the optimum size and degree
of centralization of the data centers.
(2) Information management personnel, including the training and
qualifications of such personnel.
.
(3) Office automation, including the use of personal computing and
electronic mail.
(G) Formation and Composition of committees. The director shall
form a user committee or committees which shall consist of representatives of departments engaged in the use of information technology. All
departments shall appoint a representative to the user committee or
committees who shall be a person knowledgeable about the application
of information technology in that department. The director shall publish
a plan for forming the committee, including a plan for yearly rotational
assignments to the committee, such that each department is represented
at least once every three years and no department is represented more
than three years in a row.
(H) Appointment of Representatives. The representatives appointed
to the user committee or committees shall be non-technical managers
who are accountable for program results. The director may provide for
the appointment of the data-processing personnel who are advisory ex
officio members, but such members shall have no voice in matters
considered before the committee.
(I) Purposes of Committees; Report to Legislature.
(1) The purpose of the user committee or committees shall be to

provide guidance and input to the director and other state officials, to
identify barriers preventing the optimum use of information
technology and management techniques, and to recommend changes
in policy, both legislative and administrative, necessary to remove
those barriers.
(2) The director, after consultation with the user committee, shall
submit to the Legislature by [date] a report concerning provisions of
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public access to non-confidential indexes and data banks through the
medium of telecommunications and remote computer terminals.
(3) The user committee shall make recommendations to the director
on what data should be accessible, and what provisions should be made
for security of confidential state data. The user committee shall make
recommendations on how to recover the costs of making provision for
public access. The user committee shall make recommendations on
studying the potential cost savings to state government from public
access provisions.
(J) Chairperson; Meetings. The user committee or committees shall

be chaired by the director and shall meet at his or her discretion, but
in any event not less than four times per year.
(K) Submission of Implementation Plan to Legislature. The office
shall submit to the Legislature by [date] an implementation plan which
does all of the following:
(1) Addresses findings and recommendations contained in the
Legislative Analyst's report entitled "The Utilization and
Management of Information Processing Technology in California
State Government."
(2) Provides for an effective planning, budgeting, and management
control system for coordinated development and utilization of
information technology in state government.
(3) Summarizes the specific plans and policies adopted by the office
for each of the areas of functional responsibility ....
(L) Director as Advocate. It is the intent of the Legislature that the
director shall be the state's advocate in the exploitation of information
technology to increase the effectiveness and efficiency of government
electronic data-processing services in program and support areas. The
office shall adopt procedures to carry out its advocacy role and shall
publish and maintain them in the State Administrative Manual.
(M) Budgeting and Control of Expenditures. It is the intent of the
Legislature that the director shall adopt policies and guidance to carry
out electronic data-processing budgeting and control of expenditure
responsibilities and shall publish and maintain them in the State
Administrative Manual. The office shall approve proposed expenditures
for electronic data processing only if these policies and procedures have
been met and followed.
(N) Equipment Management Revolving Fund. There is in the State
Treasury the Equipment Management Revolving Fund, hereafter
referred to as the "EMR Fund."
(0) Allocation of Funds. It is the intent of the Legislature that the
director shall actively promote maximum efficiency in the use of state
funds for information technology and information systems. The director
may allocate funds from the EMR Fund ... as a loan for the purchase
of leased information technology equipment and necessary ancillary
1.77
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operating equipment when it has been clearly demonstrated, in the
opinion of the director, that cost benefits to the state will be realized.
These allocations shall be made only in those instances in which no
other funds are reasonably available for those purposes, and not sooner
than 30 days after notification in writing of the necessity therefore has
been given to the chairperson of the committee of each house which
considers appropriations, and the chairperson of the Joint Legislative
Budget Committee, or sooner than such shorter time as the chairperson
of the Joint Legislative Budget Committee, or his or her designee, may
in each instance determine. The EMR Fund shall be repaid by the state
agency to which funds have been allocated, upon terms and conditions
as may be prescribed by the office.
(P) Duties of Director. The director shall do all of the following:
(1) Establish and maintain criteria for determining which data
center is to provide which data-processing service to each state
agency.
(2) Establish policies for the development, operation, maintenance
and performance management of data-processing information systems,
including, but not limited to, equipment, software, and data
communications.
(3) Establish and maintain criteria to be followed by state
government in participating with private industry, and federal, state,
and local government in demonstrating or developing advanced
information technologies.
(4) Establish and maintain the criteria to be followed by dataprocessing in each state agency in providing confidentiality and
security of data, and the security of data-processing facilities and
equipment.
(5) Establish policies and guidelines for the exchange of data
~etween data centers by intercoupling or telecommunications to
ensure that exchanges do not jeopardize data security and
confidentiality.
(6) Establish procedures to allow the Legislative Analyst to make
an analysis of programs and budgets and the Auditor General to
conduct audits utilizing data in the state data processing information
systems or as products of state data-processing information systems.
Information shall not be provided to the Legislative Analyst or the
Auditor General if specifically prohibited by federal law. These
policies and criteria shall be published and maintained in the State
Administrative Manual.
(Q) Transfer of Funds; Submission of Budget. It is the intent of the
Legislature:
(1) That on the effective date of this article, all resources budgeted
for the Department of Finance for support of the State Office of
Information Technology shall be transferred to the office.
(2) That resources currently budgeted to any state agencies and
departments may be transferred to the office pursuant to agreement
between the director and the relevant agency or department head.
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(3) That the office prepare and submit to the Legislature, through
the Department of Finance, a budget for consideration during the
hearings on the [year] fiscal year budget, to provide funding for the
[year] fiscal year sufficient to enable the office to adequately perform
its responsibilities in accordance with this chapter.
(R) Duties of Office of Information Technology.
(1) The Office of Information Technology shall do all of the
following:
(a) Develop the policies and standards to be followed in providing
for the confidentiality of information.
(b) Develop policies necessary to ensure the security of the state's
informational and physical assets.
(c) Develop policies to provide. for the preservation of the state's
information processing capability.
(d) Coordinate research and identify solutions to problems affecting
information security.
(e) Review and approve personal services contracts for information
security consulting services.
(f) Represent the state to the federal government, other agencies of
state government, local government entities, and private industry on
issues that have statewide impact on information security.
(g) [Review and advise the state archivist on developing policies and
monitoring] state agencies to ensure that agency business operations will
continue to function in the event of a disaster. [Bracketed language
substitutes for "Develop policies and monitor."]
(h) Review and advise on security plans concerning the location and
construction of information processing facilities for state agencies.
(i) Prepare policies and procedures for inclusion in the State
Administrative Manual for use by state agencies regarding the
applicable law relating to confidentiality and privacy of, and public
access to, information.
(2) State agencies shall notify the office of all incidents involving the
unauthorized intentional damage to, or modification or destruction of,
electronic information, and the damage to, or destruction or theft of,
data processing equipment, or the intentional damage to, or destruction
of, information processing facilities. The office shall investigate any
incident it deems necessary.
(S) Information Security Officer. The chief executive officer of
each state agency which uses, receives, or provides data-processing
services shall designate an information security officer who shall be
responsible for implementing state policies and standards regarding
the confidentiality and security of information pertaining to his
respective agency. Such policies and standards shall include, but are
not limited to, strict controls to prevent unauthorized access to data
maintained in computer files, program documentation, dataprocessing systems, data files, and data-processing equipment
physically located in such agency.
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(T) Contracts. Any contract entered into by any state agency which
includes provisions for data-processing systems design, programming,
documentation, conversion, equipment maintenance, and similar aspects
of data-processing services shall contain a provision requiring the
contractor and all of his staff working under such contract to maintain
all confidential information obtained as a result of such contract as
confidential and to not divulge such information to any other person or
entity.
(U) Exceptions. The provisions of this chapter shall not apply to the
[State] University, agencies provided for by ... the [State] Constitution,
or the [State] Legislature.4lo
Exceptions will have to be created for universities and their constitutionally
incorporated bodies.411
Florida is an example of a state with an established center to provide technological
expertise. In Florida, under the Department of General Services,
0

the Division of Information Services is responsible for the management and
operation of the Administrative Management Information Center (AMIC).
The center operates as an Information System Utility to provide effective
and efficient computer services to state agencies. The director is responsible
for administering and directing the division, which consists of four
bureaus ....412
The Division's Bureau of Computer Services "provides computer operations services by
maintaining three computer platforms and peripheral devices for use by the agencies. A
full range of production control and associated data entry services are also provided to
agencies. ,,413 The Bureau of Technical Services "provides system and data
communication software support required to maintain AMIC's multi-vendor computer
config~rations and communication network. User agency systems personnel are also
provided support services for UNISYS, IBM, and Digital software. ,,414 The Bureau of
Systems Development "provides application support services in the areas of feasibility
studies, analysis, design, development, implementation and maintenance on existing and
new applications for state agencies utilizing the bureau's services. ,,415 The Bureau of
Client Services "provides client relations and consulting services to assure maximum
service to state agencies. The bureau provides a full range of use assistance activities
which include a help desk, a technical library, training, office automation assistance,
personal computer assistance and communication support.' ,416 Other examples of efforts
to centralize technological information include Virginia's Innovative Technology Authority

410

CAL. Gov'T CODE §§ 11700-11791 (West 1992).

411

See, e.g., Board of Regents v. Exon, 256 N.W.2d 330 (Neb. 1977) (Nebraska statute, establishing a

central data-processing division, held not applicable to Board of Regents, which cannot delegate its constitutional powers and duties to other officers or agencies).
412 FLA. ADMIN. CODE ANN. r. 13-1.005 (1992).
413/do
4141do
415/do

4161do
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Act,417 Kentucky's Information Systems Commission4IH as well as its Communications
Advisory Council,m and Nebraska's Central Data Processing Division.~20

Preservation and Destruction of Records
9. (A) Any person who shall willfully mutilate, destroy, transfer,
remove, damage, or otherwise dispose of [public] records or any part of
such records, except as provided by law, and any person who shall
retain and continue to hold the possession of any such records, or parts
thereof, belonging to the state government or to any local political
subdivision, and shall refuse to deliver up such records, or parts thereof,
to the proper official under whose authority such records belong, upon
demand being made by such officer or, in cases of a defunct office, to
the succeeding agency or to the state archives ... shall be guilty of
a ... misdemeanor.421
(B) The State Records Administrator, or any official under whose
authority such records belong, shall report to the proper county
attorney any supposed violation of 9(A) that in its judgment warrants
prosecution. It shall be the duty of the several county attorneys to
investigate supposed violations of such section and to prosecute
violations of such section.422
This section makes clear to the official ultimately responsible for preserving records
that he or she has a duty to report willful destruction or removal of records that the
official considers worthy of prosecution. And the section also makes clear to the
prosecutor that if the official has decided that the willful action warrants prosecution, then
the prosecutor must, at a minimum, investigate "supposed" violations. If the prosecutor
finds there is a violation, the prosecutor then has the duty to prosecute. By using the
language of this section, government is clearly stating that it values its records and that
those who intentionally damage or displace this valuable-and often irreplaceable-resource
can suffer criminal prosection.

4\7 VA. CODE ANN. §§ 9-250 to 9-252 (Michie 1984) (addressing need to expand knowledge pertaining
to scientific and technological research and development among public and private entities, including, but
not limited to, knowledge in the areas of infonnation technology).
4\8 Ky. REV. STAT. ANN. §§ 61.945 to 61.950 (MichielBobbs-Merrill 1986). The Commission's duties
include "[rJecommending procedures and legislation to improve the accessibility of machine readable public
records" and "[rJecommending procedures and legislation to insure the privacy of individuals. with
particular emphasis on the potential for invasion of individual privacy." Also, "[tJhe commission shall have
a pennanent staff to assist it in the fonnulation of the statewide electronic data processing plan and to
provide necessary support for its research activities." § 61.950(b)-(d).
4\9 § 61.955 ("for the development and coordination of statewide communications plans for the effective
and efficient use of communications technology within state government").
420 NEB. REV. STAT. § 81-1116.02 (1991) (providing centralized. coordinated. and efficient data
processing services to all state agencies and to prevent the proliferation and duplication of data processing
equipment and applications in state government).
42\ NEB. REV. STAT. § 84-1213 (1991) (substituting "public" records for "such" records where "such"
refers to "[aJIl records made or received by or under the authority of. or coming into the custody. control. or
possession of agencies ").
422 NEB. REV. STAT. § 84-1213.01099\).
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Alternative [or Addition] to 9423
9. (A) All records are the property of the public office concerned
and shall not be removed, destroyed, mutilated, transferred, or
otherwise damaged or disposed of, in whole or in part, except as
provided by law or under the rules adopted by the [state archivist].424
Such records shall be delivered by outgoing officials and employees to
their successors and shall not be otherwise removed, transferred, or
destroyed unlawfully.
(B) Any person who is aggrieved by the removal, destruction,
mutilation, or transfer of, or by other damage to or disposition of a
record in violation of division (A) of this section, or by threat of such
removal, destruction, mutilation, transfer, or other damage to or
disposition of such a record, may commence either or both of the
following in the court of common pleas of the county in which division
(A) of this section allegedly was violated or is threatened to be violated:
(1) A civil action for injunctive relief to compel compliance with
division (A) of this section, and to obtain an award of the reasonable
attorney's fees incurred by the person in the civil action;
(2) A civil action to recover a forfeiture in the amount of $1,000 for
each violation, and to obtain an award of the reasonable attorney's fees
incurred by the person in the civil action.425
(C) Essential Records.
(1) Designat~on of Essential Records. In order to provide for the
continuity and preservation of civil government, each elected and
appointed officer of the state shall designate those public documents
which are essential records of his [or her] office and needed in an
emergency and for the reestablishment of normal operations after any
s~ch emergency. A list of such records shall be forwarded to the state
archivist on forms prescribed by the state archivist. This list shall be

423 Many states have criminal statutes which cover tampering with computer data. If criminal statutes
seem adequate to cover all records. the following altemative alone could be used. If not. add (B) to 9 above.
424 The precise title of this official. board. or agency will depend upon state structure.
42.1 OHIO REV. CODE ANN. § 149.351 (Anderson 1991). For an indication of the varying scope of
punishments in different states. see. CONN. GEN. STAT. ANN. § 1-2Ik(a) (West 1992) (willful destruction or
mutilation is a class A misdemeanor and each such occurrence a separate offense); GA. CODE ANN. § 50-18102(c) (1992) ("The alienation. alteration. theft. or destruction of records by any person or persons in a
manner not authorized by an applicable retention schedule is a misdemeanor."); MASS. GEN. LAWS ANN. ch.
66. § 15 (West 1992) (establishes a fine of $10 to $500. imprisonment of up to a year, or both); N.J. STAT.
ANN. § 47:3-29 (West 1992) (makes malicious removal. alteration or destruction a "high misdemeanor");
N.C. GEN. STAT. § 132-3 (1991) ("Whoever unlawfully removes a public record from the office where it is
usually kept. or alters. defaces. mutilates or destroys it shall be guilty of a misdemeanor and upon conviction
fined not less than ten dollars ($10.00) nor more than five hundred dollars ($500.00). "); R.I. GEN. LAWS §
38-1-2 (1991) (anyone who has public records and who refuses to return them within ten days "shall" be
fined up to $500 and imprisoned up to five years); S.C. CODE ANN. § 30-1-30 (Law. Co-op. 1991) (unlawful
removal or mutilation is a misdemeanor with $50-$500 fine); S.D. CODIFIED LAWS ANN. § 1-27-10 (1992)
(says files "may not be mutilated. destroyed. transferred. removed, or otherwise damaged or disposed of."'
but adds no penalties (no teeth»; TEX. REV. CIV. STAT. ANN. art. 6252-17a(l2) (West 1992) (for anyone
who "wilfully destroys. mutilates. removes without permission ... or alters public records." punishment is
$25-$4.000 in fines, three days to three months in jail. or both).
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reviewed at least annually by the elected or appointed officer to insure
its completeness. Any changes or revisions following this review shall be
forwarded to the state archivist. Each such elected and appointed officer
of state government shall insure that the security of essential records of
his office is by the most economical means commensurate with adequate
protection. Protection of essential records may be by vaulting, planned
or natural dispersal of copies, or any other method approved by the
state archivist [in consultation with the Director of the Office of
Information Technology]. Reproductions of essential records may be by
photo copy, magnetic tape, microfilm or other method approved by the
state archivist [in consultation with the Director of the Office of
Information Technology]. Local government offices may coordinate the
protection of their essential records with the state archivist as necessary
to provide continuity of local government under emergency conditions. 426
Several examples will indicate how widely states vary on how much they centralize
or decentralize decision making. Many states have instituted boards or agencies to provide
expertise in record management matters such as protection, reproduction, or destruction
of records. For instance, in North Carolina, selection and preservation of essential records
will be under the guidance of the Department of Cultural Resources.427 Montana, on the
other hand, requires that "Each elected and appointed officer of state government shall
insure th~t the security of essential records is accomplished by the most economical means
possible. ,,428 Minnesota makes record preservation at the local level optional: "Every
county, municipality, or other subdivision may institute a program," which must receive
approval from the commissioner of administration. 429 How much a state would want to
centralize or decentralize its boards or offices which provide expertise depends on an
interplay of a variety of factors, including sheer geographical size of the state, density of
the population, and volume of records generated. Existing state governmental structure
may make such a board or office work better as a free-standing entity or as a division
within another department, such as the department of education or department of state.
While a variety of organizational structures could work to accomplish the ends of
appropriate protection, reproduction, and destruction of records, adequate guidelines within
which the boards or offices work are imperative. A conservative approach-conserving
records when in doubt-clearly is the least risky course. Once records are destroyed,
whether through neglect or purposeful activity, they are lost forever, of course. Keeping
records which later prove valueless results in some clutter, but destroying records which
later prove valuable destroys a resource to which our posterity has a right. Given the
irreplaceable nature of records, legislators may well want to establish a minimum number
of years for which various documents must be kept. Legislators may also want to establish
minimum conditions under which records must be kept. 430 The argument against
establishing minimums is that the legislature is substituting its judgment for that of the

~26

WASH. REV. CODE ANN. § 40.10.020 (West 1992).
N.C. GEN. STAT. § 132-8.2 (1991).
~2R MONT. CODE ANN. §§ 2-6-206 (I), (2) (1991).
~~9 MINN. STAT. ANN. § 138.17 (West 1992) (explicitly mentioning "nuclear" as well as "natural
disaster" as reasons for its program to preserve essential records).
~JO One surefire means of protecting records is the use of fireproof vaults. See. e.g., FLA. STAT. ch.
119.031 (1991); MASS. ANN. LAWS ch. 66, §§ 11, 12 (Law. Co-op. 1992); N.H. REV. STAT. ANN. § 41:59
(1991); N.C. GEN. STAT. § 132-7 (1991); R.I. GEN. LAWS §§ 38-1-3, 4 (1991).
·127
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experts it hires. The argument for establishing minimums, however, is that conserving
such a precious public resource is a duty so solemn that elected legislators dare not
delegate the duty.
A survey of state laws reveal that states are cognizant of the need for a deliberate
policy and have designated policy makers in the area of record preservation, reproduction,
and destruction.43I

431 ALA. CODE § 41-13-20 (1992) provides for both a "state records commission" and a single "local
government records commission" to determine what records will be "preserved or destroyed." Section 4113-22 provides that the Department of Archives and History may give advice and assistance to custodians of
public records. ALASKA STAT. §§ 40.21.010, .020 (1991) establish within the Department of Education, the
Alaska State Archives to manage both state and local public records. CONN. GEN. STAT. ANN. § 1-16 (West
1992) says:
Any officer of the state or any political subdivision thereof, any judge of probate, and any
person, corporation or association required to keep records, papers or documents may cause
any or all such records, paper or documents to be photographed, microphotographed or
reproduced on film .... The original records, papers or documents so reproduced may be
disposed of in such manner as may meet the approval of the head of the political
subdivision in charge thereof, or the probate court administrator in the case of probate
records, with the approval of the public records administrator. All other original records,
papers or documents so reproduced may be disposed of at the option of the keeper thereof.
DEL. CODE ANN. tit 29, §§ 522, 523 (1991) provide for both a "state records commission," and a single
"local records commission." FLA. STAT. ANN. § 119.09 (West 1992) says:
The Division of Library and Information Services, records and information management program, of the Department of State shall have the right to examine into the condition of public
records and shall give advice and assistance to public officials in the solution of their
problems of preserving, creating, filing, and making available to the public records in their
custody. Public officials shall assist the division by preparing an inclusive inventory of
categories of public records in their custody.
Furthermore, the division shall establish a time period for the retention or disposal of each series of records.
§ 119.01(2). And "[a]1I agencies" will follow the divisions' retention schedules. § 119.041. GA. CODE ANN.
§ 50-18-92 (1992) establishes a State Records Committee which has the "duty ... to review, approve,
disapprove, amend, or modify retention schedules submitted by agency heads, school boards, county governments, and. municipal governments through the department for the disposition of records based on
administrative, legal, fiscal, or historical values." See a/so IND. CODE ANN. § 5-15-1-1 (West 1992) (state
commission on public records and commission on public records for each county); KAN. STAT. ANN. §§ 45404(a), (b) (1990) ("state records board" to "[a]pprove or mOdify retention and disposition schedules and
records manuals" for the state and counties); KAN. STAT. ANN. § 75-4701 (1990) ("division of information
systems and communications," part of the department of administration); LA. REV. STAT. ANN. § 44:40
(West 1992) (formal records retention schedules-other than conveyance, probate, mortgage, or other
permanent records required by existing law to be kept for all time-shall be developed and approved by the
state archivist and director of the division of archives, records management, and history of the Department of
State); MONT. CODE ANN. § 2-6-204 (1991) ("state records committee" to decide upon retention schedules);
NEV. REV. STAT. ANN. § 239.080 (Michie 1991) ("state board of examiners" approves disposition
schedules); N.J. REV. STAT. ANN. § 47:3-26 (West 1992) (Bureau of Archives and History in the Department of Education, with approval of State Records Committee establishes standards for "preservation,
examination, and use" and "destruction or other disposition" of all public records); N.M. STAT. ANN. § 143-3 (Michie 1992) (state commission of public records); OHIO REV. CODE ANN. § 149.33 (Anderson 1991)
(state records administration); R.l. GEN. LAWS §§ 38-3-1, II (1991) (Public Records Administration has
right to examine condition of public records and shall give advice and assistance to public officials in
solution of problems of preserving, creating, filing, and making available public records in their custody);
S.c. CODE ANN. § 30-1-80 (Law Co-op. 1991) (records management program for application of efficient and
economical management methods and creation, utilization, maintenance, retention, preservation. and disposal
of public records administered by the Archives); S.D. CODIFIED LAWS ANN. § 1-27-11 (1992) (state board
"will apply efficient and economical management methods to the creation. utilization. maintenance.
retention, preservation and disposal of state records"); TENN. CODE ANN. § 10-7-301 (1992) (Public Records
Commission for management of state records); WASH. REV. CODE § 40.14.050 (1991) (records committee
··shall ... approve. modify, or disapprove the. recommendations on retention schedules of all files of public
records and to act upon requests to destroy any public record: Pr01'ided, that any modification of a request
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(2) Reproduction of Essential Records by State Archivist. The state
archivist is authorized to reproduce those documents designated as
essential records by the several elected and appointed officials of the
state and local government by [electro-magnetic means or by] microfilm
or other miniature photographic process and to assist and cooperate in
the storage and safeguarding of such reproductions in such place as is
recommended by the state archivist with the advice of the [Director of
the Office of Information Technology]. The state archivist shall
coordinate the essential records protection program and shall carry out
the provisions of the state emergency plan as they relate to the
preservation of essential records. The state archivist is authorized to
charge the several departments of the state and local government the
actual cost incurred in reproducing, storing and safeguarding such
documents: Provided, That nothing nerein shall authorize the destruction
of the originals of such documents after reproduction thereof'~32
Statutes on destruction of records vary widely. For instance. Alabama allows the
Department of Revenue to store data on electronic media and computer output microfilm
and, after validation of accuracy, to destroy the original documents. m Utah, however,
says, "No public records shall be destroyed or otherwise disposed of by any state agency
unless it is determined by the archivist and the records committee that the record has no
further adminil>trative, legal, fiscal, research, or historical value.' ,434 In an interesting
twist, Tennessee, which requires that public records have an index, allows use of a
computer index, but not hardcopy printouts. 435 A computer index is acceptable, but a
"security copy" must be made and two paper copies must be made at least weekly, and
one of the paper copies has to be stored somewhere other than in the register's office. 436
Showing faith in computerized records, South Dakota law says: "To the extent an office
is computerized, the office need not keep a hard, paper copy. ,,437
Given the irreplaceable nature of records, liberal destruction seems foolhardy and
adequate back-up seems sensible. Records are a natural resource for our progeny.
Decisions that records are worthless and that they should be destroyed, when made by one
generation, necessarily bind all succeeding generations-generations which might not agree.
Destruction must not be entered into lightly, and faith in computerized records must be

or recommendation must be approved by the head of the agency originating the request or
recommendation") (emphasis added).
432 WASH. REV. CODE § 40.10.020 (1991) (substituting "Director of the Office of Information
Technology" for "director of community development") (emphasis added).
433 ALA. CODE § 40-2-12 (1992).
434 UTAH CODE ANN. § 63-2-73 (1989).
435 TENN. CODE ANN. § 1O-7-202(b) (1992).
436 § 1O-7-202(b). See also ARIZ. REV. STAT. ANN. § 11-479 (1991) (The county recorder may destroy
any or all of the filed papers or record books created by handwriting, by typing on printed forms, by
typewriting or by photostatic or photographic methods in the recorder's official custody. except federal tax
lien notices when certain conditions are met.); IOWA CODE § 602.8103.3 (1991) (allowing destruction of
original court records-with court approval-and marriage and dissolution books if the information is stored in
computers): NEV. REV. STAT. ANN. § 239.051.1 (Michie 1991) (allowing destruction of virtually any originals if records are on microphotographic film or if the information has been entered into a computer system);
WIS. STAT. ANN. § 59.715(12)(16) (West 1989-1990) (allowing "obsolete county records" to be destroyed
"whenever necessary to gain needed vault and filing space," so long as specific records ha\'e been kept for
a designated number of years; e.g., dog-license records could be destroyed after three years. tax receipts after
15).
m S.D. CODIFIED LAWS ANN. § 6-1-11 (1992).
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tempered by the fact that lack of expertise by one individual could result in tli~
inadvertent destruction and loss of significant records. 4JR

(3) Reproduction Standards. Whenever any officer of the
state ••. any political subdivision, municipal corporation, or public
corporation is required or authorized by law to record, copy, file,
recopy, or replace any document, plat, paper, voucher, receipt, or book
on file or of record in his office he [or she] may do so by photostatic,
microphotographic, microfilm, or other mechanical process which
produces a clear, accurate, and permanent copy or reproduction of the
original in accordance with the standards not less than those approved
for permanent records by the national bureau of standards or the
American National Standards Association.4J9
(4) Signatures on record~ need not be placed on the computer
storage devices. 440
This statute recognizes the practical difficulty of trying to place signatures on records
stored in computers. Signatures can be placed on computerized records through use of
optical scanners; however, requiring use of such scanners could be burdensome in tenns
of time and money.

(5) A recording officer adopting a system which includes the photographic process or the microphotographic process shall thereafter cause
all records made by either of said processes to be inspected at least once
in every three years, correct any fading or otherwise faulty records and
make report of such inspection and correction to the supervisor of
records.441
(6) The [superior, district, circuit] court shall have jurisdiction in
mandamus, on petition of the supervisor of records .•• to order
compliance with the provisions of this section.442
(7) No authority may destroy any record at any time after the
receipt of a request for inspection or copying of the record ..• until after
the request is granted or until at least 60 days after the date that the
request is denied. If a [court] action is commenced [challenging the
denial], the requested record may not be destroyed until after the order
of he court in relation to such record is issued and the deadline for

See Howe supra note 101 on the IRS inadvertently wiping out 10,000 tax records.
S.D. CODIFIED LAWS ANN. § 1-27-4 (1992). See also CONN. GEN. STAT. ANN. § 1-9 (1990) (specifies
"American national standards for permanent paper"); LA. REV. STAT. ANN. § 44:415 (West 1992)
(microphotographic or electronic digitizing processes must comply with standards established by the division
of archives, records management, and history of the Department of State); N.M. STAT. ANN. § 14-8-7
(Michie 1992) ("shall be the duty of county clerks in this state to use either a good grade of nonfadeable
permanent black ink or a good grade of black record typewritten ribbon in recording all instruments of
writing which by law they are required to record"); NEV. REV. STAT. ANN. § 239.051(2) (Michie 1991)
(microphotographs must be made on film approved by the American National Standards Institute); PA. STAT.
ANN. tit. 65, §§ 63.1. 65.1 (1990) (specifies "microcopy or reproduction" meeting standards of the National
Bureau of Standards); UTAH CODE ANN. §§ 63-2-70, 71 (1989) (specifies the standards of the American
National Standards Association and adds the Association for Information and Image Management).
440 ARIZ. REV. STAT. ANN. § 28-110(E) (1991).
441 MASS. GEN. LAWS ANN. ch. 66, § 3 (West 1988).
442 § 4.
438
439
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appealing that order has passed, or, if appeal, until after the order of
the court hearing the appeal is issued. If the court orders the production
of any record and the order is not appealed, the requested record may
not be destroyed until after the request for inspection or copying is
granted. 443
(8) A copy of a record destroyed under the provisions of this
chapter shall be receivable in evidence in any court or proceeding and
shall have the same force and effect as the original record.
IV. CONCLUSION

As computer technology hurtles forward, it is important that laws not lag too far
behind. For society to realize fully the benefits of technological advancement for access
to public information, progressive laws are. a necessity. Laws must be designed in light
of technology. Otherwise, Francis Bacon's equation-"knowledge is power"-appears only
as a mockery from the past. "Knowledge is power" only works in the realm of computer
technology if laws give computers and their operators freedom to work. But too often
computer technology and laws on access are out of harmony. The two need to work
together to enhance our open society.
. Legislators must not look to the courts to create harmony where technology and the
law of access lack synchrony. As courts work to interpret inadequate statutes, they
sometimes look favorably on persons wanting access to computer tapes, sometimes not.
If courts start with comprehensive statutes when considering access to computerized
information, requesters stand a better chance of quick, favorable outcomes. Or better yet,
persons requesting computerized information will not have to go to court at all because
the statutes so clearly authorize access. Ideally, for requesters of computerized
information, the information will be produced quickly, cheaply, and in the form the
requester wishes. The ultimate in ease, of course, is on-line access, and it is a growing
trend.
But pitted against a dream of information utopia is the growing reality of privatization
of government information and of increased privacy concerns. Governments' increasing
practice of turning over information to private organizations and thus forcing individuals
to gain access to public records by paying these private organizations could erect a
financial barrier to access. Growing concerns over privacy could lead to greater erosion
of information designated as public. Individuals who are concerned about access to
information must be vigilant about the posting of the signs of denial-Warning: Privately
owned or Warning: Private, period.
.'
This is not to say that all information collected by government should be public.
Certainly the government does collect information, such as medical information. that must
remain off-limits to public perusal. And, in guarding rightful privacy interests, government
must guard against collecting information for one purpose and then thoughtlessly turning
it over to others to be used for vastly different purposes. But government should avoid
posting "Keep Out!" signs unless excluded information clearly warrants such restriction.
If legislators are to take seriously their duty to open up government as much as
possible within the rightful limits of privacy protection, then they must clean out the
cobwebs of the Gutenberg era. Legislative housekeeping in the area of access demands
a focused perusal of statutes that are anachronisms in this post-Gutenberg era of
information technology. Tightening a phrase here, loosening one there, wholesale tossing

JJ.'

WIS. STAT. ANN.

§ \9.35(5) (West \986).
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out of the old legislative trappings that only made sense in a paper world-whatever it
takes-legislators need to rise to the challenge of the age of computerized infonnation. The
alternative is senseless frustration and hardship in an information era that should facilitate
easy record creation, storage, and retrieval.
This paper has presented a dozen elements legislation must contain to allow easy
access to computerized infonnation-a definition of "public record" that is broad enough
to include computerized records, not just paper ones; a background presumption that
infonnation is indeed open to the public; redaction, so that mixed infonnation (private and
public) can be separated and the requester can gain access to the public infonnation;
access to all, without regard to purpose but with regard to instruction, if necessary; costeffective access; tailored access; functional availability of all infonnation stored within
computers; timely access; a board or agency to provide expertise to the guardians of
records; regulations on storage of our precious legacy of records; regulations on the
destruction of records no longer deemeq a necessary part of that legacy; and sanctionsteeth-to ensure that the guardians share the rich resource of records with individuals
making rightful requests.
As always, in a nation as large as the United States, comprised of fifty states of vastly
differing size and population density, with fifty different variations on the theme of
government structure, some organizational features must vary. For instance, infonnation
technology decisions that require great expertise might be made by a free-standing board
in one state and by a division in a governmental department in another. The precise
organizational niche where the work originates is not important so long as the work is
done-so long as the national treasure of records is gathered, stored, and shared in an
increasingly optimal fashion.
The goal of easy access to public records was never nearly so attainable in the world
of paper and file drawers and endless searches by hand as it is now. Technology has
created the door to easy access. Now laws must let requesters pass through that door and
out of the confines of the Gutenberg age. "Sunshine law" is an apt metaphor for laws
on access to infonnation, especially in the computer era. As legislators work to increase
the. sunshine in the law, they might well recall the words of Walt Whitman, "I think
heroic deeds were all conceiv'd in the open air.... 444

444

1 WALT WHITMAN. THE COMPLETE WRITINGS OF WALT WHITMAN 180 (1902).
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SOURCES OF RIGHTS TO ACCESS PUBLIC INFORMATION
Henry H. Perritt, Jr. 1

I. INTRODUCTION
Public information is valuable, both economically and as a raw material of democratic
government. Public and private sector publishers long have earned a return by selling public
information.1 The prospect of selling some public information and a reluctance to have other public
information widely known tempts governments and their contractors to restrict access.
The temptations are the same at the federal, state, and municipal levels of both the United States
and European governments/ though the legal frameworks may differ. This Article analyzes the legal
issues involved when government entities want to restrict access to their information, either to prevent
embarrassment or to keep others from undercutting their revenue expectations from the sale of public
information. The Article mobilizes the legal arguments entitling members of the public, including
publishers, to access and emphasizes the clash of interests when a government seeks to sponsor a
monopoly for access to information in electronic formats. It is in this conflict of interests that new
revenue-seeking temptations present the strongest threat to access.
This Article confronts the central tension between the Freedom of Information Act (FOIAt and
similar state public records laws on the one hand, and intellectual property law on the other. FOIA and
similar state lawss make it difficult to set up state-sanctioned monopolies for the sale of public
information. Conversely, intellectual property protection makes it easier to set up state-sanctioned
monopolies. Even though literal interpretation of freedom of Information statutes and the Copyright Act
seem to permit state-sanctioned monopolies, the First Amendment and the Patents and Copyrights Clause
of the United States Constitution impose significant restrictions on government efforts to block access
and redissemination of public information. In addition to limitations on intellectual property law, antitrust
law enters into the legal equation when government seeks not to withhold information altogether, but to
sponsor a monopoly over public information.
In order to provide an appropriate technological and economic context for the legal analysis to
follow, this Article begins by explaining the prevalent arrangements for electronic dissemination of public
information. It then reviews some microeconomic principles to facilitate evaluation of the various
technological approaches.
II. TECHNOLOGIES FOR PUBLISHING PUBLIC INFORMATION
Publications containing public information have distinct attributes of value for users. At the core
is raw content. This is the basic message or data, with nothing added to help users find, retrieve, keep,
or browse for particular pieces of information. 6 Virtually all information products have something added

1 Professor of Law, Villanova University School of Law. Member of the bar, Virginia, Pennsylvania, District of Columbia,
Maryland, United States Supreme Court. The author appreciates research assistance from his law clerks, Timothy McDonough,
Class of 1995, and Thomas Thistle, Class of 1996, Villanova University School of Law.
2 A number of colonial printers, including Benjamin Franklin, got their start by contracting to print the laws of provencial
assemblies.
3 See Henry H. Perritt, Jr., Commercialization of Government Information: Comparisons Between the European
Community and the United States, 4 INTERNET REsEARCH 7 (1994).
4

5 u.s.c.

§ 552 (1988 & Supp. V 1993).

5 Terminology differs from state to state. For convenience, this Article refers to the federal FOIA and similar state
statutes as "FOI statutes. n

6

An example would be an ASCII me (a raw text file readable by a desktop computer word processing program) of a
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to the raw content. Most products have at least some "chunking" and "tagging" value added. In the print
technologies, chunking and tagging value comprises page breaks, running headers and footers, headlines,
and subtitles. With digital computer technologies, chunking and tagging value includes things like record
and file boundaries, paragraph breaks, and computer readable tags that can be accessed from elsewhere.
In addition, more sophisticated products have "pointers,· which either point to other parts of the same
document, as in a table of contents, index, or cross reference; 7 or point to a different document, as in
a conventional footnote reference, or an HTML reference to another resource on the Internet in the World
Wide Web. 8 Beyond that are the less tangible kinds of value added features, like extra copies, 9
availability at other 10cations,10 integrity assurance, billing and collection value, II and promotional
capabilities. 12
With print publishing technologies, the publisher bundles most of these attributes of value and
the consumer buys the entire bundle from that publisher. Digital computer technologies, particularly as
they are implemented or distributed, and open systems like the Internet, permit unbundling of the
attributes of value so that one supplier may supply only raw content, and another may make available one
or more other value added attributes such as pointers that the user combines with the raw content on
demand. 13 Still other suppliers might make available billing and collection valuel4 or promotion value.
This facilitation for unbundling the value added elements in publishing drastically changes the
economics of publishing. In fact, it has already contributed to a more competitive marketplace with lower
barriers to entry. 15 With Internet technology, a would-be publisher needs only the capital to establish a
server that adds a particular type of value, and not the capacity to own the content and other types of
value, or to provide a full range of subject matter. The Internet thus provides demand economies of
scope. 16 A good example of the attractiveness of Internet technology is the "Thomas" system

statute.
7

These internal references are known as internal pointers.

8

Pointers that refer to other documents are known as external pointers.

9

The benefit of having extra copies is known as duplication value.

10

This benefit is known as distribution value.

11 Billing and collection value might seem to shift points of view because it seems more valuable to the seller than to
the purchaser. On the other hand, billing and collection value make it easier for the purchaser to buy something on the spot
and therefore can be viewed as a form of value to the purchaser as well as the seller.

12 Marketing represents promotion value. The array of added value elements is developed more fully in Henry H.
Perritt, Jr., Unbundling Value in Electronic Information Products: InJelJectual Property Protectionfor Machine Readable
InJer/aces, 20 RtrrGERS COMPUTER & TEcH. L.J. 415 (1994).
13 For example, a page on a World Wide Web server or a cluster of Gopher menu items exemplify fonns of pure
pointers value. World Wide Web and Gopher are applications for infonnation organization and retrieval on the Internet.
14 Marvin A. Sirbu and other researchers at Carnegie Mellon University have proposed a billing and collection server
that would use public key encryption to facilitate charging for resources obtained through the Internet. See Marvin A. Sirbu,
InJernet Billing Service Design and Prototype bnplemenJation, in PROCEEDINGS, TEcHNOLOOICALSTRATEGlES FOR
PROTECl1NG INTELLECTUAL PROPERTY IN THE NETWORKED MULTIMEDIA ENVIRONMENT 67 (Harvard Kennedy School of
Government & MIT Program on Digital Open High-Resolution Systems 1994).

15

16 Economies of scope exist when the per unit cost is lowered due to a greater variety of unit types available from the
same supplier. Demand economies of scope exist when the purchaser experiences an economies of scope situation. In other
words, in traditional publishing, demand economies of scope exist for a bookstore because a user faces lower per unit
transaction cost by buying from a bookstore that has a wide variety of materials instead of having to go to the one bookstore
for The New York Tunes, another for The Washington Post, and another for Newsweek Magazine. See F. SCHERER & D.
Ross, INDUSTRIAL MARKET STRUCTIJRE AND ECONOMIC PERFORMANCE 100-102 (3d ed. 1990) (explaining economies of
scope). See generally David J. Teece, Economies of Scope and the Scope of the EnJerprise, 1 J. ECON. BEHAv. & ORG. 233
(1980) (stating that enterprise is scope detennined by transaction costs and realization of economies associated with the
simultaneous supply of input common to processes for producing distinct outputs); David J. Teece, Towards an Economic
Theory of the Mu/Jiproduct Finn, 3 J. ECON. BEHAv. & ORG. 39 (1982) (exploring economies of scope for different inputs).
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established by the Library of Congress to make Congressional materials available in full text.!7 Thomas
uses a World Wide Web technology on the Internet;8 was established in a matter of weeks, and is free,
contrasted with the more limited service of the Government Printing Office which uses mostly dial up
access, and was established over a period of several years.!9
The increased likelihood of unbundling the value-added attributes in electronic publishing has
particular implications for the publishing of public information. Public information is special in that its
raw content is generally considered to be nonproprietary because it is owned by governmental entities
which either created it or collected it under legal mandates, whereas most other attributes of value are
usually added by private publishers who own intellectual property rights in at least some of the value
added features.20 Under more traditional technologies in which the value added features were bundled
with and made practically inseparable from the content to which they were attached, the publisher gained
de facto intellectual property protection for the entire bundle, including the content. 2! Under more
recent Internet and Internet-like technologies,22 the content can remain easily accessible to end users and
intermediaries alike, while the value-added contributions of entrepreneurs is protected appropriately.23

m.

INFORMATION POLICY PRINCIPLES

To realize the improvements in public access and in the use of public information which
technology makes possible, federal, state, and local governments must adopt and implement two key
policy precepts. First, they must make electronic formats available when they exist. Second, they must
allow for, and promote, a diversity of channels and sources of public information. 24
The first principle, that electronic formats should be made available, is consistent with a policy
statement adopted by the American Bar Association in 1990,25 recommendations adopted by the
Administrative Conference of the United States,26 policies adopted by the President's Office of

17

Thomas is reachable through the World Wide Web at http://thomas.loc.gov/.

18 See generally Gingrich InauguraJes Thomas: Republicans to Rethink Access to Government Info, 5 ELECTRONIC
PUB. INFo. NEWSL., Jan. 13, 1995, at 1-3 (describing the Thomas system as running on an RISC-Chip Unix platform
operating through a Tl connection to the Internet).
19

20
11 The Supreme Court's decision in Feist v. Rural Telephone Service Co., 499 U.S. 340 (1991) (holding that the
research invovled in assembling factual information-"sweat of the brow"-is not protected by copyright), is not at odds with
this premise. The point is not that the raw content is necessarily protected by intellectual property (that proposition is
explored much more thoroughly in other parts of this Article), but rather that the protection of value added attributes
extends to the content because it is more difficult to separate the value added attributes from the content.

n The key features of the Internet in this respect are its non-proprietary standards for packet communication and
connections, and its common name and address space. These features make possible a worldwide distributed information
system, functioning as an electronic marketplace, production line, and town hall.

23
24 See generally Henry H. Perritt, Jr., PUBLIC INFORMATION IN THE NATIONAL INFORMATION INFRASTRUcruRE,
Report to the Regulatory Information Service Center, General Services Administration, and to the Administrator of the
Office of Information and Regulatory Affairs, Office of Management and Budget (May 20, 1994) (commissioned, but not
necessarily endorsed, by the recipients).
15 ABA Recommendation No. 102, adopted by the American Bar Association House of Delegates, August, 1990
(guidelines for applying Freedom of Information Act to electronic formats); ABA Recommendation No. I09C, adopted by
the House of Delegates of the American Bar Association, August 12-13 (1991) (guidelines for federal and state agency
dissemination of public information in electronic form). Both ABA recommendations are available in full text for viewing or
downloading from the World Wide Web at http://www.law.vill.edu/Abaiadminlaw.html.

16 1 C.F.R. § 305.88-10 (1993) Federal; See Henry H. Perritt, Jr., Electronic Acquisition and Release of Federal
Agency Information: An Analysis of ACUS Recommendations, 41 ADMIN. L. REv. 253 (1989) (explanation of
Recommendation 88-10 by its principal author); Henry H. Perritt, Jr., Federal Electronic Information Policy, 63 TEMP.
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Management and Budget,7:1 and legislation passed by the Senate in 199428 which is expected to be
reintroduced in the 104th Congress in 1995. To deny public access to electronic formats, as the
legislature of New Jersey has done,29 denies the public the benefits of publically funded public record
formats and significantly impairs public accessibility to public information by increasing the cost of search
and retrieval. Indeed, the impairment is so great that the denial of access makes some records practically
unavailable.
The policy advocating a diversity of sources and channels of information, endorsed by the
ABA,30 the Administrative Conference,31 and the OMB,32 is based on the reality that no one supplier
can design modern information products to suit the needs of all users.33 Instead, market forces and
entrepreneurial energy are crucial for learning user needs, and for experimenting in the marketplace with
different distribution and marketing techniques and different value added features in order to satisfy those
needs. In addition, maintaining a diversity of channels and sources protects against censorship and
manipUlation of public information for political purposes. In this respect the diversity policy principle
is central to the policy of the First Amendment to the United States Constitution and similar policies
embraced by state constitutions. The diversity principle is inimical to any state-maintained or state
granted monopoly over public information. 34
Of course, many public managers perceive a competing policy interest: the need to find new
sources of financing for public activities. 35 For them, the best way to raise money for new electronic
information systems and public access features is to ensure a sufficient revenue stream from the
information access. One obvious way to do that is, in effect, to sell a franchise to the dissemination
activity. Strategies for public finance that depend on selling franchises to perform public functions are
not new. One of the main ways that King Charles I of Britain financed his government without seeking
parliamentary approval of taxes was through franchises. 36 Some of the revolutionary fervor for both
the English revolution and, more than a century later, the American revolution came from the reaction
to perceived corruption associated with the granting of franchises. 37 Franchises are currently disfavored

L.Q. 201 (1990) (elaboration of Freedom of Infonnation Act concepts developed in Recommendation 88-10).
r7

58 Fed. Reg. 36068 (1993). OMB also released draft guidelines for applying FOIA to electronic fonnats in late

1994.
28

140 CONGo Roc. DI046-02 (Aug. 25, 1994).

19 Act of Nov. 7, 1994, ch. 140, 1994 N.J. Laws § 8. "The right of the citizens of this state to inspect and copy
public records pursuant to Pub. L. 1963, c. 73 ... shall, with respect to the copying of records maintained by a system of
data processing or image processing, be deemed to refer to the right to receive printed copies of such records." [d.
30 ABA Recommendation No. I09C, adopted by the House of Delegates of the American Bar Association, August 1213 (1991) (guidelines for federal and state agency dissemination of public infonnation in electronic fonn), available through
the World Wide Web on the Internet at http://www.law.vill.edu/Abaiadminlaw.html.

31
32
33
34 See HOUSE COMM. ON GOVE.RNMF.NT OPERATIONS, ELECfRONIC COLLECTION AND DISSEMINATION OF
INFORMATION BY FEDERAL AGENCIES: A PoUCY OVERVIEW, H.R. REP. No. 560, 99th Cong., 2d Sess. 2 (1986)
(critisizing the exclusive arrangements that prevent access to government infonnation in electronic fonn).
35

In addition, some governmental personnel oppose public access for of fear of embarrasing criticism.

36 PAULINE GREGO, KING CHARLES I,at 215 (1981). King Charles' granting of monopoly rights in production, sale, or
management in return for a fee or rent became a scandal and led to the Monopoly's Act of 1624 in King James' reign,
which allOWed many exceptions that King Charles exploited in "an amazing series of projects."

37 See generally T.H. BREEN, TOBACCO CULTURE: THE MENTALITY OF THE GREAT TIDE WATER PLANTERs ON THE
EVE OF REVOLUTION 1, at 86-203 (1985) (reviewing notices from the likes of Patrick Henry and George Washington,
which called for the planter class in Southern colonies to reduce their need for luxuries, and at the same time expressing the
belief that merchant culture in England was corrupt). The reaction to exclusive franchises in England preceding the
execution of King Charles and the establishment of Cromwell's commonwealth was not so much based on a perception of
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because they deprive the public of the benefits of competition,38 although the temptation to set up
monopolies continues in the background of public-finance discourse.
Before the Civil War, the American distaste for monopolies extended in some quarters to
opposition to the granting of corporate charters and corporations in general. 39 Early colonial and state
charters in the United States expressed an aversion to state granted monopolies.4O There were, however,
others who argued that monopolies may be useful ways to attain public benefits. 41 In fact, however,
reluctance to raise taxes to pay for public activities led many early state legislatures to revert to the
custom of granting monopolies to private persons to perform public activities. 42 To be sure, monopolies
have a role. Otherwise, there would be no justification for government activities in any area; everything
would be privatized. The issue is whether a competitive system or one that allows monopolies better
serves the public interest.
IV. THE LEGAL FRAMEWORK FOR PUBLIC ACCESS TO PUBLIC INFORMATION
The two most important bodies of law with respect to public information policy are those under
the Freedom of Information Ac~ and similar state statutes, and intellectual property law.

A. Freedom of Infonnation Acts
1. The Federal Freedom of Infonnation Act
The freedom of information acts grant a right to obtain and copy records held by governmental
entities. The federal Freedom of Information Act (FOIA) extends to virtually all records held by federal
agencies outside the judicial and legislative branches of government, including electronic formats. 44
FOIA is interpreted broadly, and its exemptions narrowly. 45 The purpose for which one requests an

corruption as it was on the exclusion of Parliament from public fmance decisions.
38 This idea originated in terms of political economics with Adam Smith. See Richard W. Painter, The Moral
Interdependence of Corporate Lawyers and Their Clients, 67 S. CAL. L. REv. 507,584 n.48 (1994) (citing ADAM SMITH,
THE WEALTH OF NATIONS 703,712-16 (E.D. Wm. Cannan Ed., 1937) (1789) (describing the South Sea Company as an
example of the type of parliamentary sponsored monopoly that should be replaced by an independent free enterprise». But
see Mark F. Grady & Jay I. Alexander, Patent Law and Rent Dissipation, 78 VA. L. REv. 305, 310-11 (1992); Neil
Netanel, Alienability Restrictions and the Enhancement of Author Autonomy in United States and Continental Copyright Law,
12 CARDOZO ARTS & Em. L.J. 1, _
nAO (1992) (characterizing Adam Smith as critical of monopoly privileges but in
favor of temporary monopolies granted to authors and their assigns under the Statute of Anne as an efficient means of
stimulating book production).
39 See Note, Incorporating the Republic: The Corporation in Ante-Bellwn Political Culture, 102 HARV. L. REv. 1883,
1893 (1989) (characterizing the debate between the whigs and the democrats over the nature of corporate charters).

40 GORDON S. WOOD, THE RADICALISM OF THE AMERICAN REVOLUTION 188 (1991) (citing the New Hampshire
Constitution).
41 Herbert Hovenkamp, The Classical Corporation and American Legal Thought, 76 Goo. L.1. 1593, 1608 (1988)
(summarizing the views of Daniel Raymond, America's first political economist who pushed for a relaxation of Adam
Smith's universal antipathy for monopolies).

4l

WOOD, supra note 32, at 318.

43

5 U.S.C. § 552 (1988 & Supp. V 1993).

44

45 See John Doe Agency v. John Doe Corp., 493 U.S. 146, 151-52 (1989) (reiterating this basic principle but finding
that records requested by defense contractor were properly withheld because within law enforcement exemption even though
this exemption was not originally created for law enforcement purposes); United States Dep't of Justice v. Tax Analysts,
492 U.S. 136, 142 n.3 (1989) (holding that burden is on agency to show that requested records were not within FOIA);
Assembly of Cal. v. United States Dep't of Commerce, 968 F.2d 916, 920 (9th Cir. 1992) (reiterating pro-disclosure policy
of FOIA and afftrming order that Commerce Department disclose computer tapes containing census figures).
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agency record under FOIA is irrelevant. 46 Thus, FOIA is an instrument of the diversity principle. It
undercuts efforts to establish information monopolies because it grants private sector redisseminators an
entitlement to public information notwithstanding agency efforts to block access in order to support
exclusive distribution arrangements.
The main issues with respect to construction and application of FOIA involve the relationship of
private intellectual property in value added enhancements to public information and the possibility that
electronic formats created from paper agency records, which are never under the control of the agency,
might be outside FOIA's defmition of "agency record. "47 Both of these issues are present in Tax
Analysts v. United States Department of Justice ,48 presently pending in the United States District Court
for the District of Columbia. In Tax Analysts, a non-profit publisher of public information, sought access
to JURIS, a comprehensive database of federal judicial opinions, statutes, and agency materials compiled
partially by public agencies and partially by West Publishing Company.49 The Justice Department has
asserts the that those aspects of the JURIS database that are subject to claims of intellectual property by
West Publishing Company do not constitute agency records or, alternatively, that they are privileged from
disclosure by FOIAso • The JURIS controversy raises a number of issues of more general importance.
One obvious issue is whether FOIA permits an agency to decline release of electronic formats in its
possession on the grounds that the information contains copyrighted works or that the information was
made available to the government under license restrictions that prevent its release under FOIA.
Important to the the JURIS issue is the analytical framework established by the Supreme Court
of the United States in Tax Analysts.51 That case involved a 1979 FOIA request by Tax Analysts for
district court tax opinions and final orders received by the tax division of the Department of Justice.~
Tax Analysts wanted those materials to facilitate its publication of paper and electronic databases
containing judicial opinions. s3 It could have obtained the opinions from the clerks of the nearly one
hundred district courts around the country, but found that method of acquisition unsatisfactory. 54 The
district court upheld the Justice Department's refusal to make the records available, reasoning that they
had not been "improperly withheld" under FOIA because they were available from their primary sources,
the district courts. 55 The court of appeals reversed, reasoning that FOIA only allows agencies to
withhold records in their possession if one of the nine exemptions applies and none did. 56 It also found
that the requested materials constituted agency records. s7 The Supreme Court thought the case involved
construction of all three jurisdictional terms of FOIA: (1) "improperly" (2) "withheld" (3) "agency
records. "58
Two requirements must be satisfied for requested materials to qualify as "agency records." First,

46

47
48
492 U.S. 136 (1989) (requiring Department of Justice to make available under FOIA copies of district court
decisions in its possession).

49
50

5 U .S.C. §§ 552(b)(3), (b)(4) (1988).

51
52

53
54

Id. at 139-40.

55

Id. at 140-41 (citing 643 F. Supp. 740-744).

56

Id. at 141 (citing Tax Analysts v. Department of Justice, 845 F.2d 1060, 1066).

!n

Id.

58

Id. at 142. 5 U .S.C. § 552(a)(4)(B) (1988).
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an agency must either create or obtain the requested materials. 59 The Court declined to narrow the
scope of FOIA to records generated by the agency because many studies, trade journal reports, and other
materials produced outside agencies by both private and governmental organizations form the basis for
much agency decisionmaking. ro This concept is important for public access to electronically published
materials because of the possibility that some electronic formats or value added features would be
generated by others and transferred to an agency. 61 When a government contractor creates the work,
the FOIA problem is not acute because the principles of the common law of agency attribute the
contractor's acts to the agency. However, there are also situations in which the agency may acquire
independently generated information or value added features such as computer programs or database
formats, and use them to organize its information. In these circumstances, the conduct of the creator of
the computer programs or formats may not be attributable to the agency. However, the reasoning of
the Supreme Court in Tax Analysts nevertheless would find the first prong of the agency-record test
satisfied.
The second agency-record requirement is that the requested materials be under the control of the
agency at the time the FOIA request is made.62 This test contemplates that the materials be in the
agency's possession, and relies on the legitimate conduct of the agency's official duties.63 Therefore,
the test excludes personal materials in an employee's possession even though they may be physically
located at the agency, but includes "all books, papers, maps, photographs, machine readable materials,
or other documentary materials, regardless of physical form or characteristics, made or received by an
agency of the United States Government under Federal law or in connection with the transaction ofpublic
business."64 The Court deflected concern that its decision would make it too easy for agencies to be
burdened with FOIA requests for materials readily available elsewhere. It determined that requesters
would follow the course of least resistance and generally obtain access to sources like telephone books
and other publications from libraries rather than through the FOIA. 6S The Supreme Court left "to
another day" resolution of the issue as to whether materials purposefully transferred to another agency
to avoid a FOIA request would satisfy the control test. 66
The Court rejected the Justice Department's arguments that no FOIA "withholding" was involved
because the materials were readily available from other sources. 67 Similarly, the Court rejected the
Department's construction of the statutory term "improperly," rejecting in tum the argument that FOIA
does not require disclosure of materials already disclosed and publicly available,68 the argument that
FOIA does not compel disclosure of materials disclosable under other statutes or rules/"" and the
argument that there is a broad set of circumstances in which refusal to disclose is not "improper" even

60

Id. at 144-45 (noting frequent references in legislative history to records acquired by agencies).

61 For example, it was common in the early days of computerization for agencies to enter into contracts providing for
the contractor to convert paper agency records into electronic formats. which were then were delivered to the agency.

62
63

64

Tax Analysts. 492 U.S. at 145 (quoting in part Records Disposal Act. 44 U .S.C. § 3301 (1988).

65

Id. at 145 n.5.

66

Id. at 146.

67

Id. at 150.

68

Id. at 152.

69 Id. at 153-54 (noting disclosure obligations for judicial materials and judicial conference rules 28 U .S.C. § 1914
(1988 & Supp. V 1993). and expressing uncertainty as to whether § 1914 permits a private cause of action to compel
disclosure of court decisions).
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though none of the FOIA exemptions applies.'lO Justice Blackmun, the lone dissenter, thought that FOIA
was not the appropriate vehicle for a commercial enterprise to obtain access to raw material. 71 The
rejection of Justice Blackmun's views strengthens the inference that FOIA is an appropriate vehicle for
private publishers to obtain access to basic content for their publications.
In Tax Analysts the Supreme Court thus suggests that the existence of private property interests
in electronic formats does not necessarily preclude the content from being "agency records." The Court
also undercuts the argument that an agency can avoid a duty to disclose electronic formats merely because
the same content is available in paper formats.
For litigation involving records preservation statutes other than FOIA,72 the United States Court
of Appeals for the District of Columbia Circuit has rejected the argument that paper printouts of
electronic communication systems are acceptable legal substitutes for the electronic records themselves:73
It is but a small step from this rejection to the conclusion that the greater utility and accessibility of
electronic formats justifies obligating agencies under FOIA to disclose them when requesters prefer them
over paper versions. 74
In Petroleum Information Corp. v. United States Depanment of the Interior,7s the D.C. Circuit
rejected an argument by the Department of the Interior that it need not provide a magnetic tape containing
a preliminary version of a comprehensive database of land records for certain states on the grounds that
the material was available in paper form from other sources and from the agency itself.76 The court also
rejected the argument that the preliminary character of the database in the requested form qualified the
database for exemption under the deliberative process exemption. 77 The mere possibility of adjustment
or revision to data does not justify withholding it under FOIA.78
Disclosure obligations under FOIA do not stop with computer data; the obligations also include
at least some computer programs. 79 It may be, however, that computer programs which uniquely reveal
the thought process of an agency analyst may qualify for the deliberative privilege exemption. *>

2. State Freedom of Information Laws
State public records laws are not identical to FOIA; nor are state court interpretations of similar
language in such state statutes necessarily the same as federal court interpretation of FOIA. Nevertheless,

70 Id. at 155 (limiting GTE Sullvania, Inc. v. Consumers Union of the United States, Inc., 445 U.S. 375 (1980), to
circumstances involving a court order not to disclose).
71

Id. at 156-57 (Blackmun, J. dissenting).

71 In Tax Analysts, the Supreme Court recognized the appropriateness of borrowing definitional language from
records preservation statutes for interpreting the FOIA. Id. at 145 (quoting 44 U.S.C. § 3301 (1989».
7J Armstrong v. Executive Office of the President, 1 F.3d 1274, 1286-87 (D.C. Cir. 1993) (rmding that electronic
versions were not merely extra copies of paper versions because electronic records contain certain additional data).

74 This conclusion was developed furhter by many state courts. See infra notes - and accompanying text. Cf.
Armstrong v. Executive Office of the President, 810 F. Supp. 335, 341 (D.D.C. 1993) (enumerating features of electronic
records not present in paper printouts of same records).
75

976 F.2d 1429 (D.C. Cir. 1992) (affIrming an order that agency disclose legal land description computer database

76

Id. at 1437.

77

Id. (noting factual character of information and its lack of association with policy decisions).

me).

78 Assembly of Cal. v. United States Department of Commerce, 968 F.2d 916, 922-23 (9th Cir. 1992) (affirming
order requiring disclosure of census data computer tapes despite argument that adjustments to data elements discernible from
tapes would reveal deliberative process).

79 Cleary, Gottlieb, Steen & Hamilton v. Department of Health and Human Services, 844 F. Supp. 770, 781 (D.D.C.
1993) (noting ACUS Recommendation 88-10 and concluding that computer program's utility in manipulating data justifies
coverage by FOIA).
80 Id. at 783 (holding that computer programs reflect creator's mental processes and therefore qualify under
exemption 5).
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there is broad agreement on the basic propositions. There is virtually unanimous agreement among state
courts that electronic formats are covered by state freedom of information acts. 8t There is also strong
authority for the proposition that the requestor can specify a computer-readable format when the agency
has both paper and computer-readable formats available.
In State ex reI. Margolius v. City of Qeveiand,n the Ohio Supreme Court emphasized that "a
set of public records stored in an organized fashion on a magnetic medium also contains an added value
that inherently is a part of the public record. Here, the added value is not only the organization of the
data, but also the compression of the data into a form that allows greater ease of public access."83 The
court reached its conclusion that computer-readable versions of public data must be disclosed by analogy:
"[C]onsider two sets of identical public records kept on paper, with one set organized in a file cabinet,
and the other kept as a random set of papers stacked on the floor. Certainly, we would not permit an
agency to discharge its responsibility by providing access to the random set while precluding the
disclosure of the organized set, even though both sets are 'readable' as required by the statute."84 The
Ohio Court of Appeals, relying on Margolius, aptly descrobed the selection of media this way in Athens
County Property Owners Ass 'n, Inc., v. City of Athens: 85
"The basic tenet ... is that a person does not come--like a serf-hat in hand, seeking
permission of the lord to have access to public records. Access to public records is a
matter of right. The question in this case is not so much whether the medium should be
hard copy or diskette. Rather, the question is: Can a government agency, which is
obligated to supply public records, impede those who oppose its policies by denying the
value-added benefit of computerization?"86
The court affirmed an order compelling the city to make its diskettes containing rental property
information available to the requesters, noting, however, that to the extent the proprietary software was
necessary to make use of the data, the requesters must obtain their own copies of the proprietary
software. 87
State courts, however, have been less willing to compel agencies to provide access to
computerized information that represents the intellectual property of private persons. The court in Athens

81 See, e.g, Jersawitz v. Hicks, 448 S.E.2d 352, 353 (Ga. 1994) (fmding that real estate deed records on computer
tape were considered public record under Open Records Act, OCJA § 50-18-70(a»; Maher v. Freedom of Information
Comm'n, 472 A.2d 321, 325 (Conn. 1984) (holding that state Freedom of Information Commission had power to compel
agency to provide computer tapes when requester paid for cost of production, notwithstanding statutory language that
referred to disclosure of "printouts"); Stephan v. Harder, 641 P.2d 366, 374 (Kan. 1982) (finding that magnetic tapes were
considered public record and that requester was entitled to a computer me listing names of physicians and amount of public
funds paid out for abortions); Szikszay v. Buelow, 436 N.Y.S.2d 558, 563 (Sup. Ct. 1981) (finding that county assessment
rolls in computer tape format must be disclosed under freedom of information law); Minnesota Medical Ass'n v. State, 274
N .W.2d 84, 88 (Minn. 1978) (rejecting argument that computer tapes containing abortion data were not public records);
Brownstone Publishers, Inc. v. New York City Dep't of Bldgs., 560 N. Y.S.2d 642, 643 (App. Div. 1990) (finding that
publisher intending to sell computer databases on SUbscription basis was entitled to computer formats with statistical
information on every parcel of real property in New York City, while at the same time noting the undesirability of cost to
agency). The trial court opinion of Brownstone Publishers,Inc. v. New York City Dep't of Bldgs., 550 N.Y.S.2d 564, (Sup.
Ct. 1990), ajJ'd, 560 N.Y.S.2d 642, noted that the record supported the requesters position that a hard copy would not
provide reasonable access to the information.

al

584 N.E.2d 665 (Ohio 1992).

83

1d. at 669.

84

1d.

85

State ex rei. Athens County Property Owners Ass'n, Inc. v. City of Athens, 619 N.E.2d 437, 439 (Ohio

ct. App.

1992).
86

1d.

87

1d. at 439-40 (citing Margolius, 584 N.E.2d at 669 (stating that a governmental agency must allow copying of
computer records if requester shows why paper would be insufficient medium).
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County Property Owners Ass In was careful to avoid suggesting that a requester would be entitled not only
to database information but also to a copy of proprietary software in order to read the information.8S
In Brown v. Iowa Legis/ative Council,89 the Iowa legislature used public money to buy a database from
Election Data Services, Inc., a private entity.90 The database was built on top of census data overlayed
with political boundaries. 91 The data was readable only with the use of proprietary software which the
requester did not have.92 The Iowa Supreme Court found that the requisites of trade secret protection
were satisfied and therefore affirmed the trial court's refusal to order disclosure. 93 It recognized,
however, the conflict between the rights of the vendor to its trade secret and "the rights of citizens to
information purchased for the government at public expense.,,\14 It suggested that in other cases, a trial
court could order appropriate disclosure of computerized materials clothed with trade secrets in a manner
that would reconcile the two conflicting interests. 95 In Margolius, the Ohio Supreme Court held that
"proprietary software does not constitute a public record under R.C.149.43, even if such software is
necessary in order to read public information contained on computer tapes."96 This holding, however,
rather than being justified by any policy consideration, presented the narrowest conceivable construction
of an earlier case that raised doubts about access rights to computerized information.en On the facts of
Margolius, itself, there was no request for proprietary software.
Some courts, however, have gone astray and denied access to computer-readable formats when
other means of disclosure were available. 98 Many of these cases contain facts or ambiguous trial records
that weaken the force of their precedental value. 99 An early Michigan case suggests that the existence
of a commercial purpose weakens or negates an entitlement to access, although careful analysis shows
that the commercial purpose was relevant to a balancing of access interests against personal privacy
interests. IOO Interestingly, in an Illinois case the lllinois Supreme Court held that an agency was not

88

Athen CouTIly Property Owners Ass'n., 619 N.E.2d at 439.

89

490 N.W.2d 551 (Iowa 1992).

90
91

91

[d. at 553.

9J

[d. at 553-54.

'" [d. at 554.
9S

96

[d.

Margolius, 584 N.E.2d at 668.

en
98 See Tax Data Corp. v. Hutt, 826 P.2d 353, 356 (Colo. Ct. App. 1991) (relying on Dismukes v. Department of
Interior, 603 F. Supp. 760 (D.D.C. 1984) and AFSCME v. County of Cook, 555 N.E.2d 361 (Mich. Ct. App. 1990», em.
denied, to deny use of computer terminals when requesters could make requests to agency personnel who would retrieve the
requested information); Chapin v. Freedom of Information Comm'n, 577 A.2d 300, 302-303 (Conn. App. Ct. 1990)
(holding town clerk need not provide computer diskette of land records index when paper copies were available, in part
because the statutory language provided for availability of "printout" of computer data), eert. denied, 580 A.2d 56 (Conn.
1990).
99 See Blaylock v. Staley, 732 S.W.2d 152, 153-54 (Ark. 1987) (afflrming denial of request for magnetic tape with
voter registration list because of an ambiguous record which suggested that the requester wanted to borrow equipment from
agency); Asbury Park Press, Inc. v. Department of Health, 558 A.2d 1363, 1366-67 (N.J. Super. Ct. App. Div. 1989)
(finding that newspaper already given underlying data in computer form was not entitled to spreadsheet which was used to
evaluate data either under state records statute or common law); State ex rei. Recodat Co. v. Buchanan,546 N.E.2d 203,
205 (Ohio 1989) (denying entitled to tapes or software necessary to access data). Reeodat was limited by the subsequent

Margolius case.
100 Kestenbaum v. Michigan State Univ., 294 N.W.2d 228, 235-36 (Mich. Ct. App. 1980) (finding that existence of
commercial purpose negated entitlement to computer tape containing student records because commercial purpose must be
weighed against privacy invasion in order to apply "clearly unwarranted" test, and because mandating access to
commercially valuable private information violates principle that public funds may not be used to support a private purpose
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entitled to satisfy a request for computer readable media with paper formats. lol The only basis for
refusal recognized by the Illinois Supreme Court were that satisfying a request for computer media would
require the generation of new programs or formats not presently possessed by the agency, or that the
request for computer media followed too closely on the heels of an earlier request for the same content
in paper form.l02 The Illinois Supreme Court specifically declined to follow Dismukes .103
Few state freedom of information statutes obligate an agency to set up new means of access. 104
For example, the Georgia Supreme Court affirmed denial of mandamus to compel a clerk of court to set
up a means of direct access via personal computers and modems to real estate deed records that were
provided on magnetic tape. lOS In some cases, the aggregate nature of computer flIes have led to the
conclusion that privacy exemptions shielded them from access even though individual data items within
the computerized collection might be accessible. 106
Most of the state statutes, like the federal FOIA, do not allow for interest balancing or for
assessing the reasons why a requester wants access. Under such statutes, the only occasion for
considering the requester's commercial motivation is when access rights must be balanced against privacy
rights under a privacy exemption. I07 There, the scope of the privacy exemption depends on whether
the invasion of privacy is "unreasonable" or "unwarranted. "108 To apply this standard, a decisionmaker
must consider the interests of the requester to determine whether they should override the interests of the
subject.loo Nevertheless, a few courts persist in minimizing the legitimacy of freedom of information
requests by electronic publishers. For example, in Kestenbaum v. Michigan State University,I1O the
court held that the legislature's purpose in enacting freedom of information statutes was not to provide
a channel between the government and commercial publishers. 111 That proposition overlaps to a
considerable extent with the proposition that mandating disclosure of public information to private
publishers would constitute the use of public funds for private purposes, which was also a concern of the

}, affd, 327 N.W.2d 783 (Mich. 1982).
101

(citing A.FSCME, 555 N.E.2d at 364-65).

102 AFSCME, 555 N.E.2d at 364-67.
103

[d. at 365-66.

104 See Seigle v. Barry, 422 So. 2d 63, 66 (Fla. Dist. Ct. App. 1982) (holding that access must be given to
computerized data through programs already in use by public agency, and that new programs need not be written).

lOS

Jersawitz v. Hicks, 448 S.E.2d 352 (Ga. 1994).

106 See Westbrook v. Los Angeles County, 32 Cal. 2d 382, 387 (Ct. App. 1994) (reversing order giving seller of
criminal background information access to computer tapes from municipal court information system on monthly basis and
noting qualitative difference between information from specific docket and aggregate information).

107
108

109 United States Dep't of Defense v. Federal Labor Relations Auth., 114 S. Ct. 1006, 1012 (1994) (stating that in
order to decide whether a record is exempt from FOIA disclosure under Exemption 6, court must "balance the public
interest in disclosure against the interest Congress intended the Exemption to protect" in order to decide whether invasion of
privacy would be "unwarranted") (quoting United States Dep't of Justice v. Reporters' Comm. for Freedom of the Press,
489 U.S. 749, 776 (1989»; United States Dep't of State v. Ray, 502 U.S. 164, 177-78 (1991) (balancing privacy against
basic policy of FOIA); United States Dep't of Justice v. Reporters' Comm. for Freedom of the Press, 489 U.S. 749, 77172 (1989) (fmding that invasion of privacy cannot depend on purposes for which request for information is made, that
disclosure of a private document under Exemption 7(C) must depend on nature of requested document and its relationship to
"basic purpose" of FOIA, and that basic purpose is not served by disclosure of information about private citizens
accumulated in various government flles that reveals little or nothing about agency's own conduct).
110

294 N.W.2d 228 (Mich. Ct. App. 1980).

111

Id. at 236.
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court in Kestenbaum. 112 Both propositions are flawed.
First, the use of policy and purpose is only appropriate if the statutory language is ambiguous,
and most freedom of information statutes are not ambiguous; a literal construction of their terms covers
computer-readable formats. Second, the mere fact that an individual or entity may obtain income from
an activity that serves a public purpose does not negate the public nature of the activity. When a
commercial publisher disseminates public information, it serves a public purpose, the same purpose that
is the central justification for the enactment of freedom of information statutes.
This illusory conflict between public and private purposes is implicated in a 1994 amendment to
the New Jersey public records law l13 which could be interpreted to eliminate any statutory right to
obtain public information in electronic formats. The New Jersey Attorney General has taken the position
in litigation now pending before the New Jersey Supreme Court that this amendment does deny access
to electronic formats and that such denial is good public policy because it prevents private exploitation
of materials developed at public expense. 114
In addition to statutory entitlements to public information, many states recognize a common law
entitlement. 115 Such an entitlement was used by the intermediate court of New Jersey to reverse a
lower court and grant access to electronic versions of tax assessment records. 116 These types of
common law doctrines usually are uncertain in their scope both with respect to the kinds of information
to which they give an access right, and to the kinds of requests or interests that justify access. Unlike
FOIA, these common law doctrines balance the interest of the requester in obtaining access against the
interest of the public entity in denying access. 117
The policy principles identified earlier in this Article support the enactment and interpretation of
state records access laws broadly so that they, like the federal FOIA, extend to all electronic formats and
present a counterpoise to public agency efforts to set up information monopolies. In other words, state
records access statutes should be written and applied in a manner consistent with the 1990 ABA policy
statement,118 a consistency expressed by most of the recent state freedom of information judicial
decisions.
B. Intellectual Property Law

1. Copyright Protections
Section 105 of the Copyright Act disables federal agencies from obtaining a copyright in public
information. 1l9 This disability does not extend, however, to state or local agencies. Thus, from the
literal text of the Copyright Act, state and municipal governments can copyright their public information
resources if such resources otherwise qualify as copyrightable works. Some states, most notably New
York and Colorado, have even asserted a copyright or quasi-copyright in judicial and legislative
materials, although the legitimacy of such a position has not been litigated thoroughly.l20

112

113
114 See Petition for Certification on Behalf of Defendant-Respondent Essex County Board of Taxation, (No. 39,333)
(seeking review of Higg-a-Rella, Inc. v. County of Essex, 647 A.2d 862 (N.J. Super. App. Div. 1994). The author of this
paper is participating as an amicus curiae in the presentation of an opposing position to the New Jersey Supreme Court.
115

116

Higg-a-ReUa, 647 A.2d at 864.

117 See Henry H. Perritt, Jr. & James A. Willcinson, Open Advisory Committee and the Political Process: The Federal
Advisory Committee Act After Two Years, 63 GBO. L.J. 725 (1975) (explaining decline in role of requestor interest in public
access law).
118

See supra notes _

119

17 U.S.C. §105 (1988).

110

But see Legi-Tech, Inc. v. Keiper, 766 F.2d 728 (2d Cir. 1985); cases cited infra notes _ .

and accompanying text.
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There are several constitutional and statutory arguments based outside the Copyright Act that
potentially prohibit or limit state assertion of copyright in public information. 121 There are also
arguments based on the Copyright Act itself and on the copyright and patents clause of the United States
Constitution which potentially limit state or local copyrights in public information. Under section 102
of the Copyright Act, copyright does not extend to factual information. m Moreover, Congress lacks
the power under the Patents and Copyrights Clause of the United States Constitution to extend copyright
protection beyond that necessary to provide incentives for creative efforts. In Feist Publications v. Rural
TelephOne Service Co.,I23 the Supreme Court of the United States narrowly construed these statutory
and constitutional provisions to eliminate the possibility of copyright protection for "sweat of the brow"the effort in assembling factual information-except when the selection and arrangement of such
information involves nontrivial creative contributions. l24 In no event can copyright extend to the
underlying factual information. l25 The Feist doctrine and the underlying limits in the copyright statute
and clause upon which it is based should exclude many copyrights in public information. At the very
least, these doctrines exclude state or local copyright in the memorialization of physical realities. For
example, they should not permit a copyright in survey information or in basic records of land
ownership. 126
Beyond that, the Feist analysis should eliminate the possibility of copyright in primary judicial
and legislative information. The information contained in a statute, legislative committee report, or a
judicial opinion is the recording of an official act. To that extent it is factual. Even if one were to
characterize the underlying communicative act-the words uttered by the judge or the legislative body-as
the sort of creative expression traditionally entitled to copyright protection, closer scrutiny of the
communicative act shows that it lies beyond the power granted by the Patent and Copyrights Clause.
The Feist analysisl27 proceeds from the proposition that facts may not be copyrighted because
they lack the originality component that is constitutionally mandated as a prerequisite for copyright.l28
This "is true of all facts-scientific, historical, biographical, and news of the day. 'They may not be
copyrighted and are part of the public domain available to every person. "tJ29 There is a reason for that

121

m 17 U.S.C. §102 (1988). Section 102(a) allows copyright in "original works of authorship .... " [d. § 102(a). Facts
are outside the scope of this phrase because no original effort is involved with respect to pre-existing facts. To remove any
doubt, section 102(b) says that copyright protection does not extend to "any idea, procedure, process, system, method of
operation, concept, principle, or discovery .... " ]d. § 102(b).
123

499 U.S. 340 (1991).

124

See infra notes __ and accompanying text.

125

[d. at 351.

116 See Mason v. Montgomery Data, Inc., 765 F. Supp. 353,355 (S.D. Tex. 1991) (fmding that factual matters such
as abstract tract boundaries, ownership name, and tract size are not copyrightable). The court of appeals reversed, 967 F.2d
135 (5th Cir. 1992), holding that the district court had erroneously found that the merger doctrine barred copyright of the
plaintiff's maps. The district court had found that the maps were the only pictorial presentation which could result from a
correct interpretation of the legal description and other uncopyrightable facts. [d. at 138. The court of appeals disagreed,
finding that the underlying data could be portrayed in a variety of ways. [d. at 139. Thus, under the merger doctrine, the
plaintiff's portrayal in its maps could be protected without preempting free use of the underlying facts. [d. The court of
appeals found that Feist's standards for selection, coordination, and arrangement pertained to application of the merger
doctrine, as well as to the threshold question of originality. [d. at 140 n.7. The court also found that the plaintiff's added
value satisfied the requirements for originality. [d. at 141.

U7 The court in Feist did not elaborate on the logic of limiting copyrightability of factual information except to point
out that the facts must be available for exploitation by others. There is, however, another component to the Feist logic. See
infra notes _ and accompanying text.
128

Fesit, at 347-48.

119

[d. at 348 (quoting Miller v. Universal Studios, Inc., 650 F.2d 1365, 1369 (5th Cir. 1981».
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constitutional limitation. The Patents and Copyright Clause gives power to the Congress to grant limited
monopolies only for a particular purpose: to create incentives for original expression by authors, and
more generally to provide incentives for discovery and other creative effort. l30 Such incentives are
entirely unnecessary for legislators and judges, who have a legally imposed duty to engage in the
communication represented by statutes and judicial opinions. Absent the incentive justification, Congress
lacks the power to extend copyright protection to these expressions.
In Campbell v. Acuff-Rose Music, Inc., 131 the Supreme Court recognized the appropriateness
of analyzing economic incentives in deciding the scope of copyright protection for derivative works. The
Court explained that "[t]he licensing of derivatives is an important incentive to the creation of
originals ... 132 Justice Kennedy also recognized the importance of incentive analysis. In his concurring
opinion, he expressed his concern that too broad an interpretation of the fair use privilege with respect
to parodies and derivatives would "reduc[e] the financial incentive to create. "133 The courts of appeals
have routinely recognized this centrality of economic incentive as the justification for copyright. 134
When the incentive is not needed, as when the authors in question are legally obligated to perform
their creative effort, the Patents and Copyright Clause does not authorize a copyright. This is exactly
the situation that exists for the work product of public officials. As long as they are not acting ultra
vires, they are performing public duties when collecting and assembling information. Even if some of
their selection and arrangement would seem to qualify under the Feist originality test, the creative
component of their selection and arrangement does not stem from the economic incentive provided by
the copyright law because it is legally mandated and therefore fails to qualify under Feist. Whenever a
public duty is the cause of the expression, the incentive justification under the copyrights and patent laws
is absent, and any construction of the Copyright Act to protect such discretion would be unconstitutional.
Of course, this statutory and constitutional copyright argument does not eliminate the possibility
of extending copyright protection to value added enhancements to public information so long as they are
not supplied during the performance of a public duty. However, even though incentive may seem an
appropriate justification for copyright protection, the Court in Feist specifically rejected the idea that
originality can result simply from gathering facts. 135 It rejected "sweat of the brow" justification for
copyright.l36 Moreover, even copyrighted compilations are copyrightable only to the extent of their
original selection or arrangement. "[Al subsequent compiler remains free to use the facts contained in
another's publication to aid in preparing a competing work, so long as the competing work does not
feature the same selection and arrangement. "137
Several cases support the proposition that states may not assert a copyright in some public
materials even though copyright statutes seem to permit it. 138 Building Officials & Code Administration

130

131

114 S. Ct. 1164 (1994) (reversing detennination that rap group's parody of copyrighted song was not fair use).

131

1d. at 1178 & n.23 (explaining why prima facie protection extends to derivative works).

133
134

Id. at 1181 (Kennedy, J., concurring).
See National Rifle Ass'n v. Hand Gun Control Fed'n, 15 F.3d 559, 561 (6th Cir. 1994)

(noting that scope of prima facie copyright protection is limited to uses of work that would undermine
incentive for creationuse of mailing list was fair use), cen. denied, 115 S. Ct. 71 (1994); see also
Sony Corp. v. Universal Studios, Inc., 464 U.S. 417, 429 (1984) (discussing goals and incentives of
copyright protection); Twentieth Century Music Corp. v. Aiken, 422 U.S. 151, 156 (1975) (fmding
that "ultimate aim is, by this incentive [to secure a fair return for an author's creative labor], to
stimulate artistic creativity for the general public good").
135
136

137

Feist, 499 U.S. at 349.

138

See
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v. Code Technology, [nc./¥} for example, holds that neither judicial opinions nor statutes can be
copyrighted. l40 The case concerned the Building Officials and Code Administration's right to copyright
a model regulatory building code. The plaintiff, Building Officials and Code Administration (BOCA),
claimed it held a copyright for its publication of The BOCA Basic Building Code/1978, which it
encouraged public authorities to adopt through a licensing program. 141 The Commonwealth of
Massachusetts adopted and distributed a building code based substantially on BOCA's model code,
pursuant to a licensing agreement granted by BOCA.142 The Commonwealth referred persons wanting
to purchase a copy of the code to BOCA. I43 The defendant, Code Technology, Inc. (CT), a private
publisher, published and distributed its own edition of the Massachusetts building code. l44 CT's edition
was essentially the same as the BOCA edition with a few additional regulations. l45 The district court
granted BOCA's preliminary injunction against CT, finding probability of success in BOCA's claim that
the CT code violated BOCA's copyright. l046 The First Circuit reversed, addressing a question not
addressed by the district court; "[W]hether inclusion of [the BOCA created materials] ... [would have]
the effect of rendering the [BOCA] materials . . . freely available for copying by anyone," not
withstanding BOCA's copyright. 147
CT argued that the because the BOCA code was adopted by the state as a set of administrative
regulations having the force of law, it had lost its copyright protection and thus entered the public
domain. l48 CT noted a line of cases dating back to the mid 1800's which held that "judicial opinions
and statutes are in the public domain and ... not subject to copyright protection," and argued this rule
should be extended to cover administrative regulations such as the Massachusetts building code since these
regulations have the force of law and are enforced by penal sanctions. 149 BOCA argued that the
building code was not like judicial opinions or statutes because it was written by a private organization
at its own expense and not by the government at public expense. 150
Synthesizing from this early case law, the First Circuit reasoned that the public "owns the law"
not just because it pays the salaries of those who write the statutes and judicial opinions, but because
"[e]ach citizen is a ruler--a law-maker," and therefore "[t]he citizens are the authors of the law .... "151
Beyond that, the court found that due process guarantees access because it requires notice of legal
obligations. 152 It also found these principles irreconcilable with BOCA's claims to limit access under
the copyright law, and to decide for itself when, where, and how the code was to be reproduced and
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628 F.2d 730 (1st Cir. 1980).

140

1d. at

141

1d. at 732.

142
143

1d.

144

145
1046
147 1d. at 731. The court of appeals stopped short of "ruling defmitely on the underlying legal issues," fmding only
that the BOCA's probability of success was insufficient to justify a preliminary injunction. 1d.

148 1d. at 733.
149

ld.

150

1d.

151

1d. (citing Banks v. West, 27 F. 50,57 (C.C.D. Minn. 1886)}.

151

ld. at 734.
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made publicly available. l53 Nevertheless, the court left "the door slightly ajar" for BOCA to argue,
based on a more complete trial record, that it was entitled to some protection by relying on the
distinctions between privately authored model codes, publicly authored statutes, and judicial opinions. l54
The court in Building Officials analyzed several cases dating from the 1800s to support its
reasoning and conclusion. ISS In Wheaton v. Peters, 156 the Supreme Court stated, without offering
much analytical support, that "no reporter has or can have any copyright in the written opinions delivered
by this court; and judges thereof cannot confer on any reporter any such right. "IS1
A later Supreme Court case, Banks v. Manchester,IS8 invalidated a state law which purported
to allow an official reporter to obtain a copyright on the opinions of the Ohio Supreme Court. l59 The
reporter could not claim authorship of the opinions, and the state was not a "citizen or resident" under
copyright law 1°O and thus could not obtain a copyright for itself. 161 The Court stated "that work done
by. . . judges constitutes the authentic exposition and interpretation of the law . . . [and] is free for
"
publ lcaUon
to all • . . . "162
In Nash v. Lathrop,l63 the Massachusetts Supreme Judicial Court ordered the reporter of
decisions to permit a competing publisher to examine and copy opinions in the reporter's custody. 164
The court stated: "Every citizen is presumed to know the law thus declared, and it needs no argument
to show that justice requires that all should have free access to the opinions, and that it is against sound
public policy to prevent this, or to suppress and keep from the earliest knowledge of the public the
statutes, or the decisions and opinions of the justices. "165 The court avoided deciding whether the state
itself could hold a copyright in the opinions, deciding only that the state had not granted an exclusive
right to the reporter, Little, Brown & CO. I66 The court also stated that the publisher had the right to
make reasonable regulations to prevent damage or disruption to the orderly management of its official
papers. 161
The court in Building Officials also cited two earlier cases, Davidson v. Wheelock!68 and Howell
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[d. at 735.

154 [d. at 736; see also Rand McNally & Co. v. Fleet Management Sys., Inc., 591 F. Supp. 726,736 (N.D. m. 1983)
(holding that map filed in ICC is tariff distinguishable from statutes and opinions promulgated by public officials, and from
BOCA code adopted by public officials, even though public is bound by tariff).

155

Building Officials., 628 F.2d at 732-34.
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33 U.S. (8 Pet.) 591 (1834).

J57

Id. at 668.
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128 U.S. 244 (1888).

159

160

Id. at 253. There is room for a similar argument under the present Copyright Act, which allows copyright only to
a "national or domiciliary of the United States, or ... a national, domiciliary, or sovereign authority of a foreign nation ..
. . " 17 U.S.C. § 104(b)(1) (1988). The language pertaining to U.S. authors excludes institutional authors, while the
language pertaining to foreign authors appears to allow governments to be statutory authors.
161

Banks, 128 U.S. at 253.

161

[d.

Ui3

6 N .E. 559 (Mass. 1886).

164

165

Id. at 560.

166

[d. Most of the court's analysis focused on the state statute authorizing the contract with Little, Brown & Co.

167

[d. at 563.

168 27 F. 61 (C.C.D. Minn. 1866) (denying injunction against a competing publication of legislative materials because
there was no copying of marginal notes or references, and because only text of law was copied). The copyright in the
statutory compilation was "awarded" to the plaintiff as the low bidder. Id.
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Miller,1(1) which held that "although the reporter could obtain a valid copyright on his compilation
and analysis, anyone could freely copy the laws themselves. "1'10 Furthermore, "no one can obtain the
exclusive right to publish the laws of a state in a book prepared by him. "171 If one cuts from another's
book the general laws of a state and uses the pages thus cut, and nothing more from the first work, in
preparing a competing compilation, then there would be no copyright infringement. 172
In In re Gould & Co., 173 the Connecticut Supreme Court held that the reporter of opinions was
not entitled by his copyright or by the exclusive franchise granted him by the secretary of state to
withhold slip opinions from competing publishers. 174 Among other things, the court noted that the
reporter's duty was to allow the public to make copies without inquiry as to the requester's purpose.175
It suggested in dictum, however, that the state could copyright the text of judicial opinions through
legislation. 176
Georgia Y. Harrison Co.177 directly brought into play the possibility of a copyright owned by
the state, whereas the earlier cases involved assertion of copyright by state contractors. 178 The state
of Georgia cited 17 U.S.C. § 105 "which specifically provides that copyright protection is not available
for any work of the [U .S.] government" and argued that "if Congress had wanted to preclude states from
having copyright protection it should have so provided in the Copyright Act. "179 The court denied a
preliminary injunction against a competing publisher,l80 noting that "[t]he courts of this country have
long held that neither judicial opinions or statutes can be copyrighted," and that "a state's 'ownership'
of its statutes does not preclude anyone from publishing those statutes. "181 The rationale for prohibiting
copyright in such materials applied, the court found, regardless of whether the state itself or a private
citizen asserts a copyright. 182 "The public must have free access to state laws, unhampered by any
claim of copyright, whether that claim be made by an individual or the state itself. "183
Y.

2. Trademark Protection
If copyright is not an appropriate way to manage the dissemination of public information, another
type of intellectual property, trademark may prove useful. Trademark is potentially available to all three

169 91 F. 129 (6th Cir. 1898) (affmning denial of injunction against competing publisher of state code). Much of the
opinion evaluated and rejected the defendants' argument that they could not be enjoined from publication because they had
been ordered by the state to publish their compilation.

1'10 Building Officials, 628 F.2d at 734.
171

Building Officials,628 F.2d at _

171

ld. (citing Howell, 91 F. at 137).

(citing Howell, 91 F. at 137).

173 2 A. 886 (Conn. 1885).
174
175

ld. at 890.

176 Id. at 892.
177 548 F. Supp. 110 (N.D. Ga. 1982), vacated, 559 F. Supp. 37 (N.D. Ga. 1983) (vacated on unanimous request
of the parties after settlement).
178
179

Harrison, 548 F. Supp. at 114.

180
181

ld. at 114.

181

ld.

183

ld.
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levels of government, and it raises fewer problems in realizing the policy precepts. Trademark is aimed
at protecting the reputation for quality associated with particular suppliers of goods and services,l84 by
reducing the likelihood of consumer confusion about the origin of similar products and services. l85
Thus, assuming other statutory criteria are satisfied, a public agency could obtain a trademark for its
information products and limit the use of that trademark to those it has licensed. l86 Conceivably, a state
legislature could obtain a trademark for the "official version" of state statutes and deny use of the
trademark to unofficial sources. This form of intellectual property permits public agencies to reduce risks
of poor quality information that might endanger the public, and at the same time permits a diversity of
channels and sources to exist. If, over time, the consuming public prefers an unofficial source, it could
have that source available and be perfectly free to reject the trademarked official source.

C. First Amendment Argwnents
Even if the Copyright Act were interpreted to extend to public information at the state and local
level, the First Amendment to the United States Constitutionl81 and similar state constitutional grants
of privileges and immunities with respect to communication and expression would limit the assertion of
such copyright. The same First Amendment and state constitutional doctrines would also limit the
assertion of information monopolies supported by any other source of law. The First Amendment enters
the access controversy in two ways: as a limitation on direct restrictions on access and publication; and
as a limitation on copyright.
There are two ways to support any monopoly: by denying access to the raw material for the
monopolist's product or service, and by imposing a duty on potential competitors of the monopolist not
to sell the monopoly product or perform the monopoly service. Enforcement of a duty not to disseminate
directly conflicts with the First Amendment, while the denial of a right to access indirectly conflicts.
When a monopoly is granted or asserted with respect to public information, the monopoly is
enforced by denying access to the underlying public information within the scope of the monopoly, and
also by imposing a duty not to publish or disseminate that public information. l88 For many years the
United States Supreme Court has recognized that access to information is an essential part of the kind of
democratic political system the First Amendment seeks to protect. l89
The First Amendment
particularly disfavors discrimination against certain messages or certain types of communicators. l90
Thus, a redisseminator of public information which is denied access to public information because it is
a redisseminator would argue that the First Amendment makes such selective denial of access
unconstitutional. This argument would have equal force regardless of whether the discriminatory denial
is based on state statute or common law. A redisseminator threatened with sanctions based on state law
for redisseminating in competition with a state-sanctioned monopolist would argue that the source of law
authorizing the sanctions violates the First Amendment and therefore is unconstitutional.

184
185 Nebraska Irrigation, Inc. v. Koch, 523 N.W.2d 676, (Neb. 1994) (fmding no infringement of trade name because
there was no likelihood of public confusing two trade names and doing business with mistaken party).
186 For example,Smokey the Bear is a statutory trademark. See 18 U.S.C.A. § 711 (West Supp. 4 1994); 19 Op. Att'y
Gen. 361 (1889) (deciding that United States' appropriated figure of an eagle with letters U.S. under it is protected and may
not be used by private manufacturers). But if. Vuitton Et Fils S.A. v. J. Young Enterprises, Inc., 644 F.2d 769, 775 (9th
Cir. 1981) (holding that national insignia is unprotectable); George Washington Mint, Inc. v. Washington Mint, Inc., 349 F.
Supp. 255,262 (S.D.N.Y. 1972) (fmding trademark of doubtful validity because it might mislead customers into thinking
they were doing business with government); In re Application of Gorham Mfg. Co., 41 App. D.C. 263 (1913) (affmning
denial of registration of mark that looked like official seal of British government agency).

181 "Congress shall make no law ... abridging the freedom of speech, or of the press .... ' U.S. CONST. amend. I.
188
189 Turner Broadcasting System, Inc. v. FCC, 114 S. Ct. 2445, 2470 (1994) (recognizing relationship between access
to information and First Amendment), reh'g denied, 115 S. Ct. 30 (1994).
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The Second Circuit accepted the general proposition that the First Amendment can entitle a
publisher to electronic formats of state legislative material in Legi-Tech, Inc. v. Keiper. 191 Legi-Tech
sought to enjoin New York state officials from denying it access to a state-owned computerized database
that contained legislative information and was available through subscription to the general public. l92
Legi-Tech marketed a computerized information retrieval service that summarized pending legislation,
votes on bills, attendance and voting records of legislators, and campaign contributions of the New York
and California legislators. l93 The state of New York offered a similar service to the public known as
a "Legislative Retrieval Service" (LRS).I94 The primary difference between the two services was that
LRS offered a full text of New York bills, while Legi-Tech offered only a summary.l9S Also, LRS did
not offer information about voting and attendance records of, and campaign contributions to,
legislators. 196
In response to Legi-Tech's original state court action requiring the Legislative Bill Drafting
Commission of New York (Commission) to offer LRS to Legi-Tech on the same terms as it was offered
to other customers, New York enacted Chapter 257 of the New York Laws. 197 Chapter 257 authorized
the legislature to "engage in the sale of any of the foregoing services ... [as] the president of the senate
and speaker of the assembly ... deem appropriate, except those entities which offer for sale the services
of an electronic information retrieval system which contains data relating to the proceedings of the
legislature. "198 Legi-Tech fell within the prohibitory portion of the statute, and challenged the statute
as unconstitutional because it denied Legi-Tech's rights to freedom of speech and of the press. l99 The
district court considered Chapter 257 reasonable because it only sought to protect the state's natural
monopoly on computer supplied legislative information.2OO The district court also determined that LRS
would be driven out of business if competitors were not restricted and could retransmit the state's data
at lower prices. 201
The Second Circuit disagreed with the district court's legal theories and remanded for further
findings. 202 The court found that New York's statute limited Legi-Tech's access to information and also
its right of publication. 203 It also found that such restrictions could prevent Legi-Tech from publishing
the full text of pending bills in New York in a package with relevant political information in a timely
fashion. 204 The court of appeals further noted that information about legislative proceedings is "vital
to the functioning of government and to the exercise of political speech, which is at the core of the First

191 766 F.2d 728 (2d Cir. 1985).
192 Id. at 730.
193 Id. at 731.
194
195
196 Id.
197 Id.
198 Id. (quoting chapter 257).
199 Id.
200

Id. at 731-32.

201 Id. at 732
202
203
204

Id.
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Legi-Tech asserted that LRS automatically received copies of any introduced legislation and
published it before it was available to other dissemination channels.206 On some occasions the
legislation was enacted before a printed copy was available to the public, but after it was transmitted to
LRS. ']JJ7 Denying the private press access to such information was an exercise in censorship which
allowed the government to control the form and content of the information reaching the public. 208
There was nothing natural about a monopoly that arose "out of a combination of LRS' special access to
information and Chapter 257's prohibition on competitors from having access to LRS' database. "209
Thus, resolution of the discriminatory access issue on remand turned on whether Legi-Tech could
obtain printed copies of pending bills or other legislative information on substantially the same terms as
LRS. 2IO The court of appeals perceived "no merit in the proposition that government may accord a
state organ of communication preferential access to information and deny to the private press the right
to retransmit the information. "211
Legi-Tech also claimed Chapter 257 was unconstitutional because it denied them the same access
to LRS that is offered to the pUblic. 212 The court also held that the press has the same right of access
to governmental proceedings as the general public.213 Furhtermore, "the government may not single
out the press to bear special burdens, even if evenhanded imposition of the identical burdens would be
constitutionally permissible. "214
New York also claimed a privilege to discriminate against republishers to prevent competitors
from getting a free ride on its costly investment. 2lS This argument is similar to the justification for
copyright protection. 216 While not rejecting outright this justification for the discrimination, the court
of appeals did refuse to accept the existing scheme which absolutely barred republication, rather than set
a price that would negate free riding. 217 On remand, Legi-Tech's entitlement to access to LRS would
depend in part on Legi-Tech's burden of creating the same electronic enhancements itself?18
When copyright is the basis for access or publication restrictions, the First Amendment plays a
background role. The Ninth Circuit considered a clash between First Amendment interests and copyright
protection in Los Angeles News Service v. Tullo. 219 The plaintiff, Los Angeles News Service (LANS),
videotaped the sites of an airplane crash and train wreck and licensed television stations to use them on

2D!i

[d.

206
']JJ7

[d. at 733.

208

[d.

209

[d.

210

[d. at 736.

111 [d. at 733. "The evils inherent in allowing government to create a monopoly over the dissemination of public
information in any form seem too obvious to require extended discussion. " [d.
212

Id. at 734.

[d. (citing Richmond Newspapers, Inc. v. Virginia, 448 U.S. 555 (1980); Estes v. Texas, 381 U.S. 532, 540 (1965».

214 [d., at 734.
115

[d. at 735.

216 [d.; see supra text accompanying notes _ .
117

Legi-Tech, 766 F.2d at 735-36. Legi-Tech stipulated that it would be willing to pay a higher price than the general
public, and the court speculated that this might encompass a price that would reflect lost revenue to LRS. [d.

218

[d. at 736.
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973 F.2d 791 (9th Cir. 1992).
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news programs.220 The defendants, associates of Audio Video Reporting Services (AVRS), made video
recordings of the news programs and marketed the recordings to individuals and businesses.221 The
court of appeals rejected AVRS' argument that the raw videotapes were not entitled to copyright
protection because they merely recorded real world events, applying the general rule that almost any
photograph is copyrightable because it "reflects the personal reaction of an individual upon nature. "222
Moving on to the First Amendment issues, the court noted that "[c]opyright law incorporates First
Amendment goals by ensuring that copyright protection extends only to the forms in which ideas and
information are expressed and not to the ideas and information themselves. "223
Moreover, First Amendment considerations enter into the determination of whether a given use
of a particular work is fair use and therefore privileged under the Copyright Act. 224 Because there was
no showing that enforcement of the copyright limited the public access to the facts contained therein, the
court thought the problem perceived by Professor Nimmer was not present in the case before it.22.5
Thus, under the Los Angeles News Service analysis, whether the First Amendment allows a copyright in
public information depends on the availability of the underlying information to the public through
reasonable means of access.
The Supreme Court has accepted this basic idea.226 The Court has noted that "[i]t is
fundamentally at odds with the scheme of copyright to accord lesser rights in those works that are of
greatest importance to the public. wm This idea justifies strong copyright protection for private sector
redisseminators of public information, while at the same time questions copyright protection for the
public information itself, where the incentives that underlie copyright are not needed. The congruence
of fair use and First Amendment analysis also justifies considering First Amendment principles when
shaping the boundaries of fair use, especially when public information is involved.
There are two important limitations on the First Amendment and similar state constitutional
arguments, however. The first limitation has to do with the nature of the public information at issue.
The First Amendment is concerned with public debate. 228 Certain content is closer to the core of that
concern than are other contents. For example, the proceedings of a state legislature are much easier to
relate to robust public debate then are the records of public utility easements across private property. It
is thus conceivable that First Amendment protection of access to public information and First Amendment

221

mId. at 793 (quoting Bleistein v. Donaldson Lithographing Co., 188 U.S. 239,250 (1903». The Court cited Judge
Learned Hand and Professor Melville B. Nimmer as supporting this general rule. ld. at 793-94. It rejected relyiance on
Cable News Network, Inc. v. Video Monitoring Services of America, 940 F.2d 1471 (11th Cir. 1991), vacated, 949 F.2d
378 (11th Cir. 1991), because the court dismissed the appeal en banc and the panel decision was vacated. Los Angeles
News Serv., 973 F.2d at 794 n.4.
ll3

Los Angeles News Serv., 973 F.2d at 795.

214 ld. (noting, however, that Professor Nimmer's suggestion that the idea-expression dichotomy in fair use doctrine
may not adequately protect First Amendment interests); see also Twin Peaks Productions, Inc. v. Publications Int'l, Ltd.,
996 F.2d 1366, 1378 (2d Cir. 1993) (explaining that "except perhaps in an extraordinary case, 'the fair use doctrine
encompasses all claims of fIrst amendment in the copyright fIeld"').

ns Los Angeles News Serv., 973 F.2d at 796.
m Harper & Row, Publishers, Inc. v. Nation Enters., 471 U.S. 539, 556-57 (1985) (describing defmitional balance
between First Amendment and copyright as incorporated into idea/expression dichotomy, and noting that straight forward
news reports are not copyrightable, but declining to expand fair use to destroy any expectation of copyright protection in
work of a public fIgure). The "Framers intended copyright itself to be the engine of free expression. By establishing a
marketable right to the use of one's expression, copyright supplies the economic incentive to create and disseminate ideas."
ld. at 558.
mId. at 559.
118

Bur see Posner Opinion on Fiction Works by Public Employee.
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frustration of state monopolies on public information might be limited to legislative, judicial, and
administrative agency decisional information and not extended to more utilitarian content like that
involved in geographic information systems. Nevertheless, even geographic information pertains directly
to property ownership, and the use of public WAIS. Not only is enjoyment of property-a core interest
protected by the United States Constitution and state constitutions-tied up in this type of information, but
there is also much political debate surrounding the ownership and use of property. 229 It would be hard
for a public entity to sustain the position that one can participate effectively in a debate about a zoning
ordinance without access to the zoning map, even though the map is arguably utilitarian as much as it
is decisional.
The other limitation on First Amendment arguments is potentially more serious. Frequently,
restrictions on redissemination are not imposed by statute or common law, but by contract. 230 Someone
is licensed to use a product containing public information but the license imposes restrictions on types
of use, and frequently disallows redissemination. Someone who agrees to such a license may arguably
have waived any First Amendment entitlements to engage in the conduct prohibited by the license
restrictions. The counter-argument would be that there is an underlying constitutional right to the
information covered by the license, and that the licensor, usually a public entity, may not condition the
exercise of this constitutionally protected access right on the giving up of other constitutional rights.
Alternatively, the licensee could argue that the license restriction is state action that constitutes
unconstitutional discrimination against certain licensees-those intending to engage in constitutionally
protected communicative acts of redissemination.
D. Antitrust Arguments
The federal antitrust laws favor competition and thus provide legal support for the information
policy diversity precepts. Someone suffering antitrust injury231 caused by a monopoly of public
information can collect damages and obtain injunctions against maintenance of the monopoly.232 An
explicit establishment or grant of an information monopoly would be a prima facie violation of Section
2 of the Sherman Act233 and also, assuming contracts between legally separate entities were involved,
Section 1 of the Sherman Act,234 with few controversies likely to occur over whether the elements of
Section 2 or Section 1 were satisfied. The only plausible argument against prima facie liability would
be based on limited competitive effect.235 A defender of an exclusive arrangement for electronic formats
could argue that electronic formats and paper formats constitute substitute products and therefore the
restraint on competition is to be judged by considering the overall market for particular information,
including paper and electronic formats. Because of the dramatic differences between utility and cost,
however, it is far more likely that the markets for electronic formats and paper formats would be
considered separately for purposes of assessing the competitive effect of the state-granted monopoly.236

229

231 Consumers are the primary intended beneficiaries of the antitrust laws. Thus, consumers are more likely to have
standing to litigate violations of the Shennan Act than are competitors of those engaging in the alleged illegal conduct.
232
233

Section 2 of the Shennan Act prohibits monopolization. 15 U .S.C. § 2 (1988).

134 Section 1 of the Shennan Act prohibits combinations or conspiracies that restrain trade, and thus focuses on
contracts that fix prices or limit output. 15 U.S.C. § 1 (1988).
135 Except for per se violations of Section 1, conduct potentially violating the Shennan Act is judged under a "rule of
reason" analysis, which weighs the anti-competitive effect against pro-competitive effect. Anti-competitive effect is judged
with respect to a particular market. Eastman Kodak Co. v. Image Technical Services, Inc.,
U.S.
, 112 S. Ct. 2072,
2090 (1992) (remanding to detennine whether manufacturer unlawfully tied sale of services ~ale of parts for its line of
micrographic equipment).
136 Competitive effect in a defmed market is essential for detennining whether Section 2 has been violated because one
cannot detennine if a monopoly exists except relative to a particular market. Market defmition is less central, but still
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Not all state-granted monopolies result in liability under the federal antitrust laws, however.
States and municipalities regularly grant franchises and set prices for products and services.237
Similarly, a state monopoly with respect to public information might qualify for the "state action"
exemption238 to the antitrust laws. In some areas, such as insurance regulation, Congress has explicitly
immunized from antitrust liability certain state regulatory activities. 239 Exclusive cable television
franchises escape antitrust prohibitions both because they are sanctioned by the Cable Communications
Act, and because they are legitimated by local regulatory interests.240 There is no such explicit
exemption for other state monopolies which may regulate electronic publishing.241
There is, however, a residual state action exemption premised on federalism and its respect for
state sovereignty.24z Many state regulatory programs are immunized from antitrust liability even though
they limit competition because of the need to allow some elbow room for state regulatory power. In the
late 1970s and 1980s the Supreme Court held that municipalities243 were not entitled to state action
immunity on their own, and that they must derive any immunity from state legislative authorization.244
Then, in the mid-1980s, the Supreme Court relaxed federal antitrust scrutiny of municipal anticompetitive
arrangements. 24S No longer must a municipality demonstrate explicit state legislative intent to supplant
competition with regulation. It is enough to show that the state legislature clearly contemplated municipal
anticompetitive activity or that such activity was foreseeable or the logical result of the legislation.246

important to Section 1 analysis. However,an explicit monopoly over publishing and distributing public information is likely
to be classified as a per se violation of Section 1 rather than being evaluated under the rule of reason and market defmition
is far more important for rule of reason analysis because that analysis requires balancing procompetitive against
anticompetitive effects. [Is this also true of price fixing? Is there any type of price fixing agreement that might not violate
§ 1 because it has de minimis market effect?)

237
238
239
240
141 The Local Government Antitrust Act of 1984, 15 U.S.C. §§ 34-36 (1988), exempts local governments and persons
acting under their direction from damages, interest, and attorneys' fees under the antitrust laws, while leaving intact
substantive antitrust law analysis. H.R. REP. No. 965, 98th Cong., 2d Sess. (1984), reprinted in 1984 U.S.C.C.A.N.
4602, 4603. "The bill eliminates certain damage suits under the Clayton Act without altering judicial interpretation of the
substantive antitrust law. For example, there will be no change in the substantive antitrust law applicable to local
governments, or persons with whom they deal, in suits for injunctive relief under Section 16 of the Clayton Act, or in
enforcement actions by the Department of Justice or the Federal Trade Commission under other statutory provisions." Id.
141 See Federal Trade Comm'n v. Hospital Bd. of Directors, 38 F.3d 1184 (11th Cir. 1994) (fmding that state action
requirement shielded purchase by county hospital board of private hospital because powers granted to political subdivision
by state contemplated anti-competitive affect); Continental Bus Sys., Inc. v. City of Dallas, 386 F. Supp. 359, 363 (N.D.
Tex. 1974) (finding that state action doctrine precluded antitrust liability of city which granted exclusivity to certain bus
lines serving airport).
143 Municipalities in this sense includes counties. State action immunity at the municipal and county level is important
to public information policy because of the large stock of lack records held at that level.
144 See Town of Hallie v. City of Eau Claire, 471 U.S. 34, 39-42 (1985) (finding that municipalities are not immune
by virtue of their status because they are not themselves sovereign, and that state may not validate municipal anticompetitive conduct simply by declaring it to be lawful, but may authorize it and thereby confer immunity even if municipal
activities not compelled and not supervised by state; City of Lafayette v. Louisiana Power & Light Co., 435 U.S. 389,39394 (1978) (fmding that municipal electric power company was not automatically exempt from antitrust scrutiny); id. at 422
& n.3 (Burger, C.J., concurring) (suggesting that proprietary activities of municipalities should not be exempt from
Sherman Act);

145 See generally Thomas M. Gorde, Antitrust and the New State Action Doctrine: A Return to Deferential Economic
Federalism, 75 CAL. L. REv. 227,228 (1987) (explaining trilogy of cases that substantially clarified application of state
action doctrine to municipalities).
146

Id. at 242 (citing Hallie, 471 U.S. at 42).
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On the other hand, anticompetitive action under the authority of a general home rule grant would not
qualify because the legislative direction is not specific enough. 247 Moreover, active supervision of the
When the municipality sanctions private
municipality by the state is no longer required.248
anticompetitive conduct, the supervision of the private conduct need be only general and potential. 249
One respected commentator, Philip Areeda, suggests that proprietary activities by municipal
governments, meaning "public activities that compete directly with private firms in the open market and
that differ from them only in stockholder identity," might be subject to greater antitrust scrutiny, although
he expressed concern that drawing the distinction between proprietary and nonproprietary activities always
has proven troublesome.~ Conversely, one could argue that states and municipalities should be
entitled to grant exclusive franchises to private entities to perform services that otherwise would be
performed by government itself. Because governments historically had a natural or de jure monopoly
on performance of public services exempt from antitrust liability, the argument would go, they should
be able to delegate this immunity to their contractors. Winning with this argument, however, should
depend on sustaining the proposition that competition for the privitized service would harm essential
public interests. Because public information policy benefits from a multiplicity of sources and channels,
the opposite is true. A monopoly is not supportive and contravenes public interest.

E. Burdens on Interstate Commerce
Because of the likelihood that a diversity of channels and sources for public information would
involve interstate commerce, a state-sanctioned monopoly on such information adversely affects interstate
commerce. Such an effect is permissible, but only if it is justified by the pursuit of a legitimate state
interest. 251 This criterion is not always satisfied.
Suppose a county sets up its land records in electronic form, and permits electronic access only
under an exclusive contract whereby anyone obtaining electronic access must agree not to compete or
disclose the information to anyone else. Effectively, the county has set up a monopoly in this market.
Assume further that an out of state entrepreneur would like to purchase these electronic land records, yet
the entrepreneur does not want to sign the licensing agreement because it wants to incorporate the records
into a larger database of land records from many geographic areas. This section considers whether the
above hypothetical would violate the Commerce Clause of the United States Constitution.252
The "dormant Commerce Clause" refers to an implied limitation on state power arising from the
Commerce Clause. The underlying issue is whether the grant of power to Congress to control interstate
commerce found in Article I Section 8 of the Constitution prevents states from regulating interstate
commerce in a subject area not addressed or dealt with explicitly by Congress.

147

Id. at 242 & n.97 (citing Hallie, 471 U.S. at 43; Community Communications, Inc. v. City of Boulder, 455 U.S.

148

Id. at 245 (discussing Hallie, 471 U.S. at 46 & n.10).

249

Id. (discussing Southern Motor Carriers Rate Conference, Inc. v. United States, 471 U.S. 48, 51, 61 nn.23, 66).

40).

150 Philip Areeda, Antitrust Immunity for ·State Action· after Lafayette, 95 HARV. L. REv. 435,443 (1981)
(suggesting that waste disposal, water service, municipal transport, and public parts probably should not be included in
proprietary category and that mere regulation of zoning, cable television, and other public franchises would not be
proprietary).
251

1SZ The grant of power to Congress to control commerce both among foreign nations and the states of the United
States is found in Article I Section 8 of the United States Constitution. This clause states: "The Congress shall have power..
. to regulate commerce with foreign Nations, and among the several states, and with the Indian Tribes." U.S. CONST. art. I,
§ 8. Essentially, this clause serves as a grant of power to the Federal Congress and also as a limitation on state legislative
power. Commerce is defmed broadly. See Heart of Atlanta Motel v. United States, 379 U.S. 241 (1964) (finding that hotel
was providing lodging to out of state people, and that since black Americans were victims of discrimination, they would not
travel and this would hurt interstate commerce); Stafford v. Wallace, 258 U.S. 495 (1922) (stating that stockyards were in
"the stream of commerce," since cattle and goods were only temporarily in stockyards); Gibbons v. Ogden, 22 U.S. 1
(1824) (stating that "commerce among the states" is "commerce which concerns more states than one").
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In Gibbons v. Ogden,253 the Supreme Court first addressed this issue. Ogden had an exclusive
steamboat operating license from New York state.2.S4 Gibbons, who had a federal license to operate
his vessel between New York and New Jersey, was stopped by New York from entering New York state
waters because of Ogden's steamboat monopoly.255 Gibbons brought suit, arguing that this was a
violation of the Constitution and specifically the Commerce Clause.256 The Court found that New
York's grant of the monopoly was invalid since it interfered with interstate commerce.257 States,
however, can regulate those parts of interstate commerce which are local in nature and needed different
treatment from state to state.258
Under the holding in Pike v. Bruce Church, Inc.,259 a two prong test is used to determine if
state regulation is unconstitutional.2ro First, does the regulation discriminate against interstate
commerce?261 Second, are the burdens on interstate commerce clearly excessive compared to the local
benefits of that particular state?262 If the answer to both of these questions is yes, then the state
regulation is unconstitutional and therefore invalid. 263
Under Pike, it is necessary to determine if the state regulation is discriminatory against people
from other states or interstate commerce in general. A regulation or law is facially discriminatory if it
imposes restrictions or penalties on out-of-state people and not in-state people.264 If a statute does
discriminate, then the statute is unconstitutional and the state interest does not outweigh the burden on
interstate commerce. In City of Philadelphia v. New Jersey,2fl5 a New Jersey statute prohibiting out-ofstate waste from entry into state was held to be invalid.266 There was an obvious, legitimate state
interest in keeping waste out, and yet there was no need to discriminate and burden interstate
commerce. 267 A state, in pursuing a legitimate state interest, cannot use a discriminatory method to
achieve that interest if there are effective non-<iiscriminatory procedures that can be used.268 If a
regulation is facially discriminatory, then there must be a legitimate state interest that outweighs the
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u.s.

1 (1824).

2.S4
255
256
257
158

Cooley v. Board of Wardens, 53 U.S. 298 (1851).

259
160

397 U.S. 137 (1970).

261

ld. at 142.
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Id.

l63 This modern approach enhances the conflict between what might be good for one state and its citizens and what
might be good for the nation as a whole. For example, in Baldwin v. Seelig, 294 U.S. 511 (1935), a New York statute
requiring a minimum milk price was held to be unconstitutional since this amounted to economic protectionism and would
have a negative effect on the national economy. This result was reached despite the fact that the statute may have helped
certain citizens of New York and the New York state economy.

264
165

437 U.S. 617 (1978).

266
267

268

Hughes v. Oklahoma, 441 U.S. 322, 376 (1979). If there is an available, non-discriminatory alternative that is not
used, then the statute is unconstitutional. ld.
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discrimination on interstate commerce, and there must be no alternative non-discriminatory means to
achieve that state interest. 269
A statute may be discriminatory in effect but not facially discriminatory.27\) This occurs when
a state does not explicitly treat out-of-state people differently, but in the practical aspects and application
of the statute it puts a greater burden on out-of-state people than in-state people. 271 Even if a state
statute or regulation is found to be non-discriminatory, it may violate the dormant Commerce Clause if
it puts too great a burden on interstate commerce. m Conversely, a state law can burden interstate
commerce and be upheld so long as it pertains to local matters and the burden on interstate commerce
is not too great. 273
In evaluating a state-sanctioned monopoly over public information within this framework, one
must consider the following questions. First, is the interest the state identifies in justifying the monopoly
a legitimate state interest? Second, is the burden on interstate commerce too great? The argument against
the monopoly is stronger if it discriminates in favor of the in-state entities on its face.
In the hypothetical, the public land records in electronic form could be sold and used across state
lines. It is virtually certain that this business is in the realm of interstate commerce. The county is
willing to sell to anyone, whether they are in-state people or out-of-state, as long as they agree not to sell
or compete with the county.
The burden is significant. An out-of-state publisher buying this product is unable to distribute
these public records in electronic form for publication, analysis, public policy comparisons, or academic
research. The burden on interstate commerce would be enormous if all county and public records could
only be bought from the county in which the records originated. There does not appear to be a very
strong state interest other than to perhaps raise revenues.274
On the other side, however, the county may argue that it is controlling its own land records,
which could be considered a legitimate state interest. Also, the county might plausibly argue that this
is a local concern that should be dealt with by the county or state. Finally, it could argue that the burden
on interstate commerce is small.

F. Substantive Due Process and Equal Protection
Substantive due process under the Fourteenth Amendment of the United States immunizes persons
from deprivation of life, liberty, or property except when the deprivation is justified by a legitimate state
interest. 275 Equal protection analysis is similar.276 A state-established monopoly on electronic
publishing adversely affects First Amendment interests, which involve a fundamental right, and therefore
should trigger strict scrutiny under the Equal Protection Clause of the Fourteenth Amendmenf1' and
probably would trigger similar scrutiny under a substantive due process doctrine.278 It would be

170 There are some scholars and judges who do not believe in this balancing approach. They argue that if a statute is
non-discriminatory on its face then the dormant Commerce Clause does not apply.
171

See Hunt v. Washington State Apple Advertising Comm'n, 432 U.S. 333, 352-54 (1977).

m
273
174

Generally, strong state interests involve the health, welfare, and safety of their citizens.

275
176 Bray v. Alexandria Women's Health Clinic, 113 S. Ct. 753,777 (1993) (Souter, J., concurring in part and
dissenting in part) (noting that civil rights conspiracy claim could be evaluated under either substantive due process or equal
protection test). But see Nollan v. California Coastal Comm'n, 483 U.S. 825,835 n.3 (1987) (questioning whether equal
protection and substantive due process standards are same in property taking cases).

rn See Arkansas Writers' Project, Inc. v. Ragland, 481 U.S. 221,234 (1987) (state sales tax targeting general
interest magazines, while exempting other publications, violated First Amendment rights).
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difficult for a state or municipality to show how an information monopoly is necessary to promote a
legitimate state interest. There is little authority for the proposition that making money is a legitimate
state interest. Thus, it is hard for states to justify interfering with private entrepreneurial interests. It
would also be difficult to justify information monopolies on the grounds of ensuring an accurate flow of
public information, because the less restrictive trademark approach is available to protect any interest in
avoiding errors in public information.
Thus, state monopolies on public information could be wlnerable to attack under 42 U .S.C. §
1983, and 42 U .S.C. § 1985(3) when they are established at the state and local level, and to challenges
as constitutional torts when they are established at the federal level.

V. PERMISSIBLE INFORMATION POLICIES
The legal and policy constraints on information monopolies still leave all levels of government
with an enormous range of possibilities for disseminating electronic information products. First, and most
basically, there is nothing in the foregoing analysis that prohibits charging for access to public
information. Virtually every major policy statement and access law permits governmental entities to
charge for the cost of providing access to public information.279 Just as agencies may charge for the
cost of providing access to raw content, so also may they charge for access to value added features.
However, the pricing for public information is regulated.~
Instead of trying to tease a more precise answer to the cost allocation question out of the
characteristics of a particular public information product or information system, however, it is better
simply to express a basic policy position on whether full costs or only direct costs should be reflected in
the price for public information products. After doing this, it is best to then focus on the competition
inherent in the diversity principle as a practical means of limiting the price that can be maintained for
public information from governmental sources. Theoretically, private disseminators of public information
will price at or close to marginal costs, and if a public source is pricing much higher than marginal costs,
consumers will buy from the private sources instead of the public source. Of course, greater reliability
and visibility of the public source may demand a premium price over marginal costs, but that is fine
because it reflects consumer preferences.

VI. PRICING
Limiting copyright and quasi-copyright protection for public information, as this Article
advocates, raises questions about how public information can be priced. Pricing arguments have to do
with cost accounting: Whether prices for public access to public information may reflect a portion of the
fixed costs of agency information systems, perhaps including systems designed to collect public
information. 281 Most policy guidelines addressing cost accounting say that only the direct costs of
providing public access should be recoverable. 282
Even when this is the law or policy, however, determining direct costs is not simple. Volumes
of decisions of public utility commissions address controversies over allocating fixed and joint costs.283
Automated information systems usually have a relatively high proportion of fixed costs for capital goodshardware, software, and communications facilities-that produce a variety of output streams. When one
of these streams is public access, how much of the fixed and joint cost should be allocated to that stream
as opposed to others presents an essentially indeterminate question.

~

See infra part VI.
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The absence of copyright protection and other monopolies means that any price will be subject
to competitive pressure. Indeed, the pricing issue for public information merges with the issue of how
electronic information can be priced whenever intellectual property protection is weak, as in Internet
environments where infringement is easy to commit and difficult to detect.
Microeconomic theory explains that competition will force prices to a level close to marginal
cost. 284 The existence of high fixed costs increases the challenge of staying in business because
marginal cost pricing means that fixed costs may not be covered.2IS Conventional publishing has high
fixed costs compared to variable costs,286 but Internet architectures with their easy duplication, cheap
routing, and distributed production possibilities, probably change this relationship between fixed and
variable costs significantly. Thus, the newer technologies for providing public access to public
information probably reduce the risk that marginal cost pricing will make it impossible for nODSubsidized
publishers to stay in business.
There also is another kind of competitive risk-the one intellectual property law addresses. Even
when fixed costs are a relatively small part of total cost, the original producer of a publication faces a
threat of free riding when a competitor can produce essentially the same product without incurring the
same fixed costs as the original publisher. For example, if the competitor simply copies chunking and
tagging and pointers value, the competitor has the benefit of the originator's fixed investment without
paying the cost (assuming the cost of copying is less than the cost of creating the chunking and tagging
and pointers value in the first place).
The best pricing strategy to be sought by public policy is the following: The agency should price
at marginal cost for access to the basic content, letting taxpayers pay the fixed costs. of collecting and
assembling this raw content, as is usually the case, if collection and assembly of the raw content is within
the agency's statutory mandate. This presents no threat to private sector publishers because agencies
have a natural monopoly over the raw information.::rT The policy preserves a role for private sector
publishers not only when agency activity is limited to relatively raw forms of the information, but also
when additional value added features are paid for with public money. What is essential is that all private
sector competitors get the benefit of the public investment at cost. As long as that is true, taxpayer
subsidy of agency activities will not pose a threat to private sector activity aimed at adding additional
added value.
Any private sector that adds value can obtain access to the agency-produced baseline at the
marginal cost to the agency and, and have her added value protected by intellectual property. Then, the
only risks of free riding is the risk of undetected or unpunished intellectual property infringement and the
risk of free riding on "sweat of the brow." Public policy can lower the threat of that kind of free riding
by making little "sweat of the brow" necessary through systems like Internet distribution and GILS
finding aides.

vn.

CONCLUSION

This Article argues that both government and private entrepreneurship have a role to play in
realizing the advantages of information technology with respect to public information. It also argues,
however, that governments need to choose between engaging in proprietary activities in a genuinely
competitive environment and engaging in more limited public activities. If governments wish to engage
in the former and become value added electronic publishers, they should do so in a competitive
marketplace without trying to extend inherently governmental monopolies into private markets. If, on
the other hand, governments want to act within the protections of governmental privileges and immunities

184
EDWIN MANSFIELD, MICROECONOMICS: THEoRY AND APPLICATIONS 241 (2d ed. 1975) ("[Alt the equilibrium
price, price will equal marginal cost for all flrms that choose to produce, rather than shut down their plants. ").
l8S

[d. at 241 ("Price may be above or below average total cost, since there is no necessity that profits be zero or that

flxed costs be covered in the short run. ").

286 Printing presses and binderies cost more money than the labor and paper to print a signiflcant press run.
187 This natural monopoly does not mean that private sector entities are prohibited from collecting the information; it
just means that it would not pay them to do so.
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like the traditional monopolies over public services, they should limit themselves to traditional
maintenance and release of relatively basic content, leaving the value adding activities to others.
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I. INTRODUCTION
The protection of individual privacy I continues to grow as an important public policy issue around
the world. 2 In most western, industrialized countries, data protection laws have been enacted in the past
twenty years,3 and formal data protection authorities have been established in many.4 Several international

• Chief Counsel, Subcommittee on Infonnation, Justice, Transportation, and Agriculture, House Committee on Government
Operations. B.A.1970, University of Pennsylvania. J.D.1973, Yale Law School.
The author thanks David Flaherty, Jane Bortnick and Paul Schwartz for their criticism of earlier drafts.
The views expressed in this article are solely those of the author and do not represent the views of the House
Committee on Government Operations or its Subcommittees.
I "Data protection," "privacy," "infonnation privacy," and "records privacy" have all been used interchangeably to refer
to laws and policies that regulate infonnation about individuals. These tenns encompass record keeping practices for personal
infonnation including access, correction, use, collection, and retention and disclosure to third parties. The tenn "data
protection" appears to be most in favor today.

2 See DAVID H. FLAHERTY, PROTECTING PRIVACY IN SURVEILLANCE SOCIETIES xxii (1989) ("Concern for
the protection of personal privacy in the face of the massive surveillance capacities of governments and corporations is a leading
issue in all Western industrialized societies."); see also COLIN J. BENNETT, REGULATING PRIVACY: DATA
PROTECTION AND PUBLIC POLICY IN EUROPE AND THE UNITED STATES 3 (1992) ("By the end of the 1980s, the
protection of personal data had taken on a momentum of its own as a separate and significant issue of public policy. ").
3 See, e.g., A.C. NUGTER, TRANSBORDERFLOW OF PERSONAL DATA WITHIN THE EC 18 (1990) ("Generally
speaking, most Western countries have now implemented data protection laws." (footnote omitted».
4 Organization for Economic Co-operation and Development, Recommendations of Council Guidelines on the Protection
of Privacy and TransborderFlows of Personal Data, 1981 I.L.M. 422, O.E.C.D.Doc. No. C(80)58 final; Council of Europe,
Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data, 1981 I.L.M. 377, Euro. T.S.
No. 108 (Jan. 28, 1981). Both of these documents are reprinted in Data Protection, Computers, and Changing Infonnation
Practices, Hearing before the Government Infonnation, Justice, and Agriculture Subcommittee, House Committee on
Government Operations, 10lst Cong., 2d Sess. (1990) [hereinafter 1990 House Data Protection Hearing]; see also United
Nations, Guidelines Concerning Personal Data Files, G.A.Res. 45195, U.N.Doc. AlRES/45195 (1990). For a brief discussion
of the U.S. response to the adoption of the OECD guidelines, see infra notes 179-192 and accompanying text.
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organizations have adopteds or are in the process of adopting6 policies on data protection.
These legislative and institutional changes are a response to world-wide concerns about the loss of
privacy as a consequence of the computerization of information systems containing personal information.
Policy makers in many countries have reacted to fears and uncertainties about the implications of the
widespread, long-term collection, maintenance, use, and interconnection of databases containing records about
credit and finances, health, criminal history, insurance, employment, social security, tax, and consumption.
Some of these records are maintained by governments and, increasingly, more records are maintained by
private sector companies. Spiros Simitis, the first of the modern data protection officials, has described the
processing of personal data as "a challenge to human rights and the very structure of a democratic society. "7
Through the early 1970s, the United States was a leader in the development of privacy policy.
Professor David Flaherty, a Canadian data protection scholar, has written that the United States invented the
concept of a legal right to privacy. 8 A 1976 book by a British privacy expert asserted that the United States
was the country with the most highly-developed law of privacy.9 A recent studylO (by a Dutch scholar) of
privacy statutes of several European countries begins an introductory review of the concept of privacy with
a discussion of the famous 1890 article by Brandeis and Warren ll and of American Professor Alan Westin's
seminal 1967 book.12 The 1972 report of a U.S. Department of Health, Education & Welfare Advisory
Committee was one of the earliest and most internationally influential government privacy studies. 13 The U.S.
Privacy Act of 1974 14 was one of the first national data protection laws. IS
Privacy activities outside the United States accelerated beginning in the mid-1970s In 1977 and 1978
alone, data protection laws were enacted in six countries, including West Germany, France, and Canada. 16
The establishment of formal data protection authorities in other countries institutionalized the government role

S For example, Sweden passed the Data Act of 1973 establishing a Data Inspection Board; West Gennany passed the
Federal Data Protection Act in 1977 establishing a Data Protection Commissioner; France passed the Law on Informatics, Data
Banks, and Freedoms in 1978 establishing a National Commission on Informatics and Freedoms; Canada passed the Privacy
Act of 1982 establishing an Office of the Privacy Commissioner; Great Britain passed the Data Protection Act of 1984
establishing a Data Protection Registrar; Australia passed the Privacy Act 1988 establishing a Privacy Commissioner. The first
data protection law was passed in 1970 in the German State of Hesse.
For a recent list of the status of data protection laws in countries belonging to the Organization of Economic
Co-operation and Development, see BENNETI, supra note 2, at 57, Table 1. There are seventeen countries, including the
United States, on the list. Legislation was being considered or studied in six other countries. For a summary of data protection
laws and proposals in thirty-one countries, see 17 Privacy Laws & Business 2-7 (July 1991). See also Status of Data
Protection/Privacy Legislation, 16 TRANSNAT'L DATA AND COMM.REP. 33 (Jan.lFeb. 1993).
6 The European Community is preparing a Council Directive concerning the protection of individuals in relation to the
processing of personal data. A first draft of the directive was issued in September 1990. A second draft was issued in October
1992. See Commission Proposal for a Council Directive Concerning the Protection of Individuals in Relation to the Processing
of Personal Data, EUR.PARL.DOC. (COM 422 fmal-SYN 287) 1 (1992) [hereinafter 1992 Draft EC Data Protection Directive].
7 Spiros Simitis, New Trends in National and International Data Protection Law, RECENT DEVELOPMENTS IN DATA
PRIVACY LAW 17 (J. Dumortier ed. 1992); see also FLAHERTY, supra note 2, at 1 ("mndividuals in the Western world
are increasingly subject to surveillance through the use of data bases in the public and private sectors, and ... these developments
have negative implications for the quality of life in our societies and for the protection of human rights. H).
8

FLAHERTY, supra note 2, at 306.

9

PAUL SIEGHART, PRIVACY AND COMPUTERS 11 (1976).

10

NUGTER, supra note 3, at 16-17.

II Samuel D. Warren & Louis D. Brandeis, The Right to Privacy,S HARV.L.REV. 4 (1890). It is difficult, in fact, to
fmd any serious written work on privacy that fails to cite this article.

12 ALAN F. WESTIN, PRIVACY AND FREEDOM (1967).
13 U.S. DEP'T OF HEALTH, EDUCATION & WELFARE, SECRETARY'S ADVISORY COMMITIEE ON
AUTOMATED PERSONAL DATA SYSTEMS, RECORDS, COMPUTERS, AND THE RIGHTS OF CmZENS viii (1973)
[hereinafter HEW REPORT]; see also infra notes 58-75 and accompanying text.
14 Privacy Act of 1974, Pub.L. No. 93-579, s 5(a)(1), 88 Stat. 1896, 1907 (1974).
IS

See BENNETI, supra note 2, at 57, Table 1. The Swedish Data Act, passed in 1973, is the only earlier law cited.

16 Id.
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in privacy matters and fueled the movement toward international cooperation and coordination. 17
While international interest in data protection accelerated during the 1970s, United States interest
peaked at the end of the decade. The election of Ronald Reagan as President marked the end of any
significant privacy policy initiatives from the executive branch. 18 This resulted in a divergence between the
United States and other western industrialized countries on privacy matters. Although policies and practices
in the United States remained relatively static, other nations worked cooperatively and moved in new
directions. Colin Bennett observed in his recent study of data protection and public policy in Europe and the
United States that n[w]ith the exception of the United States, however, in each country there was an immediate
awareness of overseas legislation and a keen desire to learn from the experience of others. nl9
The failure of the United States to establish a permanent data protection authority represents the single
most important difference in approach to data protection between the United States and most other
industrialized countries.2O In his book, Professor Flaherty was direct in describing the effect: nThe United
States carries out data protection differently than other countries, and on the whole does it less well, because
of the lack of an oversight agency. n21 Professor Spiros Simitis, Germany's first data protection official, has
described the American approach to data protection as "an obviously erratic regulation full of contradictions,
characterized by a fortuitous and totally unbalanced choice of its subjects. "22
It is not the purpose here to make a case for establishing a federal data protection agency in the United
States. Others have put forward reasons why such an agency is needed.23 Proposals to establish a data
protection authority in the United States have been regularly offered over twenty years, and continue to be
put forward. The failure of the United States to have a data protection authority remains a significant
difference with other countries as well as a continuing legislative issue. For example, the European
Community proposed directive on data protection requires each member state to designate an independent
public authority to supervise the protection of personal data. 24 As a result, the history of federal privacy
regulatory actions and proposals continues to be relevant.
This article reviews the legislative and administrative record behind the failure of the United States
to create a data protection authority. This task will be accomplished by examining legislative proposals and
administrative recommendations for a data protection authority and by evaluating the activities of executive
agencies that might be characterized as carrying out functions relating to privacy policy making or
international data protection coordination. This history will suggest that (1) the notion of a data protection
authority in the United States has been a constant, albeit low- level, issue for twenty years; and (2)
administrative privacy activities at the federal level have been fragmented, incomplete, and discontinuous.
These activities have never been equivalent to or a substitute for a formal data protection authority.

n. LEGISLATIVE ATIEMPTS TO CREATE A PRIVACY AGENCY
Proposals to establish a permanent federal privacy agency in the United States date back to 1974 when
17 A principal purpose of the European Community draft data protection directive is to hannonize national laws and to
establish a community standard of privacy protection. See Joel R. Reidenberg, Privacy in the Infonnation Economy: A Fortress
or Frontier for Individual Rights?, 44 FED.COMM.L.J. 195,238 (1992); see also EIGHTH REPORT OF THE DATA
PROTECTION REGISTRAR (UNITED KINGDOM) 2 (1992) ("The draft [European Community data protection directive] has
stimulated greater collaboration between the Data Commissioners of the EC nations.); supra notes 5-6 and accompanying text.
18 See infra text accompanying notes 176-178.
19 BENNETT, supra note 2, at 125 (emphasis supplied).
20 Paul Schwartz, Data Processing and Governmental Administration: The Failure of the American Legal Response to
the Computer, 43 HASTINGS L.J. 1321, 1383 (1992) ("[T]he United States is almost alone among Western nations in its failure
to create an institution with [data protection] expertise. ").

21 FLAHERTY, supra note 2, at 305.
22

SIMmS, supra note 7, at 22.

23 See, e.g., FLAHERTY, supra note 2, at 382 ("Unless a federal data protection agency is created in the United States,
the federal system for articulating privacy interests in a systematic fashion is woefully inadequate. "); Schwartz, supra note 20,
at 1379-84; REIDENBERG, supra note 17, at 236-42; M. Rotenberg, In Support of a Data Protection Board in the United
States, 8 GOV'T INFO.Q. 79 (1991); P. Regan, The Globalization of Privacy: Implications of Recent Changes in Europe,
Paper Delivered Before the American Sociological Association (1992); see also 137 Cong.Rec. H755 (daily ed. Jan. 29, 1991)
(statement of Rep. WISe) (Introduction of the Data Protection Act of 1991, H.R. 685).
24

1992 Draft EC Data Protection Directive, Art. 30.
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Senator Sam Ervin introduced legislation to establish a five-member Federal Privacy Board. Ervin's Privacy
Board would have had privacy responsibilities for records of federal, state, and local governments as well as
the private sector. 25 This legislation, which eventually became the Privacy Act of 1974,26 also proposed
substantive safeguards to personal privacy during the collection, maintenance, and dissemination of
information.
As approved by the Senate Committee on Government Operations in 1974, the direct authority of the
renamed Privacy Protection Commission would have extended primarily to federal government records.
According to the Committee's legislative report, one of the principal reasons for the Commission was "to fill
the present vacuum in the administrative process for overseeing establishment of governmental data banks and
personal information systems and examining invasions of individual privacy. 1127
As approved by the Committee, the Commission's authority over state governments and the private
sector would have been limited. The Commission would have been empowered mostly to study privacy
matters affecting state and local governments and the private sector. The Commission would also have been
able to "assist agencies and industries in the voluntary development of fair information practices. "28
The Senate Committee report offered this justification for a privacy protection unit:
[T]here is an urgent need for a staff of experts somewhere in government which is
sensitive both to the privacy interests of citizens and the informational needs of government
and which can furnish expert assistance to both the legislative and executive branches. In
recent years, controversies over privacy and government data banks have arisen after
executive branch decisions have been made. The Commission will serve the important
purposes of raising and resolving privacy questions before government plans are put in
operation. Agencies need help to incorporate newly-refined concepts of individual liberty
into their current procedures without unnecessary disruption and confusion. Congress and
the President need help in identifying those areas in which privacy safeguards are most
urgently needed and in drafting legislation specifically tailored to those problem areas.29
The Senate Committee concluded "with some reluctance" to propose an independent commission.
Other locations considered for the privacy function but rejected were the General Accounting Office and the
Office of Management and Budget. 30
S. 3418 passed the Senate in November 1974, with the Privacy Protection Commission proposal
approved by the Committee intact. The vote was 74-9.3 1 An amendment offered by Senator Muskie--and
accepted by voice vote--enlarged the mandate of the Commission by authorizing it to prepare model privacy
legislation for state and local governments. 32
A companion bill was reported by the House Committee on Government Operations in 1974 but
without a provision establishing a privacy agency. 33 Additional views filed by ten Committee members
discussed the failure to create an administrative body for privacy:
Unlike the Senate bill, H.R. 16373 contains no provision for the establishment of an
administrative body to oversee the implementation of this legislation. We recognize the fact
that some of our colleagues feel it is wiser to wait and see how Federal agencies respond to
privacy legislation before establishing any oversight mechanism. No one, however, wants
to repeat the experience of the Freedom of Information Act in holding out rights to

25 S. 3418, 93rd Cong., 2d Sess. s 522(a) (1974). Many of the congressional documents from the 93rd Congress were
collected and reprinted in SENATE COMM. ON GOY'T. OPERATIONS AND HOUSE COMM. ON GOY'T. OPERATIONS,
94th Cong., 2d Sess. LEGISLATIVE HISTORY OF THE PRIVACY ACT OF 1974 S. 3418 (pUBLIC LAW 93-579), (1976).

26 Pub.L. No. 93-579, 88 Stat. 1896 (1974) (codified at 5 U.S.C. s 552a & note).
27
SENATE COMM. ON GOY'T. OPERATIONS, PROTECTING INDIVIDUAL PRIVACY IN FEDERAL
GATHERING, USE AND DISCLOSURE OF INFORMATION, S.Rep. No. 1183, 93rd Cong., 1st Sess. 34 (1974).
28

Id. at 23.

29

Id. at 24-25.

30

Id. at 26.

31

120 Cong.Rec. 36,917 (1974).

32

Id. at 36,897.

33 HOUSE COMM. ON GOY'T. OPERATIONS, PRIVACY ACT OF 1974, H.R.REP. No. 1416, 93d Congo 2d Sess.
7 (1974), reprinted in 1974 U.S.C.C.A.N. 6916,6938.
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individuals but providing them only with the costly and cumbersome mechanism of a judicial
remedy. Therefore, we would amend the bill to provide for the establishment of an
administrative body to mediate conflicts between agencies and individuals, to investigate
complaints, hold hearings, and make findings of fact.
We would be more than naive if we failed to recognize that individual Federal agencies cannot be
expected to take an aggressive role in enforcing privacy legislation. Enforcement of the provisions of this bill
will be secondary to each agency's legislative mandate and will, of necessity, cause additional expense and
administrative inconvenience. Only by providing a separate administrative agency with authority for
implementing this legislation and coordinating the privacy programs of the various federal agencies can be
we assured of uniform, effective enforcement of the rights guaranteed by this bill. 34
When H.R. 16373 was considered on the House floor, an amendment was offered by Representative
Gilbert Gude to establish a Federal Privacy Commission as an independent agency in the executive branch. 35
The powers proposed for the Commission were "more limited than those provided in other earlier proposals"
and were confined to serving "as a focus of attention for information and privacy issues" and to being "a
watchdog over agencies which are responsible for implementing the provisions of the act. "36 Representative
William Moorhead, Chairman of the Government Operations Committee and sponsor of the bill, opposed the
Gude amendment. He stated during debate that "if ... the courts do not do the excellent job they have done
under the Freedom of Information Act, then we in Congress can always in the future create a privacy
board. "37 The Gude amendment was defeated without a record vote by the House. 38 H.R. 16,373 passed
by a vote of 353-1.
The House and Senate bills were reconciled without a formal conference at the conclusion of the 93rd
Congress. The opposition of President Ford to the establishment of a separate privacy board or commission
was a significant factor in the decision to compromise on the privacy board.39 The result was a decision to
establish a temporary study commission. 4O An analysis of the compromise reprinted in the Congressional
Record by Rep. Moorhead included this discussion:
Under the Senate bill the Privacy Protection Commission was directed to develop
model guidelines and conduct certain oversight of the implementation of this Act to Federal
agencies. Since the compromise amendment would change the scope of authority of the
commission, it was felt there remained a need for an agency within the government to
develop guidelines and regulations for agencies to use in complementing the provisions of the
Act and to provide continuing assistance in and oversight of the implementation of the
provisions of this Act by the agencies.
This function has been assigned to the Office of Management and Budget.41
The Privacy Act of 1974 became law on December 31, 1975. The substantive provisions of the Act
became effective on September 27, 1975.42
The consideration of the privacy board issue during the debate on this bill represented the legislative

34

Id. at 38-9.

35

120 Cong.Rec. 36,962 (1974).

36

Id. at 36,964 (statement of Rep. Gilbert Gude).

37

Id.

38

Id. at 36,965.

39

See FLAHERTY, supra note 2, at 311-312.

40 120 Cong.Rec. 40,409 (1974) (statement of Sen. Ervin). The temporary study commission was the Privacy Protection
Study Commission. See infra text accompanying notes 101-116 for a discussion of the work of the PPSC.

41 120 Cong.Rec. at 40,883 (1974). lames H. Davidson, former Counsel to the Senate Government Operations
Subcommittee on Intergovernmental Relations, testified in 1983 that the selection of OMB "was a compromise forced by the
reluctance of the Congress to establish an agency with ongoing responsibility for implementing the act and an unwillingness to
give the job to the lustice Department after examining its dismal record of implementing the Freedom of Information Act.·
Oversight of the Privacy Act of 1974: Hearings Before a Subcomm. of the House Comm. on Gov't. Operations, 98th Cong.,
1st Sess. 43 (1983) (statement of James H. Davidson, Counsel to the Senate Government Operations Subcommittee on
Intergovernmental Relations).
42

Privacy Act of 1974, Pub.L. No. 93-579, s 8, 88 Stat. 1907 (1974).
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high-water mark of the privacy agency concept. 43 Legislation to create a privacy agency has been introduced
repeatedly since 1977, but no action was taken. In the 95th Congress, Representative Ed Koch--a member
of the Privacy Protection Study Commission44 a bill to establish a Federal Information and Privacy Board and
to implement the other recommendations of the Commission.'5 Representative Silvio Conte introduced the
Comprehensive Right to Privacy Act which included the establishment of a Federal Privacy Board.46
In the 98th Congress, Representative Glenn English, then chairman of the Subcommittee on
Government Information, Justice, and Agriculture, introduced legislation to establish a Privacy Protection
Commission. 47 In the 99th and l00th Congress, Representative English reintroduced similar bills to establish
a Data Protection Board. 48 A modified proposal for a Data Protection Board was introduced by Representative
Bob Wise in the 101st49 and 102nd Congress. so
In 1992, the House Committee on Government Operations adopted a report recommending the
establishment of a temporary advisory commission to address a privacy issue. 51 This proposed commission
was to consider the ethical, legal, and social implications of the Human Genome Project. Many of the
Committee's concerns related to the prospect of the availability of identifiable genetic information about
individuals. The report discusses the need to establish ground rules for the collection, maintenance,
disclosure, and use of genetic information. 52 These are traditional privacy policy concerns.
The Committee recommended that the two cabinet departments53 sponsoring the Human Genome
Project establish the advisory commission administratively. If a satisfactory commission is not established "in
a timely fashion, " then the Committee recommended that legislation be enacted. 54
This proposed advisory commission shares only some of the characteristics of proposed data protection
agencies. The two principal differences are the temporary nature of the genetic advisory commission and the
narrow subject matter jurisdiction. Although the proposal cannot be read to suggest that there is congressional
support for a permanent privacy entity, it does illustrate that there is continuing bipartisan55 support in
Congress for studies of privacy matters. 56

43 In his book on data protection, Professor David Flaherty called the absence of a federal privacy protection commission
"largely a matter of accident or at least of an historic compromise." FLAHERTY, supra note 2, at 310. Professor Flaherty's
book also contains a detailed account of Senator Ervin's privacy commission proposal. Id. at 310-14.
44

See infra text accompanying notes 101-116 for a discussion of the report of the Commission.

45 H.R. 9986, 95th Cong., 1st Sess. (1977). This bill was reintroduced in the following Congress by Representative Barry
Goldwater, Jr., the second congressional appointee to the Privacy Protection Study Commission. H.R. 350, 96th Cong., 1st
Sess. (1979).
46 H.R. 285, 95th Cong., 1st Sess. (1977).
47

H.R. 3743, 98th Cong., 2d Sess. (1983).

48

H.R. 1721, 99th Cong., 1st Sess. (1985); H.R. 638, l00th Cong., 2d Sess. (1987).

49 H.R. 3669, lO1st Cong., 1st Sess. (1989). A hearing that considered, among other issues, H.R. 3669 was held in 1990.
1990 House Data Protection Hearings.

so H.R. 685, l02d Cong., 1st Sess. (1991). The bill was discussed at data protection oversight hearings in 1991. See
Domestic and International Data Protection Issues: Hearings before the Gov't. Information, Justice, and Agriculture Subcomm.
of the House Comm. on Gov't. Operations, lOst Cong., 2d Sess. (1990) [hereinafter 1991 House Data Protection Hearings].

51 HOUSE COMM. ON GOV'T. OPERATIONS, DESIGNING GENETIC INFORMATION POLICY: THE NEED FOR
AN INDEPENDENT POLICY REVIEW OF THE ETHICAL, LEGAL, AND SOCIAL IMPLICATIONS OF THE HUMAN
GENOME PROJECT, H.R.REP. NO. 478, l02d Cong., 2d Sess. (1992) [hereinafter 1992 HOUSE GENETIC INFORMATION
REPORT].
52

Id. at 13.

53 Department of Health and Human Services and Department of Energy.
54

1992 HOUSE GENETIC INFORMATION REPORT, at 5.

55 The Government Operations Committee report was adopted without dissent. The Committee's recommendations were
supported by the House Appropriations Committee. See H.R.REP. NO. 708, 102d Cong., 2d Sess. 87 (1992) available in
WESTLAW, Legislative History Library, 1992 WL 193621.
56 In 1978, Congress created the President's Commission for the Study of Ethical Problems in Medicine and Biomedical
and Behavioral Research. 42 U.S.C. s 300v (1988). This temporary Commission's tasks include privacy of human subject

1.124

III. mSTORY OF TEMPORARY FEDERAL PRIVACY STUDY ORGANIZATIONS
Over the past twenty years, general privacy policy issues at the federal level have been addressed
intermittently through a variety of agencies, commissions, and study committees. Some of these efforts
centered largely on privacy policy issues; others considered privacy as a significant part of broader policy
initiatives. One common characteristic of these efforts is that they were temporary. Another common
characteristic is that three of the four study organizations recognized the need for a permanent entity in the
federal government with responsibility for privacy issues.
A short description of significant privacy policy study efforts follows. However, no attempt has been
made to discuss every report or entity that ever touched upon a privacy issue. 51 The focus here is on reviews
that dealt with privacy implications of federal or private sector record keeping practices rather than on general
studies that touched on privacy as a secondary concern or in a narrow subject-area context.
A. SECRErARY'S ADVISORY COMMITTEE ON AUTOMATED PERSONAL DATA SYSTEMS
(DEPARTMENT OF HEALTH, EDUCATION, & WELFARE, 1972-1973)
The Advisory Committee on Automated Personal Data Systems was established in 1972 by Health,
Education, and Welfare Secretary Elliot Richardson in response to the growing public and private use of
automated data systems containing information about individuals. Richardson was concerned that automated
personal data systems presented a serious potential for harmful consequences, including infringement of basic
liberties. 38
The Advisory Committee was asked to analyze and make recommendations about the harmful
consequences from using automated personal data systems; safeguards that may protect against those
consequences; measures that might afford redress; and policy and practices relating to the issuance and use
of Social Security numbers. S9 The Committee's report was issued in July 1973.
Willis H. Ware from the RAND Corporation served as Chairman of the Committee. Other members
of the Committee came from a variety of backgrounds , including state legislatures and governments, academia,
and the private sector. The scope of the Committee's work included both the public and private sectors, and
the recommendations addressed both public and private records. However, it appears that the Committee was
principally concerned with government records and did not focus much attention on the effect of its
recommendations on private record keepers. ro
The central contribution of the HEW Advisory Committee was the development of a code of fair
information practices61 for automated personal data systems. 62 The fair information practice code included

research and confidentiality of records. This was one of five major tasks. The Commission's work on confidentiality of medical
records is discussed in Summing Up, a March 1983 report by the Commission. See also 1992 HOUSE GENETIC
INFORMATION REPORT, supra note 51, at 39-41.
57 Reports on privacy matters not discussed in this article include: DOMESTIC COUNCIL COMMITIEE ON THE
RIGHT OF PRIVACY AND THE COUNCIL OF STATE GOVERNMENTS, PRIVACY, A PUBLIC CONCERN: A
RESOURCEDOCUMENT(1975); WESTIN, COMPUTERS, HEALTH RECORDS, AND CmZEN RIGHTS (1976) (National
Bureau of Standards Monograph 157); REPORT OF THE NATIONAL COMMISSION FOR REVIEW OF FEDERAL AND
STATE WIRETAPPING LAWS (1976) (established under title III of the Omnibus Crime and Safe Streets Act); NATIONAL
BUREAU OF STANDARDS, ACCESSING INDIVIDUAL RECORDS FROM PERSONAL DATA FILES USING
NON-UNIQUE IDENTIFIERS (1977) (Special Publication 500-2); REPORT OF THE PRESIDENT'S COMMISSION FOR
THE STUDY OF ETHICAL PROBLEMS IN MEDICINE AND BIOMEDICAL AND BEHAVIORAL RESEARCH (1983);
OFFICE OF TECHNOLOGY ASSESSMENT, ELECTRONIC SURVEILLANCE AND CIVIL LffiERTIES (1985); OFFICE
OF TECHNOLOGY ASSESSMENT, ELECTRONIC RECORD SYSTEMS AND INDIVIDUAL PRIVACY (1986).
38

HEW REPORT, supra note 13.

S9

Id. at ix.

ro The Advisory Committee recommended a few changes to the Fair Credit Reporting Act. Id. at 66-71. No action was
taken on these recommendations. The Committee also reviewed the mailing list industry, but concluded that if the "control of
mailing list is to be undertaken by law, it should be done by legislation that is directed specifically to that purpose." Id. at 73.
The report includes no detailed discussion of records maintained by other major private sector record keepers, such as banks,
insurance companies, and employers.
61 The same basic principles that formed the HEW Committee's code of fair information practices were also put forward
at the same time in Great Britain in the Report of the Committee on Privacy (1972), known more popularly as the "Younger
Committee." According to one privacy scholar, it is impossible to judge which committee came first or how the work of one
committee may have influenced the other. See BENNETT, supra note 2, at 99.

62

The Advisory Committee made a major distinction between the use of personal information for administrative purposes
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these elements:
The code should define "fair information practice" as adherence to specified
safeguard requirements.
The code should prohibit violation of any safeguard requirement as an "unfair
information practice" .
The code should provide that an unfair information practice be subject to both civil
and criminal penalties.
The code should provide for injunctions to prevent violations of any safeguard
requirement.
The code should give individuals the right to bring suit to recover actual, liquidated,
and punitive damages as well as attorney fees and litigation costs. 63
The key part of the proposed fair information practice code was the safeguard requirements. The
safeguards fell in three broad categories:
maintenance of
First, the general requirements covered transfer of data;
administrative and securi~ controls; and standards for data accuracy, completeness,
timeliness, and pertinence.
Second, the public notice requirements were intended to prevent the maintenance of
secret records by mandating annual publication of a complete description of each system of
records. The Committee also recommended advance publication for new systems with an
opportunity for public comment. 6S
Third, the safeguards included specific protections for the rights of individual data
subjects. These included providing notice of legal rights to individuals asked to provide data;
right of access to records; opportunity to contest the accuracy of data; and notice of uses of
the data and the identity of recipients. 66
Privacy scholar David Flaherty observed that this fair information practices code "greatly influenced
the Privacy Act and subsequent data protection legislation in other countries. ,,67 Even a cursory review of the
Advisory Committee's report and the Privacy Act of 1974 shows a striking similarity in content and
organization. 68 Many of the Committee's proposals were enacted almost verbatim in the Privacy Act of
1974.6}
The Advisory Committee considered a variety of mechanisms for protecting against the adverse effects

and for statistical and research purposes. The report also singles out systems of records that maintain personal information solely
for statistical or research use. The Committee's interest in these uses of personal information is not surprising given HEW's
statistical and research functions. In general, the Committee recommended that statistical and research records be maintained
in accordance with the proposed code of fair information practices. It also recommended additional notices to record subjects,
segregation of statistical and research records from administrative use, and statutory protection against compulsory disclosure.
HEW REPORT, supra note 13, at 78-106.
Based in part on the recommendations of the Advisory Committee, the Privacy Act of 1974 included a few special
provisions for statistical records. See 5 U .S.C. s 552a(a)(6), (b)(5), (k)(4) (1988). There is no general privacy law for statistical
records.
63

HEW REPORT, supra note 13, at 50.

64

Id. at 53-57.

6S

Id. at 57-58.

66

Id. at 59-64.

67 FLAHERTY, supra note 2, at 310. Colin Bennett described the Committee's report as ·surprisingly coherent and
influential." BENNETT, supra note 2, at 70.

68 Both the House and Senate Committees that reported the legislation that became the Privacy Act of 1974 cited the HEW
Advisory Committee's report. See SENATE COMM. ON GOV'T. OPERATIONS, PROTECTING INDIVIDUAL PRIVACY
IN FEDERAL GATHERING, USE AND DISCLOSURE OF INFORMATION, S.REP. NO. 1183, 93rd Cong., 1st Sess.
161-163 (1974) (report to accompany S. 3418); HOUSE COMM. ON GOV'T. OPERATIONS, PRIVACY ACT OF 1974,
H.R.REP. NO. 1416, 93rd Cong., 2d Sess. 7 (1974) (report to accompany H.R. 16,373 reprinted in 1974 U .S.C.C.A.N. 6916.

6} The Committee's contributions extended beyond its report to the Secretary. The Committee's Chairman, Willis Ware,
was appointed in 1975 to serve as Vice Chairman of the Privacy Protection Study Commission established by the Privacy Act
of 1974. Carole Parsons who served as Associate Executive Director of the Committee was Executive Director of the Privacy
Protection Study Commission.
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of automated personal data systems. The notion of a public ombudsman to monitor automated personal data
systems, to identify problems, and to investigate complaints was rejected because it was not well understood
or widely accepted in America. 70
The Committee also considered a "centralized, independent Federal agency to regulate the use of all
automated personal data systems." This was identified in its report as the "strongest" mechanism for
providing privacy safeguards. Such an agency might have authority to register or license the operations of
automated personal data systems. This suggestion was rejected by the Advisory Committee because it lacked
the necessary public support and because regulation or licensing would be complicated and costly.71 The
Committee's choice of enforcement of privacy rights through individual court action was chosen in part to
"create no obstacles to further development, adaptation, and application of a technology that, we all agree,
has brought a variety of benefits to a wide range of people and institutions in modem society. "72
The report does not discuss any of the alternatives that fall between an ombudsman and a regulatory
body.73 However, the Committee did see the need for an official in the Office of the Secretary of HEW to
provide guidance and assistance within the Department. This official was to be a "combination advisory,
monitor, and catalyst" and was to assure that personal data systems are operated in accordance with
recommended privacy safeguards. 74 Otherwise, the Committee generally concluded that institutions should be
held legally responsible for unfair information practices and should be liable to damages through legal
action. 7s
B. DOMESTIC COUNCIL COMMITIEE ON THE RIGHT OF PRIVACY (WlllTE HOUSE 1974-77)
On February 23, 1974, President Richard Nixon announced the establishment ofa Domestic Council
Committee on the Right of Privacy.76 The President's action followed his 1974 State of the Union Address
in which he said that "the time has come ... for a major initiative to define the nature and extent of the basic
rights of privacy and to erect new safeguards to ensure that those rights are respected. ,,77
The Domestic Council Privacy Committee was chaired initially by Vice President Gerald Ford.
Nelson Rockefeller later served as chairman when he became Vice President. Members included six Cabinet
Secretaries and the directors of four other federal offices. There were 19 specific areas which the Committee
was asked to address including:
Trafficking in records containing identifiable personal information by third parties
in government and private industry;
Relevance and adequacy of consent to disclose personal information;

70

HEW REPORT, supra note 13, at 42.

71 Id. at 42-43. At the time of the Advisory Committee's report, no other country had yet established a formal data
protection authority.
The Committee's conclusions regarding licensing were prophetic. Professor Flaherty found that the licensing of
information systems "increases paperwork, costs, and bureaucratic burden." He reported that Sweden and Norway revised their
laws to reduce these pressures because they could not cope in a meaningful way with the avalanche of paper. FLAHERTY,
supra note 2, at 395; see also BENNETI, supra note 2, at 161-165. The British registration system also proved to require a
large bureaucracy that used most of the resources of the Data Registrar's Office. Id. at 189.
72

HEW REPORT, supra note 13, at 43.

73 In a footnote, the Committee indicated that it did not intend "to discourage the development of regulation in specific,
limited areas of application 0 f computer-based record-keeping systems," such as where particular institutions or societal functions
(e.g., public utilities, common carriers, insurance companies and hospitals) are already subject to regulation. Id., n. 12.

74 Id. at 142. There are some similarities between later proposals for a non-regulatory data protection authority and the
Committee's proposed "combination advisory, monitor, and catalyst.· See, e.g., H.R. 685, l02d Cong., 1st Sess. (1991).
7S HEW REPORT, supra note 13, at 42-44. The Privacy Act of 1974 largely adopted the model put forward by the HEW
Committee for enforcement of privacy rights by individuals through lawsuits. The extent to which this type of enforcement is
effective is beyond the scope of this paper. However, Ronald Plesser, General Counsel to the Privacy Protection Study
Commission, testified in 1983 that "[t]he Privacy Act, to a large extent, is unenforceable by an individual." Oversight of the
Privacy Act of 1974: Hearings Before a Subcommittee of the House Comm. on Gov't. Operations, 98th Cong., 1st Sess. 240
(1983).

76 OFFICE OF THE WHITE HOUSE PRESS SECRETARY, FACT SHEET: THE PRESIDENT'S ADt>RESS ON THE
AMERICAN RIGHT OF PRlV ACY (February 23, 1974) (Box 84, Gerald R. Ford Vice Presidential Papers, Gerald R. Ford
Library) [hereinafter NIXON PRlV ACY ADDRESS].
77

President's 1974 State of the Union Address, 25 PUB.PAPERS 47, 52 (Jan. 30, 1974).
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Need for a code of fair record keeping practices for both the public and private
sectors;
Need for new organizations or methods to assure that privacy concerns are reflected
and accommodated in government and private programs;
Lessening the amount of information that is acquired and collected;
Increasing the individual's ability to find out what information about him is collected
and how it is used;
How can government and private industry adopt meaningful ways to enforce general
principles and broad safeguards regarding privacy, and adopt legal, administrative, and
voluntary remedies. 78
The major product of the President's privacy committee was a report entitled National Information
Policy.79 The report's focus was much broader than privacy. Information policy was described as "the
policies which govern the way information affects our society"80 and includes "information communications,
information technology, information economics, information privacy, information systems, information
confidentiality, information science, information networks, and information management. "81
The Domestic Council Committee found that a key question was "how to structure the policy making
process so that the country can begin to develop a national information policy that is comprehensive,
sufficiently sensitive to the new technology, and responsive to the implications of the Information Age. 118:2
Given the breadth of this inquiry, it may not be surprising that the principal recommendations were structural
rather than substantive.
The report begins with a statement of the problem, including a discussion of the role of the
government in shaping information policy. The report found that the responses of both the Congress and the
Executive Branch to information policy problems were ad hoc and piecemeal. 83 Institutional mechanisms
which could have helped were "beleaguered by constant proposals for their abolition, by inadequate resources
and by limited authority."84 This conclusion applies across the entire front of information policy issues,
including privacy, telecommunications, computer technology, intellectual property rights, and other matters.
Some of the specific privacy areas discussed in the report were standards for the federal collection
of personal data, federal use and sharing of personal data, Social Security numbers and universal identifiers,
data havens, restrictions on the use and transfer of personal information in the private sector, and the free flow
of information across national boundaries.
As a first step toward structuring the policy making process, the Domestic Council Privacy Committee
recommended the establishment of a permanent policy organization within the Executive Office of the
President to provide coordination and to articulate a rational framework for a national information policy.IS
This was the major recommendation in the report. The new organization would serve as the President's
principal advisor on matters of information policy, provide leadership for the executive branch, provide a
structural framework for the resolution of competing interests and the balancing of competing values, establish
priorities for information policy issues, and provide a focal point for problems. 86
Among the reasons offered for this recommendation was the need for an organizational structure with
high visibility and adequate authority that could prevent information concerns from being compromised and
traded away for other concerns at the agency level below the range of public visibility. 1fT The Committee also

78

NIXON PRIVACY ADDRESS, supra note 76, at 2-5.

79 DOMESTIC COUNCIL COMMITTEE ON THE RIGHT OF PRIVACY, NATIONAL INFORMATION POLICY:
REPORT TO THE PRESIDENT OF THE UNITED STATES (1976); see also Douglas W. Metz, Federal Leadership in Privacy
Protection, 61 A.B.A.J. 825 (1975).
80 Id. at xi.
81

Id. at xii.

82

Id. at 183-184.

83

Id. at 12, 14.

84 Id. at 14.
8S

Id. at 184.

86

Id. at 191-92.

1fT

Id. at 186.

The Committee rejected as premature a recommendation for the establishment of a Department of
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recommended the creation of an inter-agency council on information policy and an advisory committee for
non-governmental people. 88
C. COMMISSION ON FEDERAL PAPERWORK (1975-1977)
The Commission on Federal Paperwork was established by Congress in 1975 to make
recommendations to eliminate needless paperwork while assuring that the Federal Government has the
information necessary to meet the mandate of law and operate effective. 89 Representative Frank Horton
(R-NY) was appointed as Chairman of the Commission.
The Commission issued thirty-six separate reports and 770 recommendations on major program areas
and government processes. 90 The report,91 which specifically addressed confidentiality and privacy issues, was
prepared in response to a statutory direction for recommendations that would "guarantee appropriate standards
of confidentiality for information held by private citizens or the Federal Government, and the release
thereof. "92
The Paperwork Commission's principal confidentiality and privacy findings included:
Federal laws treating confidentiality and disclosure of information are inconsistent
at best and chaotic at worst.
Existing federal standards on the confidentiality and disclosure of information
collected and maintained by federal agencies or by others administering federally supported
programs are imprecise and confusing.
Compliance machinery for enforcing federal information laws is inadequate.
Available sanctions are infrequently used, remedies are not always appropriate ... and
organizational responsibility is fragmented. 93
The Commission's twelve confidentiality and privacy recommendations were aimed at encouraging
the maximum utilization of federal information within a framework guaranteeing appropriate standards of
confidentiality.94 Some recommendations called for action by the President and by agencies. Suggested
legislation included a new Fair Information Practices Act and a series of amendments to the Privacy Act of
1974.95
The Commission also recommended the creation of a new federal agency to centralize and coordinate
existing information management functions within the executive branch and with particular focus on
developing and recommending policies and standards on information disclosure, confidentiality, and
safeguarding the security of information collected or maintained by federal agencies. 96 The new agency was
to be composed of persons with knowledge and expertise in such fields as law, civil rights and liberties,
records management, and computer technology. '¥1
This recommendation was based in part on the Commission's conclusions about noncompliance with
the Privacy Act. The Act was found to be confusing, in need of revision, and difficult to implement. The
Commission found that the "overall guidance and advice which OMB has attempted to furnish have plainly

Communications. The Committee also rejected the notion of an independent agency for policy coordination of information and
communications issues because it would dilute the authority of the President. Id. at 187-88.
88

Id. at 197-198.

89

Pub.L. No. 93-556,88 Stat. 1789 (1974).

90 See also Privacy and Confidentiality Report and Final Recommendations of the Commission on Federal PapelWork:
Hearing before a Subcomm. of the House Comm. on Government Operations, 95th Cong., 1st Sess. (1977).

91
COMMISSION ON FEDERAL PAPERWORK, CONFIDENTIALITY AND PRIVACY (1977) [hereinafter
PAPERWORK REPORT].
92 Pub.L. No. 93-556, s 3(b)(3), 88 Stat. 1790. The law establishing the Commission expressly also called for study of
"the ways in which policies and practices relating to the maintenance of confidentiality of information impact upon Federal
information activities." Pub.L. No. 93-556, 88 Stat. 1789, s 3(a)(6).

93

PAPERWORK REPORT, supra note 91, at 6-7.

94 Id. at 8.
95

See generally id. at 139-175.

96

Id. at 150.

'¥1

Id. at 148.
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been inadequate. "98 The Commission also found that judicial review has not been a meaningful remedy and
suggested that this is unlikely to change until the Act is amended. 99
The Commission concluded that legislation establishing the proposed new organization should
authorize it to provide advice and guidance to other executive branch agencies, monitor compliance with
information management laws, receive and mediate citizen complaints, and issue standards and regulations.
The Commission noted that an agency with quasi-judicial authority could be more effective in enforcing
compliance with law but that it might not be equipped to perform the functions of policy development,
coordination, and direction. The Commission suggested that Congress could consider granting the agency
additional enforcement powers in the future. 100

D. PRIVACY PROTECTION STUDY COMMISSION (1975-77)
The Privacy Act of 1974 established the Privacy Protection Study Commission (PPSC) as a temporary
study commission. The creation of the PPSC was part of a compromise between the Senate, which supported
the creation of a permanent federal privacy agency, and the House, which was opposed to a privacy
agency.IOI The PPSC had seven members; three appointed by the President of the United States, two by
the President of the Senate, and two by the Speaker of the House. 102
Of all of the privacy studies undertaken in the last twenty years, the PPSC had the broadest mandate
to review privacy matters in the federal government, state governments, and the private sector. 103 The Privacy
Act of 1974 assigned two general tasks to the Commission:
(1) to make a study of the data banks, automated data processing programs, and
information systems of governmental, regional, and private organizations, in order to
determine the standards and procedures in force for the protection of personal information;
and
(2) to recommend to the President and the Congress the extent, if any, to which the
requirements and principles of the Privacy Act should be applied to the information practices
of those organizations by legislation, administrative action, or voluntary adoption of such
requirements and principles, and to report on such other legislative recommendations as it
may determine to be necessary to protect the privacy of individuals while meeting the
legitimate needs of government and society for information. 104
In addition, the PPSC was directed to study several specific issues, including use of universal
identifiers, mailing lists, use ofInternal Revenue Service data, and the adequacy of provisions of the Privacy
Act itself. lOS The legislation expressly authorized the PPSC to consider personal information activities relating
to medical, insurance, education, employment, credit, banking, and other records. I06 The PPSC was also

98

Id. at 147.

99 Id.; see also supra note 75. None of the Paperwork Commission's recommendations for amendments to the Privacy
Act of 1974 has been enacted.
100

Id. at 150.

101

See supra text accompanying notes 25-4l.

102

Privacy Act of 1974, Pub.L. No. 93-579, s 5(a)(I), 88 Stat. 1907, (1974).

103 The PPSC did not address two major privacy issues that only began to emerge as the Commission completed its work.
Computer matching began in 1977 with Project Match at the Department of Health, Education, and Welfare. See generally
COMM. ON GOV'T. OPERATIONS, COMPUTER MATCHING AND PRIVACY PROTECTION ACT OF 1988, H.R.REP.
NO. 802, l00th Cong., 2d Sess. (1988) (report to accompany H.R. 4699); Kirchner, Privacy: A History of Computer
Matching in Federal Government, COMPUTERWORLD (Dec. 14, 1981), reprinted in OVERSIGHT OF THE PRIVACY ACT
OF 1974: HEARINGS BEFORE A SUBCOMM. OF THE HOUSE COMM. ON GOV'T. OPERATIONS, 98th Cong., 1st
Sess. at appendix 2 (1983).
A second major privacy issue that also grew to prominence in the mid-1970s was the flow of personal information
across national borders. This general subject was originally known as "transborder data flow" and is today usually referred
under the rubric of "data protection." For one of the earliest congressional discussions of international information issues, see
COMM. ON GOV'T. OPERATIONS, INTERNATIONAL INFORMATION FLOW: FORGING A NEW FRAMEWORK,
H.R.REP. NO. 1535, 96th Cong., 2d Sess. (1980).

104

Privacy Act of 1974, Pub.L. No. 93-579, s 5(b), 88 Stat. 1907 (1974).

lOS Id. s 5(c).
106 Id. s 5(c)(2)(A).
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authorized to hold hearings, conduct inspections, and issue subpoenas to carry out its functions. I07
The PPSC issued a report l08 in 1977 and went out of existence. The PPSC report found five systemic
features of personal data record keeping in America:
First, while an organization makes and keeps records about individuals to facilitate
relationships with them, it also makes and keeps records about individuals for other purposes,
such as documenting the record- keeping organization's own actions and making it possible
for other organizations--government agencies, for example, to monitor the actions of
indi viduals.
Second, there is an accelerating trend, most obvious in the credit and financial areas,
toward the accumulation in records of more and more personal details about an individual.
Third, more and more records about an individual are collected, maintained, and
disclosed by organizations with which the individual has no direct relationship but whose
records help to shape his life.
Fourth, most record-keeping organizations consult the records of other organizations
to verify the information they obtain from an individual and thus pay as much or more
attention to what other organizations report about him than they pay attention to what he
reports about himself; and
Fifth, neither law or technology now gives an individual the tools he needs to protect
his legitimate interests in the records organizations keep about him. 109
The first of the PPSC's 177 recommendations was that the President and the Congress establish a
federal entity such as a Federal Privacy Board or other independent unit. The Board would be charged with
four general functions:
1) to monitor and evaluate the implementation of any statutes and regulations enacted
pursuant to the Commission's recommendations and to have the authority to formally
participate in federal administrative proceedings that are relevant to the protection of personal
privacy;
2) to research, study, and investigate areas of privacy concern;
3) to issue binding interpretative rules for use by federal agencies in implementing
the Privacy Act of 1974;
4) to advise the President, Congress, government agencies, and states regarding the
privacy implications of proposed federal or state statutes or regulations. 110
In support of its recommendation for a Federal Privacy Board, the PPSC wrote about the difficulty
of interpreting the law and establishing an appropriate uniform policy:
[l]n all areas of the public sector the Commission has studied, the need for a
mechanism to interpret both law and policy is clear. The difficulty of deciding which
disclosures of records about individuals are routine within the meaning of the Privacy Act
often raises conflicts of interest or interpretation between two or more Federal agencies.
Similarly, ... Federal agencies often need an efficient means of arriving at common solutions
to their common privacy protection problems.... State agencies frequently complain about
being subjected to multiple, and sometimes incompatible, record-keeping rules as a
consequence of participating in programs funded by different Federal agencies or by different
components within a single agency. There must also be a way of bringing private-sector
recommendations for voluntary action to the attention of all the relevant organizations. III
The Commission indicated that the Federal Privacy Board should only have enforcement authority in
connection with the implementation of the Privacy Act of 1974 by federal agencies. Responsibilities for other
privacy matters would be limited to oversight, including the ability to participate in the proceedings of other

107

Id. s 5(e)(1).

108 PRIVACY PROTECTION STUDY COMMISSION, PERSONAL PRIVACY IN AN INFORMATION SOCIETY
(1977) [hereinafter PPSC REPORT]. In addition to the main report, the Commission issued five separate appendices. The titles
were: PRIVACY LAW IN THE STATES, THE CITIZEN AS TAXPAYER, EMPLOYMENT RECORDS, THE PRIVACY
ACT OF 1974: AN ASSESSMENT, AND TECHNOLOGY AND PRIVACY.
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PPSC REPORT, supra note 108, at 8.

110

Id. at 37.

III

Id. at 36.
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agencies involving privacy matters. 112
The recommendations of the PPSC were based on three objectives for an effective privacy protection
policy:
to create a proper balance between what an individual is expected to divulge to a
record-keeping organization and what he seeks in return (to minimize intrusiveness);
to open up record-keeping operations in ways that will minimize the extent to which
recorded information about an individual is itself a source of unfairness in any decision about
him made on the basis of it (to maximize fairness); and
to create and define obligations with respect to the uses and disclosures that will be
made of recorded information about an individual (to create legitimate, enforceable
expectations of confidentiality). 1\3
The creation of a Federal Privacy Board was one way of implementing these objectives. The PPSC
also recommended a combination of voluntary compliance and statutory mechanisms to protect privacy.
Voluntary compliance was suggested for the mailing list industry and for employment and personnel
records. 1I4 In most other areas--such as credit, banking, insurance, health, and research--the PPSC
recommended statutory protections. 115
The Commission saw the Federal Privacy Board as part of a combination of compliance alternatives
that will be capable of responding to the dynamic character of record keeping practices for personal data. The
Board was to serve as a focal point to keep privacy concerns in perspective and to respond to new privacy
problems. 116
IV. EXECUTIVE BRANCH AGENCIES AND INITIATIVES ON PRIVACY
There are three federal agencies that have had direct general ll7 or international privacy policy
responsibilities for significant parts of the last two decades: the Office of Management and Budget in the
Executive Office of the President; the National Telecommunications and Information Administration at the
Department of Commerce; and the Bureau of International Communications and Information Policy at the
Department of State. 118 Privacy represents only a small fraction of the work of these agencies. A brief review

112 Id. at 37. The Privacy Protection Study Commission's recommendation for a privacy board was also discussed at
several congressional hearings. See Final Report of the Privacy Protection Study Commission: Joint Hearing before the Senate
Comm. on Gov. Affairs and a Subcomm. of the House Comm. on Gov't. Operations, 9Sth Cong., 1st Sess. 8-10 (1977);
Privacy and Confidentiality Report and Final Recommendations of the Commission on Federal Paperwork:: Hearing before a
Subcomm. of the House Comm. on Gov't. Operations, 9Sth Cong., 1st Sess. (1977); Right to Privacy Proposals of the Privacy
Protection Study Commission: Hearings on H.R. 10076 before a Subcomm. of the House Comm. on Gov't. Operations, 9Sth
Cong., 2d Sess. (1978).

113

PPSC REPORT, supra note 108, at 14-1S.

114 PPSC Chairman David Linowes recently testified that new remedies were needed to protect individuals. See 1991
House Data Protection Hearings, supra note SO, 84.

liS

PPSC REPORT, supra note 108, at 29-3S.

116

Id. at 3S-36.

117 The Office of Federal Register in the National Archives and Records has the responsibility to compile and publish a
federal agency system of records notices and rules under the Privacy Act of 1974. S U.S.C. s SS2a(t) (1988). This is a general
privacy responsibility which other countries have been assigned to data protection offices. The assignment of this responsibility
to the Office of Federal Register is a direct consequence of the Privacy Act's requirement that all system's of records notices
be initially published in the Federal Register. S U .S.C. s SS2a(e)(4) (1988). Since the function is ministerial and the Office
exercises no substantive control or oversight over other agencies, no further discussion is warranted.
118 Beginning in 1989, the U.S. Office of Consumer Affairs in the Department of Health and Human Services appears to
have adopted privacy as an issue. The Office was established in 1971 by Executive Order 11,S83. 36 Fed.Reg. 3S09 (1971).
There is nothing in the Executive Order assigning specific privacy responsibilities to the Office, and there is no evidence of any
general privacy-related activities prior to 1989. For example, the Office had no role in the Carter Administration Privacy
Initiative. The privacy effort coincided with the appointment of Dr. Bonnie Guiton as Director of the Office of Consumer
Affairs and Special Adviser to the President for Consumer Affairs. Representatives of the Office have participated in meetings
and hearings on privacy, but the scope of the Office's authority, jurisdiction, and continuing interest for privacy issues is
uncertain.
Other agencies, such as the United States Trade Representative, have become involved from time to time in
international discussions and negotiations on data protection issues. This is part of the agency's general international functions
and does not represent the exercise of direct policy responsibility for data protection.
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of their privacy policy activities will demonstrate that none has managed to sustain an interest in or
commitment to privacy policy work for more than a short period. None of the agencies has the mission or
capability to serve as a general privacy policy agency.
Agency1l9 or program l2O specific privacy activities are not within the scope of this review.
A. OFFICE OF MANAGEMENT AND BUDGET (1975-PRESENT)
The Privacy Act of 1974 established privacy and record management rules for federal agency records
containing personal information about individuals. 121 While each federal agency is responsible for fulfilling
the requirements of the Act lll the law assigned the Office of Management and Budget responsibility for
developing guidelines and regulations and for providing continuing assistance to and oversight of agency
implementation of the Act. l23 OMB was given this general supervisory role as part of the 1974 compromise
over the need for a privacy agency. 124 OMB also has responsibility to review agency proposals to establish
or alter a Privacy Act system of records 125 and to submit a consolidated report on the administration of the
Act. 126
The PapelWork Reduction Act of 1980127 slightly broadened the privacy role of OMB. That Act
centralized the information functions of OMB in the newly created Office of Information and Regulatory
Affairs. Privacy functions were defined to include developing and implementing policies on information
disclosure and confidentiality; providing agencies with advice about information security; and monitoring
compliance with the Privacy Act. 128
A 1983 report by the Committee on Government Operations reviewed in detail the record of OMB

119 Only one federal agency has a major internal privacy office. For a discussion of the Defense Privacy Board, see
COMM. ON GOV'T. OPERATIONS, WHO CARES ABOUT PRIVACY? OVERSIGHT OF THE PRIVACY ACT OF 1974
BY THE OFFICE OF MANAGEMENT AND BUDGET AND BY THE CONGRESS, H.R.REP. No. 455, 98th Cong., 1st
Sess. 34-35 (1983) [hereinafter 1983 OVERSIGHT REPORT]. Other agencies generally have assigned Privacy Act
responsibilities to relatively low-level staff. See FLAHERTY, supra note 2, at 328-337.

120 For example, the Family Educational and Privacy Rights Act, which establishes rules for the maintenance, use, and
disclosure of student records maintained by educational institutions receiving federal funds, is administered by the Department
of Education. See 20 U.S.C. s 1232g (1988). Similarly, the Fair Credit Reporting Act, which establishes information rules
for credit reporting agencies, is administered by the Federal Trade Commission. See 15 U.S.C. s 1681 et seq. (1988). Not
all laws that can be characterized as privacy laws have oversight agencies. See, e.g., the Video Privacy Protection Act of 1988,
18 U.S.C. s 2710 (1988), which is enforced through criminal penalties.

121 5 U.S. C. s 552a (1988). The Act does not normally apply to records maintained by entities other than federal agencies.
The Act can be applied to government contractors who maintain personal records to accomplish an agency function. 5 U .S.C.
s 552a(m) (1988).
III Office of Management and Budget, Management of Federal Information Resources reprinted in 50 Fed.Reg. 52,738
(1985) at Appendix I, s 3a (Circular No. A-130).
Some commentators characterize data protection laws as "first generation" or "second generation". One describes
second generation legislation as characterized by a trend to simplification, a greater amount of differentiation for different
sectors, a trend in favor of self-regulation, and the increased use of informal and civil sanctions. See NUGTER, supra note 3,
at 19. The U.S. Privacy Act of 1974, which does establish a uniform set of rules for most federal records, would be recognized
as a first generation law. See also Simitis, supra, note 7, at 22.
123
This requirement was originally included in section six of the Privacy Act of 1974, a part of the Act that was
uncodified. See Pub.L. No. 93-579, 88 Stat. 1907 (1974). This section was repealed by the Computer Matching and Privacy
Protection Act of 1988, Pub.L. No. 100-503, s 6(c), 102 Stat. 2506 (1988), and reenacted as part of the codified portion of the
Privacy Act. See 5 U.S.C. s 552a(v) (1988). The 1988 amendment also expressly requires OMB to provide notice and
opportunity for public comment for its guidelines and regulations.

124

See supra note 41 and accompanying text.

125 5 U.S.C. s 552a(r) (1988). Minor changes were made in 1988 to the content of the system of records notices and to
the scope of the advance reporting requirement. For an explanation, see HOUSE COMM. ON GOV'T. OPERATIONS,
COMPUTER MATCHING AND PRIVACY PROTECTION ACT OF 1988, H.R.REP. No. 802, 100th Cong., 2d Sess. 37
(1988) (report to accompany H.R. 4699).
126 As originally enacted, a report was due annually from OMB. As amended by the Computer Matching and Privacy
Protection Act of 1988, the report is now due biennially. See 5 U.S.C. s 552a(s) (1988).

127

44 U .S.C. s 3501 et seq. (1988).

128

44 U .S.C. s 3504(0 (1988).
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Privacy Act oversight. l29 In general, the Committee found that OMB was not especially interested in the
Privacy Act and was not effective in an oversight capacity. Some specific findings were:
Interest in the Privacy Act at the Office of Management and Budget has diminished
steadily since 1975. Each successive Administration has shown less concern about Privacy
Act oversight.
OMB issued extensive Privacy Act guidelines contemporaneous with the effective
date of the Act in 1975. Since 1975, however, OMB has not actively pursued its
responsibility to revise and update Privacy Act guidance. With the exception of computer
matching guidelines, OMB has issued no guidance reflective of experience with the law,
problems encountered by agencies, or court decisions. OMB does respond to questions and
problems brought to its attention by agencies.
OMB's Privacy Act oversight is reactive to changes in Privacy Act systems of
records proposed by agencies. In the absence of a proposal for change, OMB does not
conduct any active supervision or review of agency Privacy Act regulations or activities.
OMB does not monitor agency compliance with its computer matching guidelines. 130
These findings were based in part on assessments of OMB's Privacy Act activities made by the
Privacy Protection Study Commission, the Commission on Federal Paperwork, and veteran privacy observers
such as Ronald Plesser, former General Counsel to the Privacy Protection Study Commission; James
Davidson, former Counsel to the Senate subcommittee that drafted the Privacy Act; John Shattuck, National
Legislative Director of the American Civil Liberties Union; and privacy scholar David Flaherty .131 There was
universal agreement that OMB did little with its Privacy Act responsibilities after the initial implementation
period in 1975.
The Committee report generally recommended that OMB should pay more attention to its Privacy Act
responsibilities. 132 The criticism of OMB in the report drew a reaction from some Committee Members.
Representative John Erlenborn, the Republican floor manager for the Privacy Act of 1974, believed that it
was the intent of Congress that OMB's role be limited and that OMB should not be condemned for "not
having fulfilled a responsibility it was never given. "133 Whether OMB has not engaged in active oversight of
the Privacy Act by statutory design or simply by lack of interest, the result is the same. Other Committee
Members stated in separate views to the 1983 report that the enactment of the Paperwork Reduction Act
increased the expectations of OMB on information management issues, including privacy, but that OMB was
entitled to more time to meet the expectations. 134
There is, however, little evidence in recent years of any significant increase in OMB Privacy Act
activity. For example, the 1983 Government Operations Committee report included a discussion of OMB's
compliance with the Privacy Act's requirement for an annual report. 13S The report found that OMB had failed
to comply with the statutory requirements for a periodic report on the Privacy Act. 136 In recent years, OMB
has continued to show little interest in meeting the Privacy Act's reporting requirement. A Privacy Act report
was issued in December 1985 covering calendar years 1982 and 1983.137 By law, that report was supposed
to cover a one-year period. Although the Privacy Act was amended in 1988 to change the reporting

129

1983 OVERSIGHT REPORT, supra note 119.

130

Id. at 35-36.

131

Id. at 8-9.

132

Id. at 36-37.

133

Id. at 57 (Separate views of Hon. John N. Erlenbom).

134 Id. at 58 (Separate views of Hon. Thomas N. Kindness, Hon. Frank Horton, Hon. Lyle Williams, Hon. Dan Burton,
Hon. Tom Lewis, Hon. AIfred A. (AI) McCandless, Hon. Larry E. Craig, and Hon. Dan Schaffer).

135 While a comparison of OMB's privacy activities with those of data protection authorities in other countries may be
unfair or inappropriate, it is worth observing that the annual reports of those authorities are frequently important, highly visible
documents. See, e.g., FLAHERTY, supra note 2, at 62 (Germany); 138 (Sweden); 208 (France); 275 (Canada). See also
1992 Draft EC Data Protection Directive, supra note 6, commentary on Article 30 ("It is very important that the supervisory
authority should be able to present a report on its activities at periodic intervals .... H).
136

Id. at 24-27, 36.

137 The President's Annual Report on the Agencies' Implementation of the Privacy Act of 1974 CY 1982-1983 (undated,
but President Reagan's transmittal letter was dated Dec. 4, 1985).
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requirement from annual to biennial,138 OMB has not promptly or completely met the revised requirement. 1J9
The next report was dated December 1992, and it formally covered 1988 and 1989. The report also included
"for purposes of historic comparison," data concerning access and amendment requests for the four years since
the last report. 140
The history of computer matching offers a later perspective on OMB's response to a complex privacy
problem. 141 When computer matching became an issue in the late 1970s, OMB issued additional guidance to
agencies under the Privacy Act. 142 In 1982, following the election of President Reagan, pressure from
Inspectors General led OMB to revise the matching guidance to make it easier to conduct matching. 143 When
the guidance was changed in 1982, OMB did not solicit public comments as it did in 1979. Comments were
received only from those who advocated increased use of computer matching. l44 Those concerned about the
privacy implications of matching were not given an opportunity to participate in the revision.
As a result of continuing dissatisfaction with computer matching policies, a hearing on legislation to
regulate computer matching was held in the Senate in 1986. 145 In the following Congress, the Computer
Matching and Privacy Protection Act of 1988 was enacted to regulate computer matching activities. 146 This
Act was passed in part because of dissatisfaction with OMB's guidance and oversight. 147
The matching law required each federal agency involved in matching activities to establish a Data
Integrity Board to oversee and coordinate implementation of computer matching. 148 Because of OMB's
indifferent record with oversight of the Privacy Act and computer matching, no consideration was given to
assigning this more detailed responsibility to OMB. OMB's role was limited by law to developing computer

138 The change was made as part of the Computer Matching and Privacy Protection Amendments of 1988, Pub.L. No.
100-503, s 8, 102 Stat. 2514 (codified at 5 U .S.C. s 552a(s) (1988».
139 OMB did submit a required annual report on the implementation of the Computer Matching and Privacy Protection Act.
The report for calendar year 1990 was transmitted in October, 1992. The report consists primarily of a list of matching
programs and the membership of data integrity boards.

140 The President's Annual Report on the Agencies' lmplementation of the Privacy Act of 1974 CY 1988-1989 (Dec. 4,
1992).

141 A more detailed history ofOMB's early computer matching activities can be found in 1983 OVERSIGHT REPORT,
supra note 119; see also COMM. ON GOV'T. OPERATIONS, COMPUTER MATCHING AND PRIVACY PROTECTION
ACT OF 1988, H.R.REP. No. 802, 100th Cong., 2d Sess. (1988).
142 Guidelines for the Conduct of Matching Programs, 44 Fed.Reg. 23,138 (1979). This was part of President Jimmy
Carter's privacy initiative. See infra notes 161-166 and accompanying text.
143 Revised Supplemental Guidance for Conducting Matching Programs, 47 Fed.Reg. 21,656 (1982). Principal changes
to earlier guidance included the elimination of a requirement for a cost-benefit analysis before performing a match, fewer notice
and reporting requirements by the matching agency, and elimination of provisions covering intra-agency matching. See 1983
OVERSIGHT REPORT, supra note 119, at 12-13.
144

1983 OVERSIGHT REPORT, supra note 119, at 35-36.

145 Computer Matching and Privacy Protection Act of 1986: Hearings Before the Subcomm. on Oversight of Gov't.
Management, Senate Comm. on Governmental Affairs, 97th Cong., 2d Sess. (1986). Earlier hearings had been held in 1982.
Oversight of Computer Matching to Detect Fraud and Mismanagement in Government Programs: Hearings Before the
Subcomm. on Oversight of Government Management of the Senate Committee on Governmental Affairs, 97th Cong., 2d Sess.
(1982); see also Computer Matching and Privacy Protection Act of 1987: Hearings Before a Subcomm. of the House Comm.
on Gov't. Operations, 100th Cong., 1st Sess. (1987).
146 Computer Matching and Privacy Protection Act of 1988, Pub.L. No. 100- 503, 102 Stat. 2507 (1988). The 1988
matching law amended the Privacy Act of 1974,5 U.S.C. s 552a (1988).
147 SeeCOMM. OF GOV'T. OPERATIONS, COMPUTER MATCHING AND PRIVACY PROTECTION ACT OF 1988,
H.R.REP. 802, 100th Cong., 2d Sess. 11 (1988) (footnotes omitted).
It is apparent from these studies and reports that, over the course of a few years, computer matching has burgeoned
into a major Federal activity. Both the executive and legislative branches have encouraged the growth of matching. However,
few administrative controls, procedures, or guidelines are in place. Guidance issued by OMB has been largely ignored by
agencies and unenforced by OMB. There is no meaningful oversight of computer matching in the Executive Branch.
Id.
148 5 U.S.C. s 552a(u) (1988).
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matching guidelines and regulations for agencies. 149 Reporting and appeal responsibilities were also given to
OMB.I!IO In effect, OMB was asked to undertake only those functions that it had shown some willingness to
undertake in the past. 1$1 The Computer Matching Act and Privacy Protection Act of 1988 did not expand or
broaden OMB's privacy responsibilities in any significant way.
Congress did not assign the Data Integrity Boards a broad privacy policy role. 152 The functions of the
Data Integrity Boards were narrowly focused on computer matching rather than the Privacy Act as a whole
or other privacy issues. The principal function of the Boards is reviewing and approving matching agreements
for compliance with the procedural requirements of the law. 1.53 Other functions include a variety of different
types of reviews of matching activities, but there is no specific mechanism or timetable that will enforce
compliance with these requirements. l54 There is no evidence that the Boards have engaged in any
non-matching privacy activities, and there has been no comprehensive evaluation of the functioning of the
Boards as matching overseers. I.5.5 The evidence that is available suggests that the Boards have not been not
effective. 156
The Committee's 1983 conclusions about OMB's privacy activities remain valid today.l57 OMB has
continued to show limited interest in privacy and, at best, reacts only to those Privacy Act issues expressly
brought to its attention. Professor Flaherty's evaluation is that "0MB is the closest approximation to a data
protection agency, although it is artificial to treat it as such, because OMB's current perception of its duties
is so passive. HI.58
Whether Congress originally intended a stronger privacy role for OMB may be debated. The
Computer Matching and Privacy Protection Act reflects a recent judgment by the Congress that only limited
privacy monitoring and oversight can be expected from OMB. Both OMB and the Congress appear to have
tacitly agreed that OMB's privacy activities will remain low-key and limited to the Privacy Act of 1974.
B. NATIONAL TELECOMMUNICATIONS AND INFORMATION ADMINISTRATION
(DEPARTMENT OF COMMERCE, 1978-PRESENT)
The privacy responsibilities of the National Telecommunications and Information Administration of
the Department of Commerce (NTIA) originated with the establishment of a privacy coordinating committee
by President Carter in 1977 as part of a presidential privacy initiative. This committee--which was co-chaired
by the Secretary of Commerce and the President's Domestic Policy Advisor--developed privacy proposals

149 Computer Matching and Privacy Protection Act of 1988, Pub.L. No. 100- 503, s 6(b), 102 Stat.
I!IO 5 U.S.C. s 552a(u)(5), (6) (1988).
1510MB did issue guidance as required by the Computer Matching and Privacy Protection Act of 1988. See Final
Guidance Interpreting the Provisions of Public Law 100-503, Computer Matching and Privacy Act of 1988, 54 Fed.Reg. 25,818
(1989).
152 COMPUTER MATCHING AND PRNACY PROTECTION ACT OF 1988, H.R.REP. 802, l00th Cong., 2d Sess.
32 (1988). The Senate bad proposed that the Boards have responsibility for reviewing and coordinating privacy training
programs. This was dropped by the House. Id.
There was some concern that the Boards might not be sufficiently independent. Because of fears that agency Inspectors
General would not exercise detached judgment about matching, the law expressly prohibits an Inspector General from serving
as chairman of a Data Protection Board. 5 U.S.C. s 552a(u)(2) (1988).
153 Id. s 552a(u)(3)(A).
154 Id. s 552a(u)(3)(B)-(H).
155 As of the date of this report, there has been no independent review of the operations or effectiveness of Data Integrity
Boards. A comprehensive review of the Computer Matching and Privacy Protection Act of 1988 is underway at the General
Accounting Office.
156 A recent review concluded the Data Integrity Boards were not ensuring agency compliance with the matching
requirements. P. Regan, Data Integrity Boards: Institutional Innovation and Congressional Oversight (1992) (paper delivered
before the American Political Science Association).
157 See also GENERAL ACCOUNTING OFFICE, PRN ACY ACT: FEDERAL AGENCIES' IMPLEMENTAITON CAN
BE IMPROVED (1986) (GGD-86-107).
158

FLAHERTY, supra note 2, at 316.
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following the release of the recommendations of the Privacy Protection Study Commission in 1977. 159 The
staff that carried out the work was transferred to the National Telecommunications and Information
Administration (Department of Commerce) at the time of its establishment in 1978. 160
On April 2, 1979, President Carter announced "sweeping proposals to protect the privacy of
individuaIs. "161 President Carter's privacy policies were based on two principles:
Fair Information Practices. Standards must be provided for handling sensitive,
personal records. Individuals should be told what kind of information is being collected
about them, how it will be used, and to whom it will be disclosed. They should be able to
see and obtain a copy of the records and correct any errors. They should be told the basis
for an adverse decision that may be based on personal data. And they should be able to
prevent improper access to the records.
Limits on the Government. Government access to and use of personal information
must be limited and supervised so that power over information cannot be used to threaten our
liberties. 162
The Carter initiative included proposed legislation to protect the privacy of medical records, to extend
fair information protections to consumer credit, banking, and insurance records, to protect the privacy of
records used for research purposes, and to revise the Privacy Act of 1974. 163 Four of the five bills proposed
as part of the Carter initiative failed to pass. 164
In his message, President Carter also addressed international privacy issues. l6S He said that the United
States was working with other governments in several international organizations to develop principles to
protect personal data crossing international borders and to harmonize privacy rules. The President stated that
enactment of his proposals should help this process by assuring other countries that the United States is
committed to the protection of personal data. 166
President Carter did not address the recommendation of the Privacy Protection Study Commission for
a permanent privacy agency. He did, however, indicate that the Office of Management and Budget would
take some actions to implement administrative components of the privacy initiative. l67 Also, NTIA was
designated as the lead agency on other privacy matters and on the continuing development of privacy
policy. 168

159 President's Message to Congress on Proposals To Protect the Privacy of Individuals, I PUB.PAPERS 582 (1979)
[hereinafter Carter Privacy Message].
160
See GENERAL ACCOUNTING OFFICE, PRIVACY POLICY ACTIVITIES OF THE NATIONAL
TELECOMMUNICATIONS AND INFORMATION ADMINISTRATION (Aug. 31, 1984) (GGD-84-93) [hereinafter GAO
NTIA REPORT]; see also Right to Privacy Proposals of the Privacy Protection Study Commission: Hearings Before a
Subcomm. of the House Comm. on Gov't. Operations, 95th Cong., 2d Sess. 164-65 (1978) (testimony of C.L. Haslam, General
Counsel, Department of Commerce).
161

Carter Privacy Message, supra note 159, at 581.

162

Id.

163

Id. at 583-86. Other proposals addressed use of lie detectors, government access to news media files, and wiretapping.

Id.
164 GAO NTIA REPORT, supra note 160. The one bill that did pass was the Privacy Protection Act of 1980, a bill to
regulate searches of newsrooms. This legislation was a response to a Supreme Court decision rather than to the report of the
Privacy Protection Study Commission. See 42 U.S.C. s 2000aa. (1988). Limiting newsroom searches is not a traditional data
protection issue. The Right to Financial Privacy Act of 1978,12 U.S.C. s 3401 (1988), was enacted following recommendations
of the Privacy Protection Study Commission, but its enactment predated the Carter Privacy Initiative.
16S This represented one of the first official recognitions in the United States of the international importance of privacy
protection. Earlier privacy efforts focused exclusively on domestic issues. Interest in trans border data flows and the
international consequences of privacy protection became much stronger in the late 1970s and early 19808. See generally
FLAHERTY, supra note 2.

166

Carter Privacy Message, supra note 159, at 587.

167 One of the actions taken by OMB following the President's directive was the issuance of computer matching guidelines
in 1979. The guidelines were substantially weakened three years later. See 1983 OVERSIGHT REPORT, supra note 119, at
9-13.

168

Carter Privacy Message, supra note 159, at 586.
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NTIA's mlsslOn was much broader than privacy:w Its principal mlSSlOn was to develop
telecommunications and information policy, allocate and manage federal use of radio frequencies, and provide
grants for public telecommunications facilities. NTIA was specifically authorized to consider privacy in the
coordination of telecommunications activities of the executive branch. 170 NTIA's more general privacy work:
was part of its general responsibility to study and make recommendations on the impact of the convergence
of computer and communications technology. 171 This responsibility had its origins in President Carter's
response to the report of the Privacy Protection Study Commission. 172
President Carter designated NTIA as the lead agency for (a) coordinating the legislative work: of the
privacy initiative; (b) developing international privacy initiatives, subject to the State Department's authority
for conducting foreign policy; 173 and (c) studying the consequences of the growth of information technology
on privacy, and monitoring nonfederal information practices. 174
NTIA's privacy activities diminished rapidly after 1980. According to GAO, in 1979 and 1980, there
were fifteen staff positions associated with privacy activities. In 1981, the number of positions were reduced
to six. In 1982, there were only four privacy staff positions, and this number was reduced to one in 1983,
1984, and 1985. 175 By 1989, it appeared that privacy had entirely disappeared as an activity at NTIA. At a
hearing on legislation reauthorizing the agency, the head of NTIA testified broadly about the agency's
responsibilities, activities, and interests. Her prepared testimony did not directly or indirectly mention any
privacy activities. 176
At a hearing in 1984, a former NTIA privacy staffer confirmed the agency's loss of interest in
privacy. Jane Yurow, Director of the OECD Privacy Guidelines Project, testified that the NTIA privacy
initiative disappeared with the Reagan Administration:
Shortly after Mr. Reagan took office, the privacy staff at NTIA was dismantled. No
one associated with that effort is currently working on privacy-related issues, and most of the
staff has left the Government. 177
The principal international privacy activities of NTIA related to privacy guidelines adopted in 1980
by the Organization for Economic Cooperation and Development (OECD).178 The OECD is an international
organization that promotes economic and social welfare and stimulates and harmonizes efforts on behalf of
developing nations. The United States is a member along with nearly all industrialized free market countries.
The OECD privacy guidelines were adopted in part because of concerns about the potential loss of privacy

IW
Exec.Order No. 12,046, 15 C.F.R. 2301 (1989), reprinted in CODIFICATION OF PRESIDENTIAL
PROCLAMATIONS AND EXECUTIVE ORDERS 937 (April 13, 1945-January 20, 1989). The reorganization combined the
functions and resources of the Office of Telecommunications Policy in the Executive Office of the President and the Office of
Telecommunications within the Department of Commerce.

170 Id. 2-405.
171 GAO NTIA REPORT, supra note 160.
172

See supra notes 101-116 and accompanying text.

173

See infra notes 195-204 and accompanying text.

174 GAO NTIA REPORT, supra note 160.
175

Id.

176 NTIA Authorization: Hearings before the Subcomm. on Communications of the Senate Comm. on Commerce, Science,
and Transportation, 10ist Cong., 1st Sess. (1989) (testimony of Janice Obuchowski, Assistant Secretary for Communications
and Information, Department of Commerce) (S. Hrg. 101-428).
177 Privacy and 1984: Public Opinions on Privacy Issues: Hearings Before a Subcomm. of the Comm. on Gov't.
Operations, 98th Cong., 1st Sess. 115 (1984) [hereinafter 1984 Privacy Hearings).
See also id. at 271 (testimony of John Shattuck, National Legislative Director, American Civil Liberties Union) ("[The
Reagan Administration) emasculated the one federal agency charged with developing privacy protections inside the federal
government, the National Telecommunications and Information Administration. ").
But see Letter from David J. Markey, Assistant Secretary for Communications and Infonnation, Department of
Commerce, to Chairman Glenn English, Subcommittee on Government Information, Justice, and Agriculture (April 13, 1984),
reprinted in 1984 Privacy Hearings, supra, at 165. Mr. Markey took issue with Ms. Yurow's testimony and claimed that NTIA
continued to be concerned with privacy protection and has adequate personnel to address the issues. See also GAO NTIA
REPORT. supra note 160 (" At the present time [1984), NTIA maintains a minor residual capability to respond to or refer request
for information on privacy matters. ").

178 See supra note 5.
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protections as a result of the flow of personal data from countries with strong privacy laws to countries with
weaker laws. 179
NTIA took the position that voluntary adoption of the guidelines by American companies--as opposed
to formal legislative or administrative action--would demonstrate a serious commitment to privacy
protection.l~ In 1981 and 1982, NTIA requested private sector endorsement of the OECD guidelines. 181 By
1983, 182 major U.S. multi-national corporations and trade associations had endorsed the guidelines. l82
Evaluating NTIA's privacy activities is not a simple task. The agency was engaged in domestic and
legislative privacy efforts, but there is little to show for them. The period of activity was brief, and the
agency cannot exclusively be blamed for the failure of the Carter privacy legislation agenda.
On the international front, a variety of alternate conclusions can be drawn depending on what is being
evaluated. United States efforts in the early 1980s to avoid the imposition of international controls over the
transfer of personal information across national borders were successful. 183 This was a goal of NTIA, and
it is fair to assume that NTIA's work contributed to the succesS. I84 In addition, at least one observer found
that NTIA's foreign visibility as a privacy office was valuable. ISS
However, the sincerity and substantive effect of NTIA's efforts to secure domestic corporate
compliance with international privacy standards have been questioned. The Director of NTIA's OECD
Privacy Guidelines Project testified that the focus of NTIA's interest was on avoiding embarrassment. As
soon as the international pressure was off, NTIA's staff was no longer allowed to discuss the guidelines
project with the press or to make speeches urging corporations to comply with the guidelines. 186 The activities
involving advising multinational corporations on data privacy policies were disbanded by the fall of 1982. 187
By 1983, the privacy protection aspects of the transborder data flow issue warranted only a brief mention in

See, e.g., supra note 5, at Explanatory Memorandum, paragraph 7.
For a number of reasons the problems of developing safeguards for the individual in respect of the handling of personal
data cannot be solved exclusively at the nationalle-..el. The tremendous increase in data flows across national borders and the
creation of international data banks (collections of data intended for retrieval and other purposes) have highlighted the need for
concerted national action and at the same time support arguments in favor of free flows of information which must often be
balanced against requirements for data protection and for restrictions on their collection, processing and dissemination.
Id.
179

I~ GAO NTIA REPORT, supra note 160. In support of this position, NTIA produced a paper on U.S. privacy law. See
DEPARTMENT OF COMMERCE, PRIVACY PROTECTION LAW IN THE UNITED STATES (1982) (NTIA Report 82-98),
reprinted in Oversight of the Privacy Act of 1974: Hearings before a Subcomm. of the House Comm. on Gov't. Operations,
98th Cong., lst Sess. 491-584 (1983).
181 See Memorandum from Bernard Wunder, Jr., Assistant Secretary for Communications and Information, Department
of Commerce, to Interagency Committee on International Communications and Information Policy, Report on OECD Guidelines
Program (Oct. 30, 1981), reprinted in International Telecommunications and Information Policy: Hearings before a Subcomm.
of the House Comm. on Gov't. Operations, 97th Cong., lst & 2d Sess. 27-58 (1981-82) [hereinafter International Policy
Hearings].

182

GAO NTIA REPORT, supra note 160.

183 The transborder data flow issue faded in importance as the 1980s progressed. But at the end of the decade, strong
European data protection efforts produced a renewal of concern and activity, capped by the 1990 proposed European Community
directive on data protection. See supra note 6 and accompanying text.
184 See, e.g., International Policy Hearings, supra note 180, at 83-84 (testimony ofJoseph R. Wright, Jr., Deputy Secretary
of Commerce, Department of Commerce); see also HOUSE COMM. ON GOV'T. OPERATIONS, INTERNATIONAL
INFORMATION FLOW: FORGING A NEW FRAMEWORK, 96th Cong., 2d Sess. 41 (1980) [hereinafter 1980 HOUSE
INTERNATIONAL INFORMATION REPORT].

ISS See FLAHERTY, supra note 2, at 319. (-[F]or a government the size of the United States, the minimal investment
in NTIA was surely productive, especially in terms of giving foreign data protectors a contact point for issues of transborder
data flow. ").
186 1984 Privacy Hearings, supra note 176. at 115 (testimony of Jane Yurow, former Director of the Department of
Commerce Project on International Privacy Guidelines). Ms. Yurow also testified that "the administration's policy was that once
the Commerce Department had made corporations aware of the problem, it has done its job. From then on, corporations were
expected to fend for themselves. This, despite the fact that it was the U.S. Government and not U.S. industry, that had
committed to implementing the guidelines." Id.

187

Id.
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an NTIA report on long-range international telecommunications and information goals. 188
Further, it is not clear if the endorsement of the OECD guidelines by American companies had any
actual effect on privacy practices. 189 Because there are no independent audits of corporate privacy practices,
direct evidence on this point is not readily available. Nevertheless, there are indications that the NTIA efforts
produced little cbange in practice. Some such evidence is provided by a study conducted by Business
International in 1983 on transborder data flows. The study reported that European data protection authorities
were skeptical of the OECD guideline endorsements. These authorities noted that the guidelines are voluntary
and that the endorsements of most firms amount to little more than lip service. A survey conducted by
Business International in connection with the report offered some confirmation. It found that interviewees in
ten out of thirty- four U.S. companies that had endorsed the guidelines did not even know that their firms had
done SO.I90 Only seven executives interviewed even knew that their firms had endorsed the guidelines, and
three strongly denied that their firms had done SO.191
A more recent survey of private protections in big business was conducted in 1989 by David Linowes,
Professor of Political Economy and Public Policy, University of Illinois. 192 Professor Linowes is the former
chairman of the Privacy Protection Study Commission. The survey is based on a sample of companies
selected from among the Fortune 500 corporations.
In testimony summarizing the results, Professor Linowes said that too many of the nation's largest
industrial corporations do not have adequate private policies:
It has been fourteen years since the U.S. Privacy Protection Study Commission
submitted its recommendations to President Carter and the Congress urging business to adopt
privacy safeguards for its employment-related records. Yet today, too many of the nation's
largest industrial corporations still do not have adequate policies to protect sensitive,
confidential employee data from possible abuse. This was revealed by a recent survey of the
Fortune 500 Companies I had conducted by the Survey Research Laboratory at the University
of Illinois. \93
While the Linowes survey does not address the OECD guidelines directly, many of the questions
pertained to privacy practices that are within the scope of the guidelines. For example, the openness principle
in the OECD guidelines calls for a general policy of openness about developments, practices, and policies for
personal data. This means that there should be a readily available way to establish the existence and nature
of personal data systems and the main purposes of their use. 194
The Linowes survey found that most employees are not told much about their own records. Over half
of responding companies do not inform their personnel of the types of records maintained on them (57 %), how
the records are used (59%), and what the company's routine disclosure practices are (58% for government,
57% for nongovernment). Almost two in five (38%) do not tell their personnel that records are accessible

188 NATIONAL TELECOMMUNICATIONS AND INFORMATION ADMINISTRATION, LONG-RANGE GOALS IN
INTERNATIONAL TELECOMMUNICATIONS AND INFORMATION: AN OUTLINE FOR UNITED STATES POLICY
(1983), (printed as Senate Print 98-22, 98th Cong., 1st Sess. (printed for use of the Senate Committee on Commerce, Science,
and Transportation».
189 One knowledgeable privacy observer concluded that "[e]arlier regional and international action on privacy and data
protection, specifically the OECD Guidelines and the Council of Europe's Convention, had little or no effect on the development
of privacy law in the United States." P. Regan, The Globilization of Privacy: Implications of Recent Changes in Europe, Paper
Delivered Before the American Sociological Association (1992).

190 Business International, Transborder Data Flow: Issues, Barriers and Corporate Responses 16 (1983) (Executive
Summary).
191 Jake Kirchner, Despite Data Flow Restriction Woes, U.S. Finns Seen Lax in Data Privacy, COMPUTERWORLD,
May 9, 1983, at 13.

192 UNIVERSITY OF ILLINOIS AT URBANA-CHAMPAIGN, RESEARCH SURVEY OF INDIVIDUAL PRIVACY
PROTECTION IN BIG BUSINESS (1989) in LlNOWES, PRIVACY IN AMERICA: IS YOUR PRIVATE LIFE IN THE
PUBLIC EYE? 40-61 (1989).
193 Domestic and International Data Protection Issues: Hearings Before the Gov't. Information, Justice, and Agriculture
Subcomm. of the House Comm. on Gov't. Operations, 10ld Cong., 1st Sess. 93 (1991) (statement of David F. Linowes)
[hereinafter 1991 Privacy Hearings].
194

OECD Guidelines, supra note 5, at 12.
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to them. 195
While these survey results must be interpreted with caution, there is both internal and external
evidence to support the view that NTIA's efforts on international data protection produced few actual or
long-lasting changes in American business record keeping practices. It is clearer that NTIA's commitment
to improving privacy protection was neither broad nor deep nor long- lasting. At no time did NTIA serve
as a general resource or overseer of either governmental or private sector privacy practices.
C. BUREAU OF INTERNATIONAL COMMUNICATIONS AND INFORMATION POLICY
(DEPARTMENT OF STATE, 1983-PRESENT)
In 1983, legislation was passed codifying the existing State Department Office of the Coordinator for
International Communications and Information Policy. 196 In 1985, the Office was combined with the Office
of International Communications Policy as the Bureau of International Communications and Information
Policy.197 This Bureau plays a role in coordinating and negotiating international privacy matters. The
legislation does not refer expressly to privacy or data protection. Instead, the tasks are defined in terms of
"international communications and information policy. "198 The legislative history also contains no direct
reference to privacy or data protection. l99 Most of the Bureau's activities have centered on its
telecommunications responsibilities.
Along with NTIA, the Bureau played a role in the negotiations that led to the 1980 OECD Guidelines
on the Protection of Privacy and Transborder Flows of Personal Data.200 While the bulk of the work on the
OECD Guidelines was done by NTIA, it appears that the State Department was more actively involved with
negotiations on international data protection in the late 1970s and early 1980s than in later years.201
It is difficult to find much documentation of international privacy activities of the Bureau during the
last decade. For example, there is only a brief mention of privacy in the prepared testimony of the Director
of the Bureau for a 1986 oversight hearing.202 The Bureau has also operated an advisory committee on

195 1991 Privacy Hearings, supra Dote 193. Linowes compared the results of the 1989 survey with a similar survey
conducted shortly after the Privacy Protection Study Commission was dissolved in 1977. He concluded that there was "some
progress, but extremely little progress.· Id.
196 22 U.S.C. s 2707 (1988). For II. discussion of the origins of the office, see International Policy Hearings, supra note
180, at 119 (testimony of James Buckley, Under Secretary of State for Security Assistance, Science and Technology, Department
of State).
197
A 1980 report of the House Committee on Government Operations included a recommendation for a Bureau of
International Communications and Infonnation. 1980 HOUSE INTERNATIONAL INFORMATION REPORT, supra note 183,
at 11. This was one of several structural recommendations in response to the developing issue of transborder data flow. Data
protection is one aspect.
The report reviewed the response of the United States to the entire range of international information flow issues and
found that "The United States Government has no coordinated policy regarding barriers to international data flow. Neither does
it have any coherent policy regarding particular barriers and the problems they create for the United States and its political,
social and economic interests.· Id. at 10.

198 Id.
199 See HOUSE COMM. ON FOREIGN AFFAIRS, AUTHORIZING APPROPRIATIONS FOR FISCAL YEARS 1985
AND 1985 FOR THE DEPARTMENT OF STATE, THE UNITED STATES INFORMATION AGENCY, THE BOARD FOR
INTERNATIONAL BROADCASTING, THE INTER- AMERICAN FOUNDATION, AND THE ASIA FOUNDATION, TO
ESTABLISH THE NATIONAL ENDOWMENT FOR DEMOCRACY, AND FOR OTHER PURPOSES, H.R.Rep. No. 130,
98th Cong., 1st Sess. 50-56 (1983) (report to accompany H.R. 2915).

200 See International Policy Hearings, supra note 180, at 120-21 (testimony of James Buckley, Under Secretary of State
for Security Assistance, Science and Technology, Department of State); See also supra notes 177-194 and accompanying text.
201 Id.
202 Oversight of the Bureau of International Communications and Information Policy: Hearings before the Subcomm. on
International Operations of the House Comm. on Foreign Affairs, 99th Cong., 2d Sess. (1986) (testimony of Diana Lady
Dougan, U.S. Coordinator and Director, Bureau of International Communications and Information Policy, Department of State).
In 1990, the State Department Inspector General conducted a study of the strengths and weaknesses of the Bureau.
While a number of Bureau policy initiatives were mentioned in the report, there was no specific mention of any work on data
protection. The report cited internal problems such as inefficiency, stress, dissension. The Bureau was described as "a troubled
bureau, with generally poor morale." See generally DEPARTMENT OF STATE OFFICE OF INSPECTOR GENERAL,
REPORT OF INSPECTION-THE BUREAU OF INTERNATIONAL COMMUNICATIONS AND INFORMATION POLICY
(Nov.1990) (lSPII-91-1).
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international communications and information policy that from time to time has considered data protection
issues when events abroad have warranted.
From the completion of the work on the OECD Guidelines until the issuance of the 1990 proposed
European Community directive on data protection, it appears that the Bureau paid little attention to privacy
matters. During this period, the data protection movement in Europe developed deeper roots while the
attention of the Bureau was focused elsewhere. There is no evidence of continuing effort within the State
Department to encourage American compliance with the Guidelines or to address routine international data
protection issues.
One observer described the effect of the absence of an American presence at international data
protection events during the last decade:
There is nobody in the United States for the French data protection agency or the
Canadian data protection agency or the German data protection agency to talk to. It is a
considerable embarrassment to me as a student of American affairs to sit at these international
meetings of data protection officials, which happen once a year, and there is an empty chair
where the United States should be. If you had a data protection board, there would be
somebody who could represent the interests of American companies and the American
government in terms of these transfers of personal information that are taking place abroad.
It is really an embarrassment. Often the American private sector is in the audience at these
international meetings, but they can't speak; they are not officially represented; there is
simply nobody carrying the can for the United States, and it is regrettable. 203
At best, the Bureau of International Communications and Information Policy can be expected to react
to major new international data protection initiatives and to represent U.S. interests in ongoing discussions
about specific international agreements. For example, the Bureau has recently been engaged in discussions
about the proposed EC data protection directive.204 Otherwise, there is no evidence that the Bureau has the
interest or ability to serve as a resource on data protection outside of any international negotiations. In the
absence of pressure from specific international data protection negotiations that bear on U.S. interests, the
Bureau does not appear to have any continuing concern or expertise about privacy matters.
V. CONCLUSION
Although the United States has never established a permanent data protection authority, the notion
of such an authority remains a matter of discussion. Of the four major privacy studies identified in the last
twenty years, three recommended the establishment of a permanent new federal agency with responsibilities
including privacy policy. The fourth study, the earliest of the four, rejected the notion of a privacy regulatory
agency, although it did recommend institutional change within one cabinet department to implement and
oversee recommended new privacy policies. In addition, legislative proposals to establish a data protection
authority continue to be introduced and discussed in Congress.
The failure of any of these proposals to move beyond the hearing stage is due to several factors.
First, public concerns about privacy do not translate directly into support for an institutional remedy.205
Specific privacy problems that have been identified in the popular press ("horror stories") tend to result in

203 Data Protection, Computers, and Changing Infonnation Practices: Hearings Before the Gov't. Infonnation, Justice,
and Agriculture Subcomm. of the House Comm. on Gov't. Operations, 101st Cong., 2d Sess. 11 (1990) (testimony of David
Flaherty, Professor of History and Law, University of Western Ontario) [hereinafter 1990 House Data Protection Hearings].
In 1991, the United States was fonnally represented-apparently for the flrst time-at the 13th annual International Data
Protection & Privacy Commissioners Conference in Strasbourg, France. The activities of the U.S. delegation at this conference
were controversial. See PRIVACY TIMES, at 1-6 (Oct. 17, 1991).

204 See, e.g., US Criticizes EC Data Directive's Potential Burdens and Barriers, 14 TRANSNAT'L DATA AND
COMM.REP. 8 (Nov.lDec.1991) (describing presentation of Ambassador Bradley P. Holmes, Coordinator, Bureau for
International Communications and Infonnation Policy, at the TELECOM 91 Economic Symposium). International meetings have
been attended by representatives from a variety of U.S. agencies, including the Departments of State; Justice; Health and
Human Services; Commerce; U.S. Trade Representative; and the OffJ.ce of Consumer Affairs. The role and continuing
responsibilities of each of these agencies for general data protection matters is unclear.
205 A recent public opinion poll asked people to choose between three alternative models for protecting privacy. Thirty-one
percent favored staying with the present system of specific laws, congressional oversight, and individual lawsuits; twenty-four
percent favored the creation of a nonregulatory privacy protection board to research and publicize new controversies over privacy
for public policy consideration; and forty-one percent favored the creation of a regulatory privacy protection commission with
powers to issue enforceable rules for businesses handling consumer infonnation. Thus, sixty-flve percent favored the creation
of some type of privacy entity. See LOUIS HARRIS & ASSOCIATES, EQUIFAX REPORT ON CONSUMERS IN THE
INFORMATION AGE 106 (1990), reprinted in 1991 House Data Protection Hearings, supra note 50, at 290,427.
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proposals for sectorial legislation rather than mo~ g~neric soluti~ns. 206 Then: is sup~rt for a dat:t protection
authority from consumer and professional organizatlOns,2lJ7 but It bas been Insufficient to sustain a serious
legislative effort.
.
Second, it is difficult to create a new administrative agency in the face of opposition from the business
community. This bas been especially true during the strong anti-regulatory period in the 1980s. Those
industries that maintain large quantities of personal information as part of their operations have not expressed
support for a data protection board. While there is some recognition that a board could· serve a useful
role,20K there is a greater fear that a board would investigate or regulate indUStry.209 Opposition from the
business community is typically couched in anti-regulatory terms, even though the legislation proposed in
recent years would create a board without any regulatory authority over the private sector.
Third, the restrictions on the transborder flow of personal information that are being considered in
Europe210 have not yet impinged seriously on American businesses. Thus, neither the American business
community nor the American government bas felt the need for a definitive response. Also, the pressures that
exist in other countries to prevent data on their citizens from being transferred to other locations, where the
data will be unprotected, are absent in the United States. No one has expressed concern that information on
American citizens will be sent abroad and misused.
Of the three existing agencies that have had general domestic or international privacy policy
responsibilities, only the Office of Management and Budget appears to have ongoing interest in privacy, albeit
at the lowest possible level of activity. The other two agencies maintain no significant privacy expertise and,
at best, address privacy matters only when there are significant international treaties or agreements pending.
None of these agencies appear to offer routine assistance to individuals, businesses, or foreign countries facing
privacy problems.
Each of these agencies is large and has many other functions assigned to it. Since the end of the
Carter privacy initiative and the termination of the OEeD Guideline compliance effort in the early 1980s/~1
privacy has become or remained as a very low priority issue. There are no bureaucratic rewards for
attempting to give privacy a higher visibility. This is due to a lack of presidential leadership and to the factors
listed above that have prevented data protection legislation from progressing.
In addition, the agencies have no effective tools that would permit them easily to respond to the
domestic and international pressures that do exist. The limitations of the existing American privacy policy
structure become clearer when current international data protection trends are considered. An important
feature of "second generation "212 data protection laws is the emphasis on industry codes of conduct. The
codes may be developed by industry with the assistance of the data protection authority. The codes become

206 See, e.g., The Telephone Privacy Act of 1991, Pub.L. No. 102-243, 105 Stat. 2394 (1991) (to protect residential
telephone subscribers' privacy rights to Avoid receiving telephone solicitations to which they object); Consumer Reporting
Reform Act of 1992, H.R. 3596, l02d Cong., 2d Sess. (1992) (proposing amendments to the Fair Credit Reporting Act).

2lJ7 See, e.g., 1990 House Data Protection Hearings, supra note 205, at 105 (testimony of Marc Rotenberg, Director,
Washington Office, Computer Professionals for Social Responsibility).
208 See 1991 House Data Protection Hearings, supra note 50, at 6, 23 (testimony of John Baker, Senior Vice President,
Equifax Inc.) ("[T]he board's focus on the interpretation and harmonization of foreign privacy laws and the laws of the United
States is extremely positive. ").
209 Id. at 22-3.
[Data protection board legislation] runs the risk that the proposed board will be nothing more than a worrisome
venture. By vesting the proposed board with the authority to investigate complaints about alleged violations of data protection
rights-as well as the power to compel the testimony of witnesses and the production of books and records-the board could easily
be used to sensationalize or simply harass.
Id.
In addition, Richard Barton, Senior Vice President of GovemmentAffairs, Direct Marketing Association has expressed
concern:
[W]e have been very skeptical about the creation of a permanent bureaucracy, so to speak, in this
area, largely because of the experience of some of our members in Great Britain. The regulations have
gotten so onerous that they are threatening what some people would call the legitimate exercise ofbusine:ss.
1990 House Data Protection Hearings, supra note 205, at 78.
210 See supra note 6.
211 See supra notes 159-190 and accompanying text.
212 See supra note 122.
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part of the formal regulatory scheme when formally approved by the data protection authority.113 Professor
Spiros Simitis describes codes of conduct as "a welcome complement of a sectorial regulation whenever an
additional specification appears ne<::essary, but the limits of legislative intervention have been reached. till.
Whether industrial privacy codes are appropriate for the United States is an open question. The point
is that use of industry codes with formal government approval is not an option that is available at this time
in the United States. None of the agencies with privacy responsibilities has the authority to assist in the
development, approval, and enforcement of industry codes.
The response of the United States to privacy issues remains just as fragmented, incomplete, and
discontinuous as it has been in the past. There is no U.S. data protection authority in law or in practice.

113
21.

See SIMmS, supra note 7, at 23-24.
Id. at 24.
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ABSTRACT
INFORMATION ABOUT INDIVIDUALS IN THE HANDS OF GOVERNMENT:
SOME REFLECTIONS ON MECHANISMS FOR PRIVACY PROTECTION

Lillian R. BeVier!

There is irony in the fact that we are concerned with the privacy aspects of government-collected
information. The irony is that information is the handmaiden of the modern activist state; the more active
the citizens want their government to be, the more information--about themselves, their financial affairs,
their businesses--the government must collect. Yet even citizens who applaud the taxing, spending, and
regulatory activities of modern government, and who trust in the government's ability to accomplish an
ambitious substantive agenda, tend to be uneasy about and to lack trust in the government's ability to
handle the information it must collect so as adequately to protect citizen's rights to privacy (defming
privacy as the control of the flow of information about oneself). Upon examination, this worry about
privacy is somewhat vague and ill-defined. Yet there is much reason to believe that citizens are indeed
concerned that the government will misuse the information it collects.
Computer technology of course makes it possible for government ever more efficiently to collect
and utilize information and thus to prevent fraud, identify national needs, monitor regulatory compliance,
etc. But while permitting more efficient information processing, computer technology simultaneously
creates more opportunities for information abuse and misuse.
A number of statutory provisions reflect Congressional concern that government officials will
abuse or misuse information entrusted to them. The Privacy Act and some of the Freedom ofInformation
Act exemptions from mandatory disclosure are but two examples of such laws. Other examples could
be cited. But there are problems with almost all of the legislated solutions, because for one reason or
another they are structurally inadequate in terms of their potential for enforcement. I discuss the most
salient of these inadequacies, stressing the theme that it is very difficult--maybe impossible?--to constrain
"information abuse" by government with any known legal mechanism. I end on what I consider to be
a rather hopeful note. I suggest that perhaps the very inefficiency of government and the seemingly
insurmountable difficulty in our system of mounting a centrally-controlled attempt to organize all the
personal data that the government possesses will prove adequate to the task of forestalling widespread
systemic abuse. Isolated and troublesome abuses will of course occur, and we must mount as effective
a legal campaign against them as we can. But the specter of Big Brother seems wildly exaggerated,
despite it being a technical possibility.

Doherty Professor of Law, University of Virginia School of Law.
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SURVEY OF STATE OPEN RECORDS AND PRIVACY LA WS*

State

Type of Records
Defined

Access to Information and
Associated Fees

Alabama

"reasonably necessary to
record the business and
activities required to be
done or carried on by a
public officer" 404 So.
678 (Ala. 1981)

Provides only for payment of fees for
certified copy.

Alaska

anything "developed for
or by a public agency"

Not to exceed the standard unit cost of
duplication. If production of records for
one requester in a calendar month exceeds
five person-hours. the public agency shall
require the requester to pay the personnel
costs required during the month to
complete the search and copying tasks.
§ 09.25.115 for electronic services and
products may charge actual incremental
costs and a reasonable portion of costs of
development & maintenance of public
agency system.

Privacy Law

§ 44.99.300 Fair Information Practices law creates
a process for citizen to challenge the accuracy of
personal information subject to public disclosure.
Agencies must notify data subject of:
I) law permitting information
2) consequences of not providing information
3) anticipated use and disclosure of the data
4) how to challenge the accuracy

§ 09.25 .115( f) when offering on-line access

for fee. agency must also provide public
terminal at no charge.
Arizona

§ 39-121 public records
and other matters in the
office of any officer

§ 37.172. 37.173 Resource Analysis Div.

established as a clearinghouse for digital
cartographic data
§ 39-121.03 general authority to charge
fees-nothing specific.
§ 39-121.03 can charge market value if
public record is requested for a commercial
purpose.

Information stored on computer tapes is
public and the public is entitled to have it in
the form in which it is kept 732 SW. 2nd
152 (1987)

Arkansas

required by law to be
kept or kept which
constitute a record of the
performance or lack of
performance of official
functions

California

§ 6256 must provide copies of "identifiable
any writing containing
record."
information relating to
the conduct of the
§ 6257 covering direct costs of duplication.
public's business
prepared. owned. used. or
§ 408.3 & §409 for "property
retained
characterisucs information" assessor may
charge fee related to the actual cost of
Excludes computer
software developed by
developing and providing the information.
Development costs may include overhead.
government agency and
allows sale and licensing personnel. supplies. material. office.
storage. and computer costs.
of the software.

Civil Code Sec. 1798 Fair Information Practices
Act gives citizens right to see and correct state files
about themselves. State agencies may disclose
personal information only in limited circumstances.
Law permits invasion-of-pri vacy lawsuits against a
person who intentionally discloses personal
information that was known to come from a state or
federal agency in violation of law.
Motor vehicle registration information may be sold
at cost. but buyer must identify the reason for the
r~uesL

§ 408.3 & §409 only apply to counties with
pop. of over 715.000.
§ 6256 public agency has choice in which

Data is freely available to press and an attorney. but
there is a ten-day wait for person requesting access
to another person's motor vehicle records.

form computer data will be provided.
Colorado

writings made.
maintained. or kept by
the political subdivision
for use in the exercise of
functions required or
authorized by law or
involving the receipt or
expenditure of public
funds.

reasonable fee not to exceed $ 1.25/page
unless actual cost exceeds that.
Judicial decisions have cleared the way for
user fees.

2.1

§ 24-72-204 Individuals are permitted to examine
their own records. but state must keep following
records confidential: medical and personnel files,
library material; address and telephone number of
public school students.

6, March 1995
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State

Type of Records
Defined

Access to Information and
Associated Fees

Privacy Law

Connecticut

any recorded data or
information relating to
the conduct of the
public's business
prepared, owned, used,
received or retained by a
public agency,

not to exceed S1.00 for the first page and
$.5<Yadditional page.

§ 4-190 State and local government are to maintain
only necessary informauon and provide individual
access to such information, Agencies must keep a
record of disclosures.

§ 1-19a, eff. July 1, 1992, permits special
fees for computer-stored records. Such fees
may include hourly salary, and charges for
computer time.
§ 1-19a eff. July I, 1992, no public agency

may enter into any contract if such contract
impairs the right of public access to records
stored on a computer system.
Delaware

information of any kind
owned. made, used,
retained. received,
produced, composed,
drafted or otherwise
compiled or collected
relating in any way to
public business or
purposes.

any reasonable expense involved in the
copying.

District of Columbia

records prepared, owned,
used. in the possession of,
or retained by the Mayor
and agencies.

not to exceed the actual cost of searching
for or making copies; total fee not to
exceed $10 per single request for any
number of documents.

Florida

records made or received
pursuant to law or
ordinance or in
connection with the
transaction of official
business of any public
body, officer,
oremployee, including
"the legislative,
execuuve, and judicial
branches of government
and each agency or
department created
thereunder; counties,
municipalities, and
districts; and each
constitutional officer,
board. and commission,
or entity created pursuant
to law or the
Constitution." .

as prescribed by law; if not prescribed $.15
per one-sided copy up to 14" x 8 1/2";
actual cost for other sizes.

Georgia

§ 282.318 State departments must have information
security manager to assure that security procedures
for data processing are followed,

§ 119.085 allows a fee to be charged for
electrOnic access which includes the direct
and indirect costs of providing such access.
§ 119.07(b) a special service charge may be
added for requests which require extensive
use of information technology resources.

records prepared and
$.25/page unless otherwise provided by
maintained or received in law;
the course of the
operation of a public
In addition, a reasonable charge may be
office
collected for search, retrieval, and other
direct administrative costs provided no
charge is made for the first quarter hour.
Op. Atty Gen. 89-32 Information does not
fall outside Open Records Act because it is
stored by magnetic tape or diskette
Georgia Planning Act of 1989 establishes
funds for database development; joint
funding with US EPA.

Hawaii

information maintained
by any unit of
government in any form.

§ 92F-42 (13) fees may be set by the
director of information practices for
searching, reviewing, or segregating
disclosable records.
§ 92F-II (c) Unless the information is

readily retrievable by the agency in the
form in which it is requested, an agency
shall not be required to prepare a
compilation or summary of its records.

2.2

§ 92F Uniform Information Practices Act permits

individuals to have access to "personal records"
about themselves. Privacy interests must be
balanced against public interest in disclosure of
medical. social service, financial and performance
evaluation data. Individuals may correct errors.
Office of Information Practices within the
Department of the Attorney General enforces the
law,

6, March 1995
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State

Type of Records
Defined

Access to Information and
Associated Fees

Idaho

not defined

S 9-338 (8) Unless another fee is provided
by law, a fee not to exceed the actual cost
to the agency of copying. Actual costs do
not include any administrative or labor cost.
For a duplicate of a computer tape a fee
may be charged, not to exceed the sum of
the agency's direct cost and the standard
cost, if any, for selling the same
information in the form of a publication

Privacy Law

§ 9-340 ( 16) Exemption from disclosure
for computer programs does nOt include a
compilation or other manipulation of the
original data produced by use of the
program.

S 39.120 supports GIS use for Water
Resources.
l11inois

records having been
prepared. used. received,
possessed or under the
control of any public
body.

§ 206 actual costs for copying and for the
use of equipment to copy records.

excluding costs of search and review,
unless otherwise provided by statute.
§ 201 State FOIA is not intended to be used

for the furthering of a commercial
enterprise or to disrupt the work of a public
body. Nor is the Act intended to create an
obligation to prepare any public record
which was not prepared when the Act
became effective.

§ 116.43.5 Most state records are public. others
may be disclosed if the requester signs an affidavit
"that the information shall not be made available to
other persons."
Public records law includes language: "Nothing in
this section shall require the Secretary of State to
invade or assist in the invasion of any person's right
to privacy."

Federal Surface Mining and Reclamation
Act III; Rev. Statute III supports GIS for
solid waste planning.
Indiana

any record that is created.
received. retained.
maintained. used. or filed
by or with a public
agency.

§ 5-14-3-8 not to exceed S.IO/page for
standard size documents or a reasonable fee
for non-standard-size. For a duplicate of a
computer tape a fee may be charged. not to
exceed the sum of the agency's direct cost
and the standard cost. if any, for selling the
same information in the form of a
publication.

§ 4-1-6 Fair Information Practices Act requires that
state agencies may determine when personal
information may be e)(changed.
Citizen has a right to inspect personal information
e)(cept medical records; however, agencies define
whether personal data is confidential or public.

§ 36-1-3-8 (6) applicable to local
government units where user fees are
permitted but which restricts such fees to
what is re:lSonable and just.

I.e. 2.5.19 creates Census Data Advisory
Committee.
Iowa

any record "of or
belonging to" a political
subdivision.

§ 22.2 the right to copy includes the right to
publish or otherwise disseminate public
records or the information.

creates exemption from
open records for
"geographic" computer
database

§ 22.2.3 permits a government body to
restrict access or use of a geographic data
base except under terms and conditions
acceptable to the government body.
Government body may establish reasonable
rates and procedures for retrieval of
specified non-confidential records.

GIS may be funded by essential corporate
purpose bonds.
Kansas

maintained or kept by or
is in the possession of
any public agency.

§ 45-219 (c) not to exceed actual cost,
including cost of staff time and computer
services.
§ 45-221 (35) can refuse request if it places
an unreasonable burden on agency.

§ 45-220 (c) (2) cannot use lists of names
and addresses for sales or sell the list.

2.3

6, March 1995

SURVEY OF STATE OPEN RECORDS AND PRIVACY LAWS*

State

Type of Records
Defined

Access to Information and
Associated Fees

Privacy Law

Kentucky

prepared. owned. used. in
the possession of or
retained by a public
agency.

§ 61.874 (3) A public agency may impose a
reasonable fee for the creation of non·
standardized services and products
available through a database or GIS.

§ 61.870 State open records law mandates access to
any and all records of public agencies except
records of personal nature. cenain law enforcement
records and a few other categories.

§ 61.970 (4) exempts a
database or GIS from the
requirement of public
disclosure. but only if
such disclosure is for a
commercial purpose.

§ 61.970 Person who requests a copy of all
or any part of a database or a geographic
information system. in any form for a
commercial purpose must provide certified
statement on commercial purpose of use of
data and enter into a contract with owner of
the database or GIS for a specified fee
based on:
a. Cost to agency of time. equipment and
personnel in production of database or
GIS.
b. Cost to agency for creation or
acquisition of database or GIS.
c. Value of commercial purpose for which
database or GIS is to be used.

Provision is made that persons shall have access to
public records relating to them.

§ 61.975 the fee for copies of records stored
on a database or a GIS and not requested
for a commercial purpose shall not exceed
the actual costs of copying.

§ 7.510 State may charge for electronic
access to legislative electronic information
system.

Louisiana

Maine

information having been
used. being in use. or
prepared. possessed. or
retained for use in the
conduct. transaction. or
performance of any
public business.
any record in the
possession or custody of
a public agency received
or prepared for use in
connection with the
transaction of public
business.

§ 44-32 reasonable.

Title 50 § 71 Provides for a statewide land
information mapping and records system.

the cost of complying.
also; whenever inspection of public data
cannot be accomplished without translation
of electronic data into some other form the
person desiring inspection may be required
to pay the cost of translation.

§ 5.1851 Bureau of Central Computer Services
established to effect consolidation of data
processing equipment and to safeguard
confidentiality of information files.

§ 1753·A 5. Office of Geographic
Information Systems may levy appropriate
charges for use of GIS services.
§ I 756 GIS data are subject to licensing
agreements and are only available upon
payment of fees pursuant to this chapter.
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Maryland

documentary material
that is made by a unit of
government.

§ 10-621 a reasonable fee for the search for.
preparation of and reproduction of a public
record. not to include the first two hours of
searching.

Privacy Law

A governmental unit may adopt a fee
structure for GIS products that will cover
the cost of providing system services.
including a reasonable share of the
overhead costs and will not discriminate
among purchasers of system services.
A government unit may sell GIS products
to the general public for a fee that
reasonably reflects the cost of creating.
developing. and reproducing the product in
whatever format is available. The cost of
such products may be reduced or waive if
such are to be used for a public purpose.

Massachusetts

any written or printed
book or paper. or any
photograph. microphotograph. map or plan

Only a person who has entered into a
contract with a governmental unit may have
on-line access to the geographic data in a
system under the terms of the contract.
reasonable fee including the actual expense
of a search

§ 66A Agency must designate individual
responsible for personal data systems and must
enact regulations governing outside access and
individual challenge and correction.
Each personal data system must be registered with
the secretary of state.

Michigan

a writing prepared,
owned. used. in the
possession of. or retained
by a public body in the
performance of an
official function

§ 15.123 fees limited to actual mailing
costs. and actual cost of duplication
including labor. the cost of search.
examination. review and the deletion and
separation of exempt form non-exempt
material.
§ 15.122 (3) & (4) the Act does not require
a public body to make a compilation.
summary. or report. nor to create a new
public record

Minnesota

all data collected. created. reasonable and actual costs of copying
received. maintained or
searching and retrieving.
disseminated
For requests which involve the receipt of
information that has commercial value and
is a substantial and discreet portion of a
formula. pattern. compilation. program.
device. method. technique. process. data
base or system developed with a significant
expenditure of public funds. a reasonable
fee related to the actual development costs
may be charged.

§ 13.01 Data Practices Act covers state agencies
and institutions. school boards. local commissions
but not townships. Defines confidential personal
data not available to the individual. Each agency
must designate a person to be responsible for data
banks and report annually to state department of
administration.

Individual must be told purpose and use of
information and has a right to contest personal
information before action taken against them due to
"computer matching."

§ 375.85 A county may market selfdeveloped computer programs. Such
programs are considered trade secrets of the
govemmental entity.

Mississippi

any documentary material
having been used. being
in use. or prepared.
possessed or retained for
use in the conduct of
public business

§ 25-61-7 reasonably calculated to
reimburse the public body but in no case to
exceed the actual cost of searching.
reviewing and/or duplicating.

2.5

§ 25-53-53-55 If "confidential information" is
wrongfully released to a state agency. the aggrieved
person may complain to the central data processing
authority and charges may be brought against
employee involved.
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Missouri

any record retained by a
governmental body

reasonable rate

Privacy Law

§ 610.026 not exceeding the actual cost of
document search and duplication. Fees for
providing access to records on computer
facilities may include only the cost of
copies and staff time required for making
copies.

§ 115.157 An election authority may sell
printouts of voter lists.

Montana

Public writings are (a)
laws; (b) judicial records;
(c) other official
documents; (d) public
record kept in this state,
of private writings. All
other writings are private.

§ 2-6-103 in the Secretary of State's Office
$.50/page
§ 2-6-110 For electronically stored
information, agency may charge cost of
media. mainframe processing charges and
out-of pocket expenses and an hourly fee
after the first half hour.
§ 2-6-209 public agency can't sell mailing
lists without pennission of persons on list.

§ 2-6-110 information in an electronic
format is subject to the same restrictions
applicable to the printed form.

Nebraska

all records or documents § 84-712 All citizens are fully empowered
of or belonging to the
to examine public records and make
political subdivision.
"memoranda and abstracts therefrom, all
Specifically provides that free of charge." No other provision for
records remain public
fees.
when maintained in
computer files
§ 84.712.01 (I) Data which is public in its
original form shall remain a public record
when maintained in computer files.

Nevada

§ 239.030 ·such fees as may be prescribed

for the services of copying"
New Hampshire

New Jersey

New Meltico

§ 91-A:IV actual cost of providing copy

records which are
required by law to be
made, maintained, or kept
on file
record made or received
by any agency in
pursuance of law or with
the transaction of public
business

§ 7-A Information Practices Act requires data
banks maintained by state agencies to be registered
with the state department of administration.

§ 47:A-2

1-10 pgs. S.50/page
11-20 pgs. .25
over 20pgs .10
§ 14-2-2 custodian of records must provide
facilities for making memoranda abstracts
from records

no direct provision for copies except for
veterans

§ 15-1-9 information in a
data base remains public no general provision for fees
§ 15-1-9 upon payment of a reasonable fee,
information contained in an information
systems database can be disclosed in
printed form. A fee may be charged for
access or use of the database for any private
or non-pUblic use.
§ 15-1-9 C In order to obtain a copy of a
data base in computer or printed form a
penmn must agree to not make
unauthorized copies of the data base and
not to use the data base for any political or
commercial purpose unless the use if
approved by the state agency.
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New York

any information kept.
held. filed. produced or
reproduced by. with or
for a state agency or the
legislature

upon written request for a record
reasonable described

§ 91 "Each agency maintaining a system of records
shall prepare a notice describing each of its systerTL'
of records." including the uses made of each
category of records and the disclosures of personal
information that the agency regularly makes.

§ 87 (b) $.25 for standard sized records. not
to exceed actual cost for other records.

The Committee on Public Access to Records is
responsible for registering all state agency data
banks. to take citizen complaints. and to issue
advisory opinions.
Citizens have a right to see and correct their own
files.
North Carolina

North Dakota

Ohio

made or received
pursuant to law or
ordinance in connection
with public business

§ 102-17 County projects shall be eligible
for assistance subject to availability of

funds. compliance with administrative
regulations and conformity with one or
more of the project outlines.

qualified exception from
§ 143.345.6 Created Land Records
Public Records Act for
Advisoty Committee
certain geographic
information systems
includes any documents
of official import retained
by public employees in
the course of their duties
any record that is kept by
any public office

§ 149.43 (I) Every public office allow any
person to inspect all public records at
reasonable times during regular business
hours; (2) every public office. upon request.
make copies of public records available. at
cost. and within a reasonable amount of
time: and (3) that every public office
organize its records so that they may be
accessed within a reasonable period of
time.

§ 1347.01 Notices stating the nature and character
of any personal information system and name of
individual directly responsible for it - must be filed
with the director of administrative services.
Agencies maintaining these systems must inform
persons whether the information they are asked to
provide is legally required and must collect only
personal information necessary and relevant to the
functions of that agency.

With certain specific exemptions. personal
information may not be disclosed without the
consent of the individual. The law provides for
accessing. challenging and amending one's own
record.
Oklahoma

Oregon

created by. received by.
under the authority of. or
coming into the custody.
control or possession of
public bodies in
connection with public
business.

§ 24A.5.3. $.25/page for standard sized
documents. If the request is solely for a
commercial purpose then a reasonable fee
may be charged.

any writing containing
information relating to
the conduct of the
public's business.

fees reasonably calculated to reimburse the
actual cost in making the record available.

§ 74.118.17 Data Processing Planning and
Management Act provides for storage of
confidential data in centralized data processing
center to preclude access without authorization.

§ 24A.IO.B.3. If disclosure would give an
unfair advantage to competitors. a public
body may keep confidential computer
programs or software "but not the data
thereon."

§192.501 (16) specifically provides
analyses. compilations and other
manipulated forms of data produced by the
use of a computer program are not exempt
from disclosure.
§ 192.502 Intergovernmental group's
goegraphic databases or systems are
confidential and exempt for public
disclosure.
§ 190.050 Intergovernmental groups are
prohibited from restricting access to public
records through the inclusion of such
records in a geographic database or system.
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Pennsylvania

any account, voucher. or
contract dealing with the
receipt or disbursement
of funds or the
acquisition. use or
disposal of services or of
supplies or other property
and any minute. order or
decision fixing the
personal or property
rights. duties or
obligations of any person.

the custodian may adopt reasonable rules
(no specific provision for fees).

made or received
pursuant to law or
ordinance or in
connection with the
transaction of official
business.

§ 16.32.30 Establishes role of University of
Rhode Island as state GIS lead.

Rhode Island

Privacy Law

Agency has discretion to determine method
by which information could be best
transmitted to an applicant under the "right
to know" act. 455 A.2nd 731 (1983)

§ 38-2-4 S.IS/page plus an hourly rate not
to exceed SIS.OOIhour for costs of search
and retrieval. no charge for the first ten
minutes.
§ 38-2-3(f) Nothing in the act to be
construed as requiring a public body to
reorganize. consolidate. or compile data not
maintained in the form requested.

§ 38-2-6 cannot use information obtained
from public records to solicit for
commercial purposes.

South Carolina

prepared. owned. used. in § 30-4-30(b) not to exceed the actual cost
the possession of. or
of searching for or making copies. Must be
retained by a public body furnished at the lowest possible cost.
§ 30-4-30(b) Records must be provided in a
form that is both convenient and practical
for use by the person requesting the copies
if it is equally convenient for the public
body to provide the records in such form.

§ 30-4-4O(a) (1) Exemption for trade
secrets includes work products produced
for sale or resale. and paid subscriber
information.

South Dakota

§ 1-27-1 Game. fish and parks commission
fonnulated. adopted or
may sell subscription or license holder lists
used by the agency in the for a reasonable fee; automobile liability
discharge of its functions. insurers may be charged a reasonable fee
for verifying information.
§ 1-27-1 records required
to be open are those
Lists released or distributed under § 1-27-1
required by statute to be
may not be resold or redistributed.
kept.
Violation is misdemeanor.

Tennessee

made or received
pursuant to law or
ordinance or in
connection with the
transaction of official
business § 10-7-301

§ 1-26-2 all materials

§ 10-7-506(a) custodian of records has right

to adopt rules.
§ 10-7-S06(b) for request of a record which
has commercial value and requires the
reproduction of a computer generated map
or other geographic data. a reasonable fee
may be assessed but not against individuals
who request records for themselves.
Limited in its application to counties with a
pop. of more than 460.000 but less than
480.000
§ 7-52-135 applying to sale of data by
electronic systems owned by a metropolitan
government.
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Utah

prepared. owned. used.
received or retained by a
governmental entiry.

§ 63·2·203 may charge a reasonable fee
covering the actual cost of duplication or
compiling a record in a form other than that
in which it is maintained. May not charge a
fee for reviewing a record.

§ 63·2·103 Government Records Access and
Management Act includes principles of fair
information practices found in federal privacy act.

§ 63·2·201(5) a governmental agency is not
required to create a record in response to a
request. A record shall be provided in a
particular format if it can be done without
unreasonably interfering with government
duties and the requester pays any additional
costs actually incurred.

Types of data collected by state agencies are
reponed annUally. There are four categories of
personal information: public. private. confidential.
and protected.
Individuals have the right to contest the accuracy of
their own data.

§ 63·2·201(7) a governmental entiry which
, offers a copyrighted or patented record for
sale may control the access. duplication.
and distribution of the material.

Automated Geographic Reference Center
created.
Vermont

produced or acquired in
the course of public
business

§ 316 (b) actual cost
§ 316 (a) § 316 (d) Public agency does not
have to provide or arrange for
photocopying if no photocopying machine
is available

Vermont Center for Geographic
Information (VCGI). a public not.for.profit
organization created to foster GIS
development and use within Vermont.
Virginia

§ 2.1·342.4 reasonable charges for
prepared. owned. or in
the possession of a public copying. search time and computer time.
body in the transaction of not to exceed the actual cost to the public
body in supplying such records. except that
public business.
a public body may charge on a pro rata per
acre basis for the cost of creating
topographical maps for such maps which
encompass a conuguous area greater than
fifty acres.

§ 2.1·377 Privacy Protection Act of 1976 prohibits
secret personal information systems and collection
of unneeded. inappropriate. inaccurate information.
Law provides for access and correction.

Computer data must be made available at a
reasonable cost. Public bodies are not
required to create a record if it does not
already exist.
Virginia Geographic Information Network
funded.
Washington

§ 42.17.300 not to exceed the amount
necessary to reimburse the agency for its
actual costs inCident to such copying.
§ 42.17.260 (6) cannot sell list of

§ 43.105.040 (4) Governor. after consultation with
data processing advisory committee. has power to
set policy for data processing. including standards
to establish and maintain the confidential nature of
information.

individuals that IS requested for commercial
purposes unless specifically authorized by
law.
Growth Management Legislation provides
suppon for GIS.
West Virginia

any writing containing
information related to the
conduct of the public's
business

§ 298·1·3 (4) requester must state with
reasonable specificity the information
sought
§ 298·1·3 (5) fees reasonably calculated to

reimburse the actual cost in making
reproductions
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Wisconsin

§ 19.35 (I) the actual. necessary and direct
"records" does not
cost of reproduction may be imposed.
include materials to
which access is limited
unless a fee is otherwise established by law.
by copyright. patent or
§ 19.35 (g) right to obtain copy does not
bequest or published
materials in possession of apply to a record which has been or will be
promptly published with copies offered for
an authoriry which are
sale or distribution.
available for sale.
§ 19.35 (I) the act does not require an
authoriry to create a new record by
extracting information from existing
records and compiling the information in a
new format

Privacy Law

Ch. 19 Seven-person Privacy Council appoints a
Privacy Advocate to present the privacy perspective
in state policy making and to assist citizens in
access to their own files.
State agencies must register their records and
develop rules of conduct for handling of personal
data.
Individual must be notified before adverse action is
taken as result of computer matching unless the
state or local agency finds the information used
"sufficiently reliable."

§ 59.88 Land Record Modernization
Funding. Portion of recording fees used to
support Land Modernization Activities.
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Wyoming

made or received in
connection with the
transaction of public
business .

reasonable

Privacy Law

• Compilation based on data appearing in the following:
Dando. Lori Pelerson. "A Survey of Slale Open Records Laws in Relation 10 Recovery of Data Base Development Costs. "Washington .. DC. Urban & Regional
Information Syslems Association 1992 Annual Conference Proceedjn\1s, 1992.
Dansby, H. Bishop "A Survey & Analysis of State GIS Legislation." QJ.S....I...;m: 1(1) 7·13,1992.
Archer, Hugh N. "Summary of Slale GIS Coordination. Legislation and Funding Sources. PlanGraphics. Inc., 1992.
"Data Banks in Government" Compilation of Slate & Federal Privacy Laws. Providence, RI .• Privacy Journal, 1992.
"Summary of Slate GIS Coordination. Legislation. and Funding Sources." Prepared by PlanGraphics, Inc., 1993.
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The Honorable George Allen. Governor of Virginia
Members of the General Assembly

On behalf of the Council on Infonnation Management. I am pleased to provide you with
the report called for by Senate Joint Resolution 238 adopted by the General Assembly in
January 1993. In carrying out its responsibilities, the Council has received the assistance
of the Institute of Bill of Rights Law at The College of William and Mary, as well as
policy experts representing the Virginia Citizens Consumer Council, the Virginia Press
Association, the National Archives, agencies of state and local government. the Woodrow
Wilson International Center for Scholars and the law firm of Fenwick and West.
This report has two distinct purposes. As directed by the General Assembly, the report
provides an assessment of the impact of technology on the collection, maintenance,
preservation. use and dissemination of infonnation. Further. it examines whether, in an
electronic environment, current state law ensures public access to government
information, protects the rights of the individual to control infonnation about himself,
promotes the accuracy and integrity of public records and protects the taxpayer's
investment in collecting, developing, storing and maintaining public records.
In submitting this report for publication, the Council believes it is important to emphasize
that. with the advent of advanced information technologies. the process for managing and
providing access to public records has become more complex. While the study reveals
that current laws. for the most part, are adequate to address these issues. resolving the
question of access versus privacy involves a unique set of challenges for the
Commonwealth.
Respectfully submitted,

~

Hud Croasdale
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INTRODUCTION
Information policy clearly constitutes an emerging challenge for public officials in
Virginia in the 1990s. Although state and local governments have always recognized
their role in managing and providing access to public records, the advent and
increasing use of computers and other advanced information technologies have
increased the complexity of this task and have revealed ways in which the
Commonwealth's information policies can sometimes conflict.
Over the past few years, a number of issues have been raised concerning access to
government information, preservation of electronic records, privacy and intellectual
property which may call into question the efficacy of Virginia information laws in the
electronic age. Because new technology is putting considerable pressure on the laws
that were passed to regulate government information policy when government
information was recorded primarily on paper, there may be a need to amend those laws
in order to make certain that the policies represented in those laws are not lost as that
information becomes electronic.
Senate Joint Resolution 238 was adopted by the General Assembly in January 1993.
This resolution called for a study to determine whether current law ensures public
access to government information, protects the rights of the individual to control
information about himself, promotes the accuracy and integrity of public records and
protects the taxpayer's investment in collecting, developing, storing and maintaining
public records.
To ensure a thorough discussion of the issues, the Council on Information
Management ("Council") formed a committee of policy experts. Serving on the
committee were:
Robert D. Harris, Chair, Council on Information Management
Rodney A. Smolla, The Institute of Bill of Rights Law
John Westrick. Office of the Attorney General
Charles C. Livingston, Department of Information Technology
Marie B. Allen, National Archives
Jean Ann Fox. Virginia Citizens Consumer Council
The committee was assisted by a member from each of the Council's advisory
committees. representing the technology community in state and local governments:
Dr. Franklin E. Robeson. The College of William and Mary, Education
Advisorv Committee
Jacqueline M. Ennis. Department of MHMRfSAS, Agency Advisory
Committee
H. Bishop Dansby, GIS Law, Advisory Committee on Mapping,
Survevimr. and Land Information Svstems
Robert Yorks. Local Government Advisory Committee
J

A second group of individuals was formed to provide specific policy assistance in the
areas of copyright, privacy, access and public records:
1. T. Westermeier, Fenwick & West
David H. Flaherty, Woodrow Wilson Int'!. Center for Scholars
Edward Jones, The Free Lance-Star (Fredericksburg, Virginia)
A. W. Quillian, Department of Motor Vehicles
Louis Manarin, Library of Virginia
The committee held a series of meetings at which individuals and representatives of
organizations who had expressed interest in this topic attended and were given an
opportunity to express their concerns and recommendations.
The 'Council has concluded that the tension between the Commonwealth's current
policies cannot be completely eliminated but rather calls for a balancing of objectives.
The Council believes that many of these tensions can be addressed administratively or
with relatively minor statutory changes. The Council recommends that compliance
with minimum requirements as well as full attainment of the Commonwealth's policies
regarding access, privacy, and records preservation can best be addressed in a
programmatic fashion through ongoing development of guidance that relates
compliance with these laws to the evolving technology and overall management of
information technology planning and acquisition. Protecting the taxpayer's
investment in collecting and maintaining government databases and protecting the
citizen's ability to control information about himself cannot be fully accomplished
within the current statutory framework and will present significant policy issues that
the General Assembly may wish to address.
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OPPORTUNITIES AND CONCERNS
IN THE ELECTRONIC RECQRDS ERA
Preservin~

and

Protectin~

Government Records

The electronic records era presents opportunities for more effective archiving and
retrieval of government records. Imaging and other digital technologies represent new
preservation techniques that can be used in place of, or in conjunction with, analog
processes such as photocopy or microfilm, thereby providing an alternative of
comparable quality and lower cost.
Converting electronic records from operational media into durable form for permanent
storage presents a challenge because most electronically-stored information is very
short-lived, and the media used in operations typically are nondurable. Tapes,
diskettes and hard drive space can become unreliable relatively quickly or may need to
be reused in ordinary course, and computer memory is subject to loss whenever
computers are turned off. This is especially a concern with respect to government
actions and transactions occurring entirely in electronic form and which no longer
generate a traditional paper record. Archiving of electronic records also requires
selection of appropriate "snapshots" of data, as the electronic environment often
consists of evolving sets of data rather than series of separate documents.
An additional challenge for electronic preservation arises from the fact that many
information management systems employ custom-designed data structures or require
customized or proprietary software to retrieve or display data. As information
management systems are replaced by more efficient systems (and older software ceases
to be supported, understood or even licensed), it can become difficult to maintain the
access to non-current records which the agency chooses not to translate for continued
use.
An important issue created by the electronic environment is the question of how much
information to capture. The electronic environment offers the potential to capture far
more information as public records than was previously the case. Without judging the
desirability of doing so, vast amounts of information from informal messages, phone
conversations, preliminary drafts of documents, workplace surveillance devices and
other electronic sources, as a technical matter, can be captured and preserved.
Whether this is advisable from the viewpoint of cost, efficiency, privacy and other
factors is another maller.
Ensurin2 Access To Current Government Information
Some of the same factors discussed above with regard to the archiving of electronic
records apply also to citizen access to current government information. The increased
quantity of preservable data enhances the completeness of the information which may
he obtained by citizens. and the electronic format can facilitate research and retrieval
3

of information previously obtainable. if at all. only by manual search. The electronic
format. however. also presents potential barriers to access if unique data structures are
used or if customized or proprietary software is needed to locate or retrieve data.
An issue which is intensified by the electronic environment is the question of how
much time and money a public body ought to spend to assist citizens who wish to
access government information in forms or ways that would require special efforts by
the public body. The "snapshot" issue also presents difficulties, because a search of an
electronic database ordinarily cannot be performed instantly upon receipt of a request
but ought to be available in some form that does not unduly burden the ongoing
operations of public bodies.

Enhancin2 the Efficiency Of Government
Great opportunities to improve the efficiency of government have been and continue
to be available through e-mail. voice mail, electronic bulletin boards. word processing,
information management systems. automation of agency functions. electronic
monitoring of the work place and other technologies. However, the efficiency gains
offered by these technologies may be limited to the extent a public body's use of the
technologies triggers time-consuming and expensive requirements to retain and index
electronic files. translate data or provide for continuing use of older software to
manage non-current records, or document every deletion or non-retention of electronic
data.
A further loss of efficiency may be created to the extent voice mail, e-mail or other
technologies are avoided by employees in favor of more costly meetings or telephone
calls that do not generate a permanent record of their every communication.
The electronic records era has also raised a further issue of efficiency in managing
available staff resources and agency budgets. Responding to a Freedom Of
Information Act (FOIA) request for electronic records, together with all related Privacy
Protection Act measures. can involve a significant diversion of staff resources from the
agency's primary mission. This diversion can take the form of programming assistance,
report generation. or review of records to determine whether they are disclosable or to
segregate disclosable from exempt portions. As information, particularly in electronic
form. attains commercial value outside traditional FOIA purposes. the quantity and
frequency of such requests. as well as the volume of material sought in any particular
request. is likely to increase and make the cost issue more acute.
Protectin~

the Taxpayer's Investment in Databases and Systems

Development of computer systems and associated databases can represent an
enormous investment of taxpayer funds and can result in databases and systems that
resemble valuable information products much more than they resemble records of
public transactions. In such cases. an issue of proper stewardship of publicly-held
4

assets and of minimizing future tax burdens is created when information marketers
seek to obtain, at no or little cost under FOIA, the fruits of the public investment. In
some cases, a system may be economically feasible only if the cost of its creation can
be shared with private entities that will also benetit from the technology. However, a
public body's ability to partner in this fashion is undercut to the extent the public body
can be required to provide the fruits of the effort to anyone for free, whether or not
they contributed to the development effort.
In some cases, the public body's mission may require wide disbursement of the
information in question. In such cases, making the information freely available does
not present the same conflict between the taxpayer's interest and the interest of users
of that information. Similarly, if the taxpayers' representatives have concluded that
free disbursement of valuable information products is in the best interest of the public
due to economic development or other considerations, this would reflect a public
policy determination not to protect the government's proprietary interest in such
products.
Protectin~

the Individual's Ability to Control Personal Information

The concerns that originally prompted the passage of the Virginia Privacy Protection
Act seem even greater today as electronic record-keeping continues to expand. Many
citizens fear that far too much information about identifiable individuals is collected,
retained and disseminated by government, and that too few controls are exercised to
prevent unauthorized uses or to correct errors. All this is causing citizens to lose a
measure of privacy from "practical obscurity" -- the difficulty, in the absence of
computer matching, of gathering and linking the many bits of personal information that
citizens are constantly required or encouraged to provide as a condition of receiving
various benefits or services in the public and private sectors. This collection, retention
and dissemination of personal information endangers the individual's opportunities to
secure employment, insurance, credit and due process and other legal protections.
Particular concern exists with respect to the continued use of social security numbers
as identifiers, as this information more than any other is believed to facilitate private,
unauthorized access and use of credit and other records.
While the increased usage of electronic records heightens citizen interest in assuring
full compliance with the Privacy Protection Act, this alone is not viewed as sufficient.
The Privacy Protection Act does not prevent dissemination of information, but instead
merely requires that certain measures be taken in connection with that dissemination,
such as retaining a list of recipients so that, for example, they can be notified of any
corrections, and so that the data subject, if he undertakes the effort, can find out who
has received information about him and what decisions about him were affected by
that information. What these citizens really seek, however, is protection against
dissemination of personal information by government.

5

REVIEW QF CURRENT LA WS
The four statutes identitled in Senate Joint Resolution 238, the Virginia Public Records
Act, I the Virginia Freedom Of Information Act,2 the Privacy Protection Act of 1976,3
and the Intellectual Property Act," interact to form most of the Commonwealth's
current information policy. Following is a review of these laws and areas in which
they could be improved to meet needs arising in the electronic records era.

Freedom Qf Information Act
The Freedom of Information Act is intended, among other goals, to ensure that the
people of the Commonwealth have ready access to records in the custody of public
officials. 5 The FOIA directs that all official records shall be open to inspection and
copying within five work days after the request, except as may be otherwise
specifically provided by law. The FOrA itself currently lists 58 exemptions from
mandatory disclosure, most of which are designed specifically to exempt particular
records of particular agencies. The FOrA provides for quick judicial enforcement in the
event of alleged violations.
The FOrA has a conceptual problem at its core: the concept of an "official record" is
no longer entirely valid as a clearly-defined unit of information in the electronic
environment. The concept of the "official record" is rooted in the paper era, when
paper documents could be viewed as the building blocks of government information.
An official record typically was a visually-perceivable paper document, and many of
the balances struck by the FOIA between the goals of access versus administrative
Code of Virginia. §§ 42.1-76 through 42.1-91.
Code of Virginia. §§ 2.1-340 through 2.1-346.1.
Code of Virginia. §§ 2.1-377 through 2.1-386.
Code of Virginia. § 2.1-20.1: 1.
Code of Virginia. § 2.1-340.1.
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efficiency and cost, were structured around that concept. 6 As other, non-paper media
evolved, the definition of "official record" has been adapted to the new media. 7 Now,
with electronic record-keeping, the concept of an identitiable "record" consisting of a
reasonably specific discussion or report on some government action is significantly at
odds with reality. Eventually a statutory change may be necessary.
For the present, however, the Council believes the current definition is workable. The
definition of "official record" contemplates some physical embodiment of the
information. 8 In the case of electronic records, this may be a tape, diskette or optical
disk. 9 It would appear that the minimum requirements of current law are simply to
make the record reasonably accessible at reasonable cost. Ordinarily this can be a tape
onto which the data in question have been dumped, preferably in a standard format
such as ASCII files (if the programming effort is not unreasonable). Where feasible, the
agency is authorized, but not required, to prepare summaries or reports by extracting
specific information from tapes, disks or other records that is more directly responsive
to the requester's research topic. 'O Programming or report generation tasks appear
mandated only in connection with segregating exempt from non-exempt portions of a
record where such segregation is reasonable. The five work-day turn-around time
provides some guidance as to the level of effort that is reasonable for segregating
specific entries from a database. I I This does not preclude public bodies from
undertaking greater efforts voluntarily within a larger time agreeable to both the public
body and the requester. The Council believes that public bodies generally are
6

A request must reasonably identify the record sought and must be made to the custodian of
the record. The request must identify an existing record; the public body is not required to create
new ones. Code of Virginia, § 2.1-342(A). These limitations envision compliance as simply a
matter of retrieving an identified document from the agency's files. With the assumption that
significant government actions tend to generate records. the limitation to existing records minimizes
compliance costs while providing information that is most likely to shed light on government
operations.
7

See, Code of Virginia, § 2.1-341.

Official records are defined as "all written or printed books. papers, letters. documents.
maps and tapes. photographs. films. sound recordings. reports or other material. regardless of
physical form or characteristics. prepared, owned. or in the possession of a public body or any
employee or officer of a public body in the transaction of public business." Code of Virginia.
2.1-341.

*

In Associated Tax Service, [nco v. Fitzpatrick, 372 S.E.2d 625, 626 and 629 (1988), the
Virginia Supreme Court stated that a "computer disk file" is an official record. but the precise
description of what constituted a record was not at issue in the case.
10

II

See Code of Virginia.

~

See Code of Virginia.

*2.1-342(A).

2.1-342( A).
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cooperative. provided that excessive diversion of staff resources can be avoided.
The FOIA does not directly indicate what factors should be considered in determining
whether electronic records are reasonably accessible, or what level of effort can
reasonably be expected of the agency to enhance accessibility. While guidance in this
area would be helpful, the wide variety of existing electronic information systems both
within state government and as between state and local government, as well as the
likelihood that technology will continue to evolve rapidly, weigh against efforts to
standardize the specifics of access through legislation. This is not to say that access is
as complete as all would desire. Rather. the Council's conclusion is that the statute
imposes certain minimum standards. but that higher ideals of access, as a practical
matter. can best be pursued only through strategic planning of information technology
resources. especially at the information systems procurement or implementation stage.
The Council recommends that information technology management guidelines issued
under § 2.1-563.31(B)(5) should include guidance for the attainment of FOIA and
other information policy requirements and goals in a manner which reasonably takes
into account cost and efficiency trade-offs. This effort would be enhanced by more
specific authorization, but current statutory language is probably adequate.

Privacy Protection Act of 1976
The Privacy Protection Act establishes certain principles of information practice and
makes them applicable to governmental agencies that maintain manual or automated
record keeping systems containing information that describes, locates or indexes
anything about an individual. 12 Among other requirements. the Privacy Protection Act
requires that agencies collect. maintain, use and disseminate only that personal
information permitted or required by law to be so collected, maintained, used, or
disseminated or necessary to accomplish a proper purpose of the agency; maintain
information in the system with accuracy, completeness, timeliness and pertinence as
necessary to assure fairness in determinations relating to a data subject; make no
dissemination to another system without specifying requirements for security and
usage. including limitation on access thereto. and receiving reasonable assurances that
those requirements and limitations will be observed; maintain a list of all persons and
organizations having regular access; and maintain a complete and accurate record
includi~f the identity and purpose of any access to personal information in the
system.
The Pri vacy Protection Act also grants certain rights to individuals. including the right
to be told. when the information is collected. whether one may refuse to provide the
information and what the consequences will be; the right to be notified of the possible
I~

II

See Code of Virginia. §§ 2.1-378(8) and 2.1-379.
Code of Virginia. § 2.1-380.
8

dissemination of the information to another agency or nongovernmental organization;
the right to inspect the data and the list of all those who have accessed it, the right to
challenge, correct, or explain information: the right to have the agency investigate and
record the current status of that personal information and promptly purge or correct
incomplete, inaccurate, non-pertinent, untimely or unnecessary information; the right to
file a statement of up to 200 words and have a copy thereof sent to any previous
recipient; and the right to have past recipients of purged or corrected data notified of
14
such action. Injunctive relief and attorneys' fees are available to remedy violations of
the ACt. 15
There are two aspects to the privacy concerns expressed to the Council during its
study. The first is directly addressed to the Privacy Protection Act: the feeling that its
provisions provide significant protection but that there is no auditing effort to assure
compliance by state agencies. The Act's requirements do seem to provide a vehicle for
addressing many privacy concerns. However, the Act is very complicated, and
attainment of its objectives in a cost-efficient manner presents many challenges. The
Council recommends that agency compliance with the Act be audited. In addition,
uniform guidance should be provided to assist agency compliance and to enhance the
public's ability to comprehend the measures that are available to protect their privacy.
Like access, privacy protection can be enhanced significantly if provision for
compliance is made at the information systems procurement or implementation stage.
The other major privacy concern expressed to the Council during its study cannot be
completely addressed within the current statute: while significant restraints may be
imposed upon collecting only that data which is expressly or implicitly authorized by
law, and disseminating it only with adequate assurances regarding its use, many
citizens are most interested in preventing dissemination, particularly in electronic form,
of personal information. The current Act prohibits dissemination except when
dissemination is "permi tted or required by law" or necessary to accomplish a proper
purpose of the agency.l& Since the current FOIA at least permits disclosure of virtually
all public records (even those which are exempt from mandatory disclosure),17 the
Privacv Protection Act's ostensible limitation on dissemination of such information is
'11
• III
1 usory.
14

15
16

17

Code of Virginia. § 2.1-382( A).
Code of Virginia, § 2.1-386.
Code of Virginia, § 2.1-380(1).
See Code of Virginia. § 2.1-342(A) and (8).
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This is in contrast to federal law. which generally prohibits dissemination of personal
information records if disclosure of the record would constitute a clearly unwarranted invasion of
personal privacy. See 5 U.s.c. §§ 552(b)(6) and 552a(b)(2). Although the Virginia FOIA and
Privacy Protection Acts are patterned after the federal statutes, the key difference is that the federal
privacy protection act permits dissemination if disclosure is "required under (the FOIA]" (see 5
9

While dissemination is difficult to prevent under current law, it appears that the Privacy
Protection Act permits the use of contracts in connection with dissemination to other
systems to address some of the above privacy concerns. 19 However, if the General
Assembly wants to protect against dissemination of personal information, the Council
would recommend considering amendments to Virginia's FOJA and Privacy Protection
Act along the lines of the federal counterparts of these statutes.
Viq:inia Public Records Act
The Virginia Public Records Act provides for the management and preservation of
public records throughout the Commonwealth and is intended to promote uniformity
in the procedures used to manage and preserve public records. 20 In addition to serving
as the custodian of all records transferred to the state archives, the State Library Board
is authorized to issue regulations to "facilitate" the creation, management, preservation
and destruction of records by agencies. 21 The Act prohibits agencies from destroying
or discarding records without a retention and disposition schedule approved by the
State Librarian. 22 A recent amendment appears to grant agencies somewhat greater
autonomy in scheduling the retention and destruction of electronic records. 23
Record management rules, particularly in the electronic environment, can present
significant trade-offs between cost, access, privacy protection, preservation of records
and public access. Currently, the statutes provide oversight authority in this area to
the Council, the State Library Board and the various agency heads. 24 While the
V.S.c. § 552a(b)(2)) whereas the Virginia Privacy Protection Act permits dissemination if
dissemination is "permitted or required by law" (~ § 2.1-380(1) of the Code). Thus, a record
which is exempt from mandatory disclosure under the FOIA would not meet the above federal
requirement for permissible dissemination but would meet the Virginia privacy protection standard.
[n addition. the federal FOIA contains a general exemption from mandatory disclosure for any
record if the disclosure of the record would constitute a clearly unwarranted invasion of privacy
(see 5 V.S.c. § 552(b)(6), whereas the Virginia FOIA has no such general exemption from
mandatory disclosure.
19

20

21

See Code of Virginia. § 2.1-380(5).
Code of Virginia. § 42.1-76.
Code of Virginia. § 42.1-82(1).
Code of Virginia. § 42.1-86.1.

2.1

Code of Virginia. § 42.1-87.
See, e. g ., Code of Virginia. §§ 2.1-563.31 (B)(5), 42.1-82.42.1-85,42.1-86.1 and 42.1-87.
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statutory lines of responsibility are not as clear as they could be, the Council feels that
a cooperative approach will be successful. The major goal to be accomplished should
be the proper balancing of cost, access, privacy, preservation and other objectives at
the earliest possible stage in the information management process -- ideally at the
systems procurement or implementation stage.
It is unclear whether the Act permits the State Library Board sufficient flexibility to
take advantage of evolving technology. Many provisions seem to mandate particular
technologies, particularly microfilm. 25 Given the dynamic nature of innovation in
electronic information storage, it would be preferable to avoid writing any particular
technology into a statute.

The current definition of "public record" is not adequate. The definition of this term
currently is so broad that it includes any form of data representation, no matter how
transitory.26 When this is combined with the Act's prohibition against destruction of
public records (except in accordance with required retention and disposition
schedules),27 it becomes literally illegal to tum off a computer, which can result in the
loss of information in computer memory. More readily apparent examples of necessary
loss of such "records" include editing with a word processor, automatic or manual
deletion of e-mail messages after they are sent or after one's electronic mailbox is full,
periodic purging of voice mail messagesafteraperiodoftime.re-use of dictation tapes,
and other administratively necessary actions. While the Act apparently authorizes
agencies to schedule disposition and theoretically could schedule for immediate
destruction, this apparently must be in accordance with procedures that document the
destruction 28 -- an approach which appears inconsistent with streamlining government.
The Council recommends that the definition of "public record" be amended to strike a
balance between data for which full-blown record preservation and destruction
documentation measures are appropriate and data that are too transitory to be viewed
appropriately as rising to the level of a public record. One suggestion would be to
define public records to exclude a recording which, at the time of its creation. is
intended only to substitute for a face-to-face conversation, telephone call or other
non-written communication or if it is intended by its creator to serve only as a personal
25
See, ~, Code of Virginia. §§ 42.1-83 and 42.1-84. Greater flexibility seems permitted
for certain purposes. See~, Code of Virginia. § 42.1-86.

26

"The general types of records may be, but are not limited to ... any representation held in
computer memory." Code of Virginia. § 42.1-77.
Code of Virginia, §§ 42.1-86.1 and 42.1-87.
:x
See Code of Virginia. § 42.1-87. Section 5 of A Manual for Public Records Management
In the Commonwealth of Virginia (1992); and The Library of Virginia Guidelines for Managing

Electronic Records, at p. II (requiring preparation and approval of a Certificate of Records
Disposal (form RM-3) before any electronic record can be destroyed).
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note or draft to assist the creator in preparing his own later oral or written presentation.
Similarly, with respect to dynamic databases. agencies could be required to schedule
reasonably periodic snapshots of such databases, and "official record" could be
defined to include the snapshots but exclude the evolving, underlying database.
Finally, the Council recommends that the definition of "public record" and "official
record" should be synonymous and uniform for both the Public Records Act and the
FOIA.

Intellectual Property Act
The FOIA anticipated one instance in which there is a competing policy goal of
recovering from the user not just search and copy costs, but also a portion of the cost
of developing a record that is in the nature of an information product. 29
In addition, it has long been recofnized that the Commonwealth can exercise its rights
under the federal Copyright Ace to control commercialization of works of authorship
in which it owns the copyright. 3 ( Exercise of such rights under the copyright law is
not in conflict with FOIA, because citizens retain the initial right to inspect and make
their own copy of such government works of authorship (unless an exception to FOIA
applies). The government's rights as a copyright owner may be exercised to control
the commercial requester's subsequent duplication, adaptation and distribution of
works of authorship, and if desired, to obtain royalties. The government's control over
subsequent duplication and distribution is appropriately limited, however, by
provisions of the Copyright Act which would permit the fair use of copyrighted works
without the copyright owner's permission for purposes such as criticism, comment or
news reporting regarding government operations. 32
The Intellectual Property Act provides that patents, copyrights or materials which were
potentially patentable or copyrightable developed by a state employee during
working hours or within the scope of his employment or when using state-owned or
state-controlled facilities shall be the property of the Commonwealth. It authorizes the
29 Public bodies are authorized to "charge, on a pro rata per acre basis, for the cost of creating
topographical maps developed by the public body, for such maps or portions thereof, which
encompass a contiguous area greater than fifty acres." Code of Virginia, § 2.1-342(A).

30
.11

See 17 U.S.c. § 106 .
See, e.g., 1981-1982 Att'y Gen. Ann. Rep. 443,444.
See 17 U.S.c. § 107.
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Governor to set policies as he deems necessary to implement this provision. 33
Under this authority, Executive Memorandum 2-86 was issued, and subsequent
governors have retained it in effect. The executive memorandum, which has come to
be known as the state's "intellectual property policy," ("IPP") governs disposition of
intellectual property by state executive branch agencies. Separate statutes authorize
intellectual property policies for state-supported institutions of higher education. 34
The Intellectual Property Act and the IPP issued under it, however, are not currently
adequate to fully protect the taxpayer's investment in the gathering and storing of
government information. The current tools are limited to the protection which is
available under the copyright and patent laws. At the time of the Act's passage, the
prevailing view was that copyright law provided significant protection for databases,
and the IPP stated that it applied to databases. Subsequently, case law under the
Copyright Act has undercut that view. 35 While other legal theories may be available to
supplement copyright, it is speculative whether these will prove adequate.
In view of the uncertain protection available under copyright law and other legal
theories, the chief means employed by the private sector to assure that the creator of a
database is able to recover a fair return is through contract. Contract formation,
however, requires the recipient's agreement and receipt of consideration. In the private
sector, the recipient's agreement and the consideration derive from the fact that the
holder of the data is within his rights to refuse to disclose the data to the requester.
This option currently is not available to public bodies in receipt of a FOIA request for
nonexempt official records. Accordingly, one questions whether a recipient will agree
to a contract, and if he did, one would question whether consideration for the resulting
promise would exist.
At least two approaches could be considered to fully protect the taxpayer's investment
in government information by enabling the public body to require a licensing
agreement comparable to the agreements typically used in the private sector. These
approaches are designed to provide this flexibility while not undercutting the policy of
ensuring that citizens are able to witness the operations of government.
One approach would be to work within the current FOIA provision relating to
Code of Virginia. § 2.1-20.1: 1.
Code of Virginia. §§ 23-4.3, 23-4.4 and 23-9.10:4.
See,~, Feist Publications. Inc. v. Rural Telephone Service Co., 499 U.S. 340, 111 S. Ct.
1282 (1991) and Kern River Gas Transmission Co. v. Coastal Corporation, 899 F.2d 1458 (5th
Cir.). (crt. den., 498 U.S. 952. 111 S. Ct. 374 (1990), which call into question the effectiveness of
copyright protection for databases.
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Code of Virginia. § 2.1-20.1: 1.
Code of Virginia. §§ 23-4.3,23-4.4 and 23-9.10:4.
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See,~, Feist Publications. Inc. v. Rural Telephone Service Co., 499 U.S. 340. IllS. Ct.
1282 (1991) and Kern River Gas Transmission Co. v. Coastal Corporation, 899 F.2d 1458 (5th
Cir.l. ccrt. dcn .. 498 U.S. 952. 111 S. Ct. 374 (1990), which call into question the effectiveness of
copyright protection for databases.
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permissible charges for topographical maps.36 One could expand the exception for
topographic maps to include any record which is in the nature of an information
product, i.e., one which has uses other than as a window into-the operations of
government and which is in fact the subject of bona fide marketing efforts by the
agency. Any usefulness of such information products as a window into the operations
of government could be preserved by mandating at-cost electronic access and
duplication for any requester who is willing to sign a form representing that the
requester does not intend any commercial use of the information and agrees not to use
it or permit others to use it commercially. If the requester is unwilling to sign such a
form, the agency could be authorized to charge a price designed to recover
development costs (as is the case with topographical maps) or could be authorized to
charge a fair market price. In either case, the public body would need authority to
require the recipient to sign an agreement not to duplicate and distribute the document
without further permission.
Another approach would be to require at-cost disclosure of all public records, but
provide that an agency need not provide electronic copies of records if the requested
copies can be provided in printed form. As with the above approach, provision of
electronic copies could nonetheless be mandated if the requester is willing to sign a
form representing that the requester does not intend any commercial use of the
electronic copy and agrees not to use it or permit others to use it commercially. As a
practical matter, the open government goals of the FOIA can be obtained if the
electronic records are readily available for inspection, and if copying is unconditionally
available in some form and conditionally available in electronic form. The interest in
having the information in electronic form is precisely because private parties wish not
only to have access to the information, but also to appropriate for themselves the value
of taxpayer-funded typing and entry of the data into electronic form. This second
approach would provide a basic window into government operations while preserving
a domain within which the public body would be able to charge for the added value.

Code of Virginia.

*2.1-342(A).
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CONCLUSIONS
The Council finds that current laws for the most part are adequate to address the
challenges which the electronic environment presents to the Commonwealth's access,
preservation and privacy policies. As the policies of the Commonwealth are in
competition with one another, the issue becomes more a programmatic one -- how best
to plan and coordinate the way information is collected and managed in order to
maximize attainment of all the Commonwealth's goals. Due to the extraordinary pace
of technical change, it is unwise to specify rigid technical standards in the law in a way
that reduces flexibility to devise and adapt to current technology and available
solutions. Therefore, in FOIA, the current reliance on rules based on a
"reasonableness" concept is preferable at this point to any specifically-mandated
requirement. While flexibility is desirable, chaos is not. The problems are difficult and
dynamic enough that uniform guidance to assist agencies' compliance efforts is
advisable. The Council recommends that its authority under § 2.1-563.31(B)(5) to
direct the promulgation of policies, standards and guidelines for managing information
technology resources in the Commonwealth be used to provide this assistance.
Specific statutory direction may facilitate this function but is not essential.
Recommendations for change to current statutes include: (1) providing a uniform
definition for "official records" and "public records" in FOIA and the Public Records
Act; (2) revising the definition of public records (and official records) to exclude
transitory recordings and include periodic snapshots of dynamic databases; and (3)
expand existing auditing processes to include auditing for compliance with the
Privacy Protection Act. Further consideration and study should be given to the issue
of data dissemination and whether the Commonwealth wants to enable its citizens to
prevent government disclosure of information that unduly invades personal privacy.
Finally, further consideration should be given to amending FOIA to carve out an area
within which public bodies may protect the taxpayer's investment in geographic
information systems or other databases by conditioning disclosure upon the payment
of fees and agreement to a licensing contract.
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Appendix
SENATE JOINT RESOLUTION 238
Requestin~

the Council on Information Management, in conjunction with The Institute of
Bill of Rights Law, to study issues regarding public access to government information.
Agreed to by the Senate, February 9, 1993
Agreed to by the House of Delegates, February 17, 1993

WHEREAS, the Virginia Freedom of Information Act, the Virginia Privacy Protection
Act of 1976. the Virginia Public Records Act and the Intellectual Property Act regulate the
collection. maintenance, preservation, use, and dissemination of information by state and
local government agencies in the Corrunonwealth; and
WHEREAS, the flow of information from citizens to government and back to citizens is
essential in a democratic society, providing citizens with knowledge of their public
institutions. society and economy; and
WHEREAS. the privacy of an individual is directly affected by the collection,
maintenance, use, preservation and dissemination of personal information by government; and
WHEREAS, information is a vital component of all government programs and
decisions; and
WHEREAS, advancements in information technology have enhanced the value and
potential uses of public information; and
WHEREAS. the increasing value of government information, developed at public
expense is a key factor in Virginia's economic. technological and cultural development; and
WHEREAS, the increased demand for, and provision of, public information may lead to
a significant economic and human resources burden on government agencies; and
WHEREAS. the increased demand for and provision of public infonnation may entail
an exposure to legal liability for government agencies; and
WHEREAS. the collection, maintenance, preservation, use and dissemination of
information in electronic environments have unrealized potential for management. services
and accountability but may require modification of traditional policies and procedures; now,
therefore. be it
RESOL VED by the Senate. the House of Delegates concurring, That the Council on
Information Management. in conjunction with The Institute oiBill of Rights Law be
requested to study whether current state law ensures public access to government
information. protects the rights of the individual to control information about himself.
promotes the accuracy and integrity of public records and protects the taxpayer's investment
in collecting. developing. storing and maintaining public records.
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The Council is requested to consult with the Virginia State Library and Archives,
Department of Information Technology, Virginia Municipal League, Virginia Press
Association. Virginia Association of Counties and agencies of state and local government in
conducting its study.
The Council shall complete its work in time to submit its findings and recommendations
to the 1994 Session of the General Assembly as provided in the procedures of the Division
of Legislative Automated Systems for the processing of legislative documents.
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§ 2.1-340. Short title.
This chapter may be cited as "The Virginia Freedom of Information Act."
§ 2.1-340.1. Policy of chapter.
By enacting this chapter the General Assembly ensures the people of this Commonwealth ready
access to records in the custody of public officials and free entry to meetings of public bodies wherein
the business of the people is being conducted. Committees or subcommittees of public bodies created to
perform delegated functions of a public body or to advise a public body shall also conduct their meetings
and business pursuant to this chapter. The affairs of government are not intended to be conducted in an
atmosphere of secrecy since at all times the public is to be the beneficiary of any action taken at any level
of government. Unless the public body specifically elects to exercise an exemption provided by this
chapter or any other statute, every meeting shall be open to the public and all reports, documents and
other material shall be available for disclosure upon request.
This chapter shall be liberally construed to promote an increased awareness by all persons of
governmental activities and afford every opportunity to citizens to witness the operations of government.
Any exception or exemption from applicability shall be narrowly construed in order that no thing which
should be public may be hidden from any person.
The public body shall make reasonable efforts to reach an agreement with the requester
concerning the production of the records requested.
Any ordinance adopted by a local governing body which conflicts with the provisions of this
chapter shall be void.
§ 2.1-341. Definitions.
The following terms, whenever used or referred to in this chapter, shall have the following
meanings, unless a different meaning clearly appears from the context:
"Criminal incident information" means a general description of the criminal activity reported, the
date and general location the alleged crime was committed, the identity of the investigating officer, and
a general description of any injuries suffered or property damaged or stolen; however, the identity of any
victim, witness, undercover officer, or investigative techniques or procedures need not but may be
disclosed unless disclosure is prohibited or restricted under § 19.2-11.2. The identity of any individual
providing information about a crime or criminal activity under a promise of anonymity shall not be
disclosed.
"Executive meeting" or "closed meeting" means a meeting from which the public is excluded.
"Meeting" or "meetings" means the meetings including work sessions, when sitting physically,
or through telephonic or video equipment pursuant to § 2.1-343.1, as a body or entity, or as an informal
assemblage of (i) as many as three members, or (ii) a quorum, if less than three, of the constituent
membership, wherever held, with or without minutes being taken, whether or not votes are cast, of any
public body, including any legislative body, authority, board, bureau, commission, district or agency of
the Commonwealth or of any political subdivision of the Commonwealth, including cities, towns and
counties; municipal councils, governing bodies of counties, school boards and planning commissions;
boards of visitors of state institutions of higher education; and other organizations, corporations or
agencies in the Commonwealth, supported wholly or principally by public funds. The notice provisions
of this chapter shall not apply to the said informal meetings or gatherings of the members of the General
Assembly. Nothing in this chapter shall be construed to make unlawful the gathering or attendance of two
or more members of a body or entity at any place or function where no part of the purpose of such
gathering or attendance is the discussion or transaction of any public business, and such gathering or
attendance was not called or prearranged with any purpose of discussing or transacting any business of
the body or entity. The gathering of employees of a public body shall not be deemed a "meeting" subject
to the provisions of this chapter.
No meeting shall be conducted through telephonic, video, electronic or other communication
means where the members are not physically assembled to discuss or transact public business, except as
provided in § 2.1-343.1 or as may specifically be provided in Title 54.1 for the summary suspension of
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professional licenses.
"Official records" means all written or printed books, papers, letters, documents, maps and tapes,
photographs, films, sound recordings, reports or other material, regardless of physical form or
characteristics, prepared, owned, or in the possession of a public body or any employee or officer of a
public body in the transaction of public business.
"Open meeting" or "public meeting" means a meeting at which the public may be present.
"Public body" means any of the groups, agencies or organizations enumerated in the definition
of "meeting" as provided in this section, including any committees or subcommittees of the public body
created to perform delegated functions of the public body or to advise the public body. Corporations
organized by the Virginia Retirement System, RF&P Corporation and its wholly owned subsidiaries also
are "public bodies" for purposes of this chapter.
"Scholastic records" means those records, files, documents, and other materials containing
information about a student and maintained by a public body which is an educational agency or institution
or by a person acting for such agency or institution, but, for the purpose of access by a student, does not
include (i) financial records of a parent or guardian nor (ii) records of instructional, supervisory, and
administrative personnel and educational personnel ancillary thereto, which are in the sole possession of
the maker thereof and which are not accessible or revealed to any other person except a substitute.
§ 2.1-341.1. Notice of chapter.
Any person elected, reelected, appointed or reappointed to any body not excepted from this
chapter shall be furnished by the public body's administrator or legal counsel with a copy of this chapter
within two weeks following election, reelection, appointment or reappointment .
. " § 2.1-342. 'Official records to be open to inspection; procedure for requesting records and
responding to request; charges; exceptions to application of chapter.
A. Except as otherwise specifically provided by law, all official records shall be open to
inspection and copying by any citizens of this Commonwealth during the regular office hours of the
custodian of such records. Access to such records shall not be denied to citizens of this Commonwealth,
representatives of newspapers and magazines with circulation in this Commonwealth, and representatives
of radio and television stations broadcasting in or into this Commonwealth. The custodian of such records
shall take all necessary precautions for their preservation and safekeeping. Any public body covered under
the provisions of this chapter shall make an initial response to citizens requesting records open to
inspection within five work days after the receipt of the request by the public body which is the custodian
of the requested records. Such citizen request shall designate the requested records with reasonable
specificity. A specific reference to this chapter by the requesting citizen in h is request shall not be
necessary to invoke the provisions of this chapter and the time limits for response by the public body.
The response by the public body within such five work days shall be one of the following responses:
1. The requested records shall be provided to the requesting citizen.
2. If the public body determines that an exemption applies to all of the requested records, it may
refuse to release such records and provide to the requesting citizen a written explanation as to why the
records are not available with the explanation making specific reference to the applicable Code sections
which make the requested records exempt.
3. If the public body determines that an exemption applies to a portion of the requested records,
it may delete or excise that portion of the records to which an exemption applies, disclose the remainder
of the requested records and provide to the requesting citizen a written explanation as to why these
portions of the record are not available to the requesting citizen with the explanation making specific
reference to the applicable Code sections which make that portion of the requested records exempt. Any
reasonably segregatable portion of an official record shall be provided to any person requesting the record
after the deletion of the exempt portion.
4. If the public body determines that it is practically impossible to provide the requested records
or to determine whether they are available within the five-work-day period, the public body shall so
inform the requesting citizen and shall have an additional seven work days in which to provide one of
the three preceding responses.
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Nothing in this section shall prohibit any public body from petitioning the appropriate court for
additional time to respond to a request for records when the request is for an extraordinary volume of
records and a response by the public body within the time required by this chapter will prevent the public
body from meeting its operational responsibilities. Before proceeding with this petition, however, the
public body shall make reasonable efforts to reach an agreement with the requester concerning the
production of the records requested.
The public body may make reasonable charges for the copying, search time and computer time
expended in the supplying of such records; however, such charges shall not exceed the actual cost to the
public body in supplying such records, except that the public body may charge, on a pro rata per acre
basis, for the cost of creating topographical maps developed by the public body, for such maps or
portions thereof, which encompass a contiguous area greater than fifty acres. Such charges for the
supplying of requested records shall be estimated in advance at the request of the citizen. The public body
may require the advance payment of charges which are subject to advance determination.
In any case where a public body determines in advance that search and copying charges for
producing the requested documents are likely to exceed $200, the public body may, before continuing
to process the request, require the citizen requesting the information to agree to payment of an amount
not to exceed the advance determination by five percent. The period within which the public body must
respond under this section shall be tolled for the amount of time that elapses between notice of the
advance determination and the response of the citizen requesting the information.
Official records maintained by a public body on a computer or other electronic data processing
system which are available to the public under the provisions of this chapter shall be made reasonably
accessible to the public at reasonable cost.
Public bodies shall not be required to create or prepare a particular requested record if it does
not already exist. Public bodies may, but shall not be required to, abstract or summarize information from
official records or convert an official record available in one form into another form at the request of the
citizen. The public body shall make reasonable efforts to reach an agreement with the requester
concerning the production of the records requested.
Failure to make any response to a request for records shall be a violation of this chapter and
deemed a denial of the request.
B. The following records are excluded from the provisions of this chapter but may be disclosed
by the custodian in his discretion, except where such disclosure is prohibited by law:
1. Memoranda, correspondence, evidence and complaints related to criminal investigations; adult
arrestee photographs when necessary to avoid jeopardizing an investigation in felony cases until such time
as the release of such photograph will no longer jeopardize the investigation; reports submitted to the state
and local police, to investigators authorized pursuant to § 53.1-16 and to the campus police departments
of public institutions of higher education as established by Chapter 17 (§ 23-232 et seq.) of Title 23 in
confidence; portions of records of local government crime commissions that would identify individuals
providing information about crimes or criminal activities under a promise of anonymity; records of local
police departments relating to neighborhood watch programs that include the names, addresses, and
operating schedules of individual participants in the program that are provided to such departments under
a promise of confidentiality; and all records of persons imprisoned in penal institutions in this
Commonwealth provided such records relate to the imprisonment. Information in the custody of lawenforcement officials relative to the identity of any individual other than a juvenile who is arrested and
charged, and the status of the charge or arrest, shall not be excluded from the provisions of this chapter.
Criminal incident information relating to felony offenses shall not be excluded from the provisions
of this chapter; however, where the release of criminal incident information is likely to jeopardize an
ongoing criminal investigation or the safety of an individual, cause a suspect to flee or evade detection,
or result in the destruction of evidence, such information may be withheld until the above-referenced
damage is no longer likely to occur from release of the information.
2. Confidential records of all investigations of applications for licenses and permits, and all
licensees and permittees made by or submitted to the Alcoholic Beverage Control Board, the State Lottery
Department or the Virginia Racing Commission.
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3. State income, business, and estate tax returns, personal property tax returns, scholastic records
and personnel records containing information concerning identifiable individuals, except that such access
shall not be denied to the person who is the subject thereof, and medical and mental records, except that
such records can be personally reviewed by the subject person or a physician of the subject person's
choice; however, the subject person's mental records may not be personally reviewed by such person
when the subject person's treating physician has made a part of such person's records a written statement
that in his opinion a review of such records by the subject person would be injurious to the subject
person's physical or mental health or well-being.
Where the person who is the subject of medical records is confined in a state or local correctional
facility, the administrator or chief medical officer of such facility may assert such confined person's right
of access to the medical records if the administrator or chief medical officer has reasonable cause to
believe that such confined person has an infectious disease or other medical condition from which other
persons so confined need to be protected. Medical records shall be reviewed only and shall not be copied
by such administrator or chief medical officer. The information in the medical records of a person so
confined shall continue to be confidential and shall not be disclosed to any person except the subject by
the administrator or chief medical officer of the facility or except as provided by law.
For the purposes of this chapter such statistical summaries of incidents and statistical data
concerning patient abuse as may be compiled by the Commissioner of the Department of Mental Health,
Mental Retardation and Substance Abuse Services shall be open to inspection and releasable as provided
in subsection A of this section. No such summaries or data shall include any patient-identifying
information. Where the person who is the subject of scholastic or medical and mental records is under
the age of eighteen, his right of access may be asserted only by his guardian or his parent, including a
noncustodial parent, unless such parent's parental rights have been terminated or a court of competent
jurisdiction has restricted or denied such access. In instances where the person who is the subject thereof
is an emancipated minor or a student in a state-supported institution of higher education, such right of
access may be asserted by the subject person.
4. Memoranda, working papers and correspondence (i) held by or requested from members of
the General Assembly or the Division of Legislative Services or (ii) held or requested by the office of
the Governor or Lieutenant Governor, Attorney General or the mayor or other chief executive officer of
any political subdivision of the Commonwealth or the president or other chief executive officer of any
state-supported institution of higher education. This exclusion shall not apply to memoranda, studies or
other papers held or requested by the mayor or other chief executive officer of any political subdivision
which are specifically concerned with the evaluation of performance of the duties and functions of any
locally elected official and were prepared after June 30, 1992.
Except as provided in § 30-28.18, memoranda, working papers and correspondence of a member
of the General Assembly held by the Division of Legislative Services shall not be released by the Division
without the prior consent of the member.
S. Written opinions of the city, county and town attorneys of the cities, counties and towns in the
Commonwealth and any other writing protected by the attorney-client privilege.
6. Memoranda, working papers and records compiled specifically for use in litigation or as a part
of an active administrative investigation concerning a matter which is properly the subject of an executive
or closed meeting under § 2.1-344 and material furnished in confidence with respect thereto.
7. Confidential letters and statements of recommendation placed in the records of educational
agencies or institutions respecting (i) admission to any educational agency or institution, (ii) an application
for employment, or (iii) receipt of an honor or honorary recognition.
8. Library records which can be used to identify both (i) any library patron who has borrowed
material from a library and (ii) the material such patron borrowed.
9. Any test or examination used, administered or prepared by any public body for purposes of
evaluation of (i) any student or any student's performance, (ii) any employee or employment seeker's
qualifications or aptitude for employment, retention, or promotion, or (iii) qualifications for any license
or certificate issued by any public body.
As used in this subdivision 9, "test or examination" shall include (i) any scoring key for any such
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test or examination, and (ii) any other document which would jeopardize the security of such test or
examination. Nothing contained in this subdivision 9 shall prohibit the release of test scores or results as
provided by law, or limit access to individual records as is provided by law. However, the subject of such
employment tests shall be entitled to review and inspect all documents relative to his performance on such
employment tests.
When, in the reasonable opinion of such public body, any such test or examination no longer has
any potential for future use, and the security of future tests or examinations will not be jeopardized, such
test or examination shall be made available to the public. However, minimum competency tests
administered to public school children shall be made available to the public contemporaneously with
statewide release of the scores of those taking such tests, but in no event shall such tests be made
available to the public later than six months after the administration of such tests.
to. Applications for admission to examinations or for licensure and scoring records maintained
by the Department of Health Professions or any board in that department on individual licensees or
applicants. However, such material may be made available during normal working hours for copying,
at the requester's expense, by the individual who is the subject thereof, in the offices of the Department
of Health Professions or in the offices of any health regulatory board, whichever may possess the
material.
11. Records of active investigations being conducted by the Department of Health Professions or
by any health regulatory board in the Commonwealth.
12. Memoranda, legal opinions, working papers and records recorded in or compiled exclusively
for executive or closed meetings lawfully held pursuant to § 2.1-344.
13. Reports, documentary evidence and other information as specified in §§ 2.1-373.2 and 63.155.4.
14. Proprietary information gathered by or for the Virginia Port Authority as provided in § 62.1132.4 or § 62.1-134.1.
15. Contract cost estimates prepared for the confidential use of the Department of Transportation
in awarding contracts for construction or the purchase of goods or services and records, documents and
automated systems prepared for the Department's Bid Analysis and Monitoring Program.
16. Vendor proprietary information software which may be in the official records of a public
body. For the purpose of this section, "vendor proprietary software" means computer programs acquired
from a vendor for purposes of processing data for agencies or political subdivisions of this
Commonwealth.
17. Data, records or information of a proprietary nature produced or collected by or for faculty
or staff of state institutions of higher learning, other than the institutions' financial or administrative
records, in the conduct of or as a result of study or research on medical, scientific, technical or scholarly
issues, whether sponsored by the institution alone or in conjunction with a governmental body or a private
concern, where such data, records or information has not been publicly released, published, copyrighted
or patented.
18. Financial statements not publicly available filed with applications for industrial development
financings.
19. Lists of registered owners of bonds issued by a political subdivision of the Commonwealth,
whether the lists are maintained by the political subdivision itself or by a single fiduciary designated by
the political subdivision.
20. Confidential proprietary records, voluntarily provided by private business pursuant to a
promise of confidentiality from the Department of Economic Development or local industrial or economic
development authorities or organizations, used by the Department and such entities for business, trade
and tourism development.
21. Information which was filed as confidential under the Toxic Substances Information Act (§
32.1-239 et seq.), as such Act existed prior to July 1, 1992.
22. Documents as specified in § 58.1-3.
23. Confidential records, including victim identity, provided to or obtained by staff in a rape
crisis center or a program for battered spouses.
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24. Computer software developed by or for a state agency, state-supported institution of higher
education or political subdivision of the Commonwealth.
25. Investigator notes, and other correspondence and information, furnished in confidence with
respect to an active investigation of individual employment discrimination complaints made to the
Department of Personnel and Training; however, nothing in this section shall prohibit the disclosure of
information taken from inactive reports in a form which does not reveal the identity of charging parties,
persons supplying the information or other individuals involved in the investigation.
26. Fisheries data which would permit identification of any person or vessel, except when
required by court order as specified in § 28.2-204.
27. Records of active investigations being conducted by the Department of Medical Assistance
Services pursuant to Chapter 10 (§ 32.1-323 et seq.) of Title 32.1.
28. Documents and writings furnished by a member of the General Assembly to a meeting of a
standing committee, special committee or subcommittee of his house established solely for the purpose
of reviewing members' annual disclosure statements and supporting materials filed under § 2.1-639.40
or of formulating advisory opinions to members on standards of conduct, or both.
29. Customer account information of a public utility affiliated with a political subdivision of the
Commonwealth, including the customer's name and service address, but excluding the amount of utility
service provided and the amount of money paid for such utility service.
30. Investigative notes and other correspondence and information furnished in confidence with
respect to an investigation or conciliation process involving an alleged unlawful discriminatory practice
under the Virginia Human Rights Act (§ 2.1-714 et seq.); however, nothing in this section shall prohibit
the distribution of information taken from inactive reports in a form which does not reveal the identity
of the parties involved or other persons supplying information.
31. Investigative notes; proprietary information not published, copyrighted or patented;
information obtained from employee personnel records; personally identifiable information regarding
residents, clients or other recipients of services; and other correspondence and information furnished in
confidence to the Department of Social Services in connection with an active investigation of an applicant
or licensee pursuant to Chapters 9 (§ 63.1-172 et seq.) and 10 (§ 63.1-195 et seq.) of Title 63.1;
however, nothing in this section shall prohibit disclosure of information from the records of completed
investigations in a form that does not reveal the identity of complainants, persons supplying information,
or other individuals involved in the investigation.
32. Reports, manuals, specifications, documents, minutes or recordings of staff meetings or other
information or materials of the Virginia Board of Corrections, the Virginia Department of Corrections
or any institution thereof to the extent, as determined by the Director of the Department of Corrections
or his designee or of the Virginia Board of Youth and Family Services, the Virginia Department of Youth
and Family Services or any facility thereof to the extent as determined by the Director of the Department
of Youth and Family Services, or his designee, that disclosure or public dissemination of such materials
would jeopardize the security of any correctional or juvenile facility or institution, as follows:
(i) Security manuals, including emergency plans that are a part thereof;
(ii) Engineering and architectural drawings of correctional and juvenile facilities, and operational
specifications of security systems utilized by the Departments, provided the general descriptions of such
security systems, cost and quality shall be made available to the public;
(iii) Training manuals designed for correctional and juvenile facilities to the extent that they
address procedures for institutional security, emergency plans and security equipment;
(iv) Internal security audits of correctional and juvenile facilities, but only to the extent that they
specifically disclose matters described in (i), (ii), or (iii) above or other specific operational details the
disclosure of which would jeopardize the security of a correctional or juvenile facility or institution;
(v) Minutes or recordings of divisional, regional and institutional staff meetings or portions
thereof to the extent that such minutes deal with security issues listed in (i), (ii), (iii), and (iv) of this
subdivision;
(vi) Investigative case files by investigators authorized pursuant to § 53.1-16; however, nothing
in this section shall prohibit the disclosure of information taken from inactive reports in a form which
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does not reveal the identity of complainants or charging parties, persons supplying information,
confidential sources, or other individuals involved in the investigation, or other specific operational details
the disclosure of which would jeopardize the security of a correctional or juvenile facility or institution;
nothing herein shall permit the disclosure of materials otherwise exempt as set forth in subdivision 1 of
subsection B of this section;
(vii) Logs or other documents containing information on movement of inmates, juvenile clients
or employees; and
(viii) Documents disclosing contacts between inmates, juvenile clients and law-enforcement
personnel.
.
Notwithstanding the provisions of this subdivision, reports and information regarding the general
operations of the Departments, including notice that an escape has occurred, shall be open to inspection
and copying as provided in this section.
33. Personal information, as defined in § 2.1-379, (i) filed with the Virginia Housing
Development Authority concerning individuals who have applied for or received loans or other housing
assistance or who have applied for occupancy of or have occupied housing financed, owned or otherwise
assisted by the Virginia Housing Development Authority, (ii) concerning persons participating in or
persons on the waiting list for federally funded rent-assistance programs, or (iii) filed with any local
redevelopment and housing authority created pursuant to § 36-4 concerning persons participating in or
persons on the waiting list for housing assistance programs funded by local governments or by any such
authority. However, access to one's own information shall not be denied.
34. Documents regarding the siting of hazardous waste facilities, except as provided in § 10.11441, if disclosure of them would have a detrimental effect upon the negotiating position of a governing
body or on the establishment of the terms, conditions and provisions of the siting agreement.
35. Appraisals and cost estimates of real property subject to a proposed purchase, sale or lease,
prior to the completion of such purchase, sale or lease.
36. Records containing information on the site specific location of rare, threatened, endangered
or otherwise imperiled plant and animal species, natural communities, caves, and significant historic and
archaeological sites if, in the opinion of the public body which has the responsibility for such information,
disclosure of the information would jeopardize the continued existence or the integrity of the resource.
This exemption shall not apply to requests from the owner of the land upon which the resource is located.
37. Official records, memoranda, working papers, graphics, video or audio tapes, production
models, data and information of a proprietary nature produced by or for or collected by or for the State
Lottery Department relating to matters of a specific lottery game design, development, production,
operation, ticket price, prize structure, manner of selecting the winning ticket, manner of payment of
prizes to holders of winning tickets, frequency of drawings or selections of winning tickets, odds of
winning, advertising, or marketing, where such official records have not been publicly released,
published, copyrighted or patented. Whether released, published or. copyrighted, all game-related
information shall be subject to public disclosure under this chapter upon the first day of sales for the
specific lottery game to which it pertains.
38. Official records of studies and investigations by the State Lottery Department of (i) lottery
agents, (ii) lottery vendors, (iii) lottery crimes under §§ 58.1-4014 through 58.1-4018, (iv) defects in the
law or regulations which cause abuses in the administration and operation of the lottery and any evasions
of such provisions, or (v) use of the lottery as a subterfuge for organized crime and illegal gambling
where such official records have not been publicly released, published or copyrighted. All studies and
investigations referred to under subdivisions (iii), (iv) and (v) shall be subject to public disclosure under
this chapter upon completion of the study or investigation.
39. Those portions of engineering and construction drawings and plans submitted for the sole
purpose of complying with the building code in obtaining a building permit which would identify specific
trade secrets or other information the disclosure of which would be harmful to the competitive position
of the owner or lessee; however, such information shall be exempt only until the building is completed.
Information relating to the safety or environmental soundness of any building shall not be exempt from
disclosure.
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40. [Repealed.]
41. Records concerning reserves established in specific claims administered by the Department
of General Services through its Division of Risk Management as provided in Article 5.1 (§ 2.1-526.1 et
seq.) of Chapter 32 of this title, or by any county, city, or town.
42. Information and records collected for the designation and verification of trauma centers and
other specialty care centers within the Statewide Emergency Medical Care System pursuant to § 32.1-112.
43. Reports and court documents required to be kept confidential pursuant to § 37.1-67.3.
44. [Repealed.]
45. Investigative notes; correspondence and information furnished in confidence with respect to
an investigation; and official records otherwise exempted by this chapter or any Virginia statute, provided
to or produced by or for the Auditor of Public Accounts and the Joint Legislative Audit and Review
Commission; or investigative notes, correspondence, documentation and information furnished and
provided to or produced by or for the Department of the State Internal Auditor with respect to an
investigation initiated through the State Employee Fraud, Waste and Abuse Hotline; however, nothing
in this chapter shall prohibit disclosure of information from the records of completed investigations in
a form that does not reveal the identity of complainants, persons supplying information or other
individuals involved in the investigation.
46. Data formerly required to be submitted to the Commissioner of Health relating to the
establishment of new or expansion of existing clinical health services, acquisition of major medical
equipment, or certain projects requiring capital expenditures pursuant to former § 32.1-102.3:4.
47. Documentation or other information which describes the design, function, operation or access
control features of any security system, whether manual or automated, which is used to control access
to or use of any automated data processing or telecommunications system.
48. Confidential financial statements, balance sheets, trade secrets, and revenue and cost
projections provided to the Department of Rail and Public Transportation, provided such information is
exempt under the federal Freedom of Information Act or the federal Interstate Commerce Act or other
laws administered by the Interstate Commerce Commission or the Federal Rail Administration with
respect to data provided in confidence to the Interstate Commerce Commission and the Federal Railroad
Administration.
49. In the case of corporations organized by the Virginia Retirement System, RF&P Corporation
and its wholly owned subsidiaries, (i) proprietary information provided by, and financial information
concerning, coventurers, partners, lessors, lessees, or investors, and (ii) records concerning the condition,
acquisition, disposition, use, leasing, development, coventuring, or management of· real estate the
disclosure of which would have a substantial adverse impact on the value of such real estate or result in
a competitive disadvantage to the corporation or subsidiary.
50. Confidential proprietary records related to inventory and sales, voluntarily provided by private
energy suppliers to the Department of Mines, Minerals and Energy, used by that Department for energy
contingency planning purposes or for developing consolidated statistical information on energy supplies.
51. Confidential proprietary information furnished to the Board of Medical Assistance Services
or the Medicaid Prior Authorization Advisory Committee pursuant to Article 4 (§ 32.1-331.12 et seq.)
of Chapter 10 of Title 32.1.
.
52. Patient level data collected by the Virginia Health Services Cost Review Council and not yet
processed, verified, and released, pursuant to § 9-166.7, to the Council by the nonprofit organization with
which the Executive Director has contracted pursuant to § 9-166.4.
53. Proprietary, commercial or financial information, balance sheets, trade secrets, and revenue
and cost projections provided by a private transportation business to the Virginia Department of
Transportation and the Department of Rail and Public Transportation for the purpose of conducting
transportation studies needed to obtain grants or other financial assistance under the Intermodal Surface
Transportation Efficiency Act of 1991 (p.L. 102-240) for transportation projects, provided such
information is exempt under the federal Freedom of Information Act or the federal Interstate Commerce
Act or other laws administered by the Interstate Commerce Commission or the Federal Rail
Administration with respect to data provided in confidence to the Interstate Commerce Commission and
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the Federal Railroad Administration. However, the exemption provided by this subdivision shall not apply
to any wholly owned subsidiary of a public body.
54. Names and addresses of subscribers to Virginia Wildlife magazine, published by the
Department of Game and Inland Fisheries, provided the individual subscriber has requested in writing
that the Department not release such information.
55. Reports, documents, memoranda or other information or materials which describe any aspect
of security used by the Virginia Museum of Fine Arts to the extent that disclosure or public dissemination
of such materials would jeopardize the security of the Museum or any warehouse controlled by the
Museum, as follows:
a. Operational, procedural or tactical planning documents, including any training manuals to the
extent they discuss security measures;
b. Surveillance techniques;
c. Installation, operation, or utilization of any alarm technology;
d. Engineering and architectural drawings of the Museum or any warehouse;
e. Transportation of the Museum's collections, including routes and schedules; or
f. Operation of the Museum or any warehouse used by the Museum involving the:
(1) Number of employees, including security guards, present at any time; or
(2) Busiest hours, with the maximum number of visitors in the Museum.
56. Reports, documents, memoranda or other information or materials which describe any aspect
of security used by the Virginia Department of Alcoholic Beverage Control to the extent that disclosure
or public dissemination of such materials would jeopardize the security of any government store as
defined in Title 4.1, or warehouse controlled by the Department of Alcoholic Beverage Control, as
follows:
(i) Operational, procedural or tactical planning documents, including any training manuals to the
extent they discuss security measures;
(ii) Surveillance techniques;
(iii) The installation, operation, or utilization of any alarm technology;
(iv) Engineering and architectural drawings of such government stores or warehouses;
(v) The transportation of merchandise, including routes and schedules; and
(vi) The operation of any government store or the central warehouse used by the Department of
Alcoholic Beverage Control involving the:
a. Number of employees present during each shift;
b. Busiest hours, with the maximum number of customers in such government store; and
c. Banking system used, including time and place of deposits.
57. Information required to be provided pursuant to § 54.1-2506.1.
58. (Effective July 1, 1995) Confidential information designated as provided in subsection D of
§ 11-52 as trade secrets or proprietary information by any person who has submitted to a public body an
application for prequalification to bid on public construction projects in accordance with subsection B of
§ 11-46.
C. Neither any provision of this chapter nor any provision of Chapter 26 (§ 2.1-377 et seq.) of
this title shall be construed as denying public access to contracts between a public official and a public
body, other than contracts settling public employee employment disputes held confidential as personnel
records under subdivision 3 of subsection B of this section, or to records of the position, job
classification, official salary or rate of pay of, and to records of the allowances or reimbursements for
expenses paid to, any public officer, official or employee at any level of state, local or regional
government in this Commonwealth or to the compensation or benefits paid by any corporation organized
by the Virginia Retirement System, RF&P Corporation and its wholly owned subsidiaries, to their officers
or employees. The provisions of this subsection, however, shall not apply to records of the official
salaries or rates of pay of public employees whose annual rate of pay is $10,000 or less.
§ 2.1-342.1. Official voter registration and election records.
Public access to voter registration and election records shall be governed by the provisions of
Title 24.2 and this chapter. The provisions of Title 24.2 shall be controlling in the event of any conflict.
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§ 2.1-343. Meetings to be public; notice of meetings; recordings; minutes; voting.
Except as otherwise specifically provided by law and except as provided in §§ 2.1-344 and 2.1345, all meetings of public bodies shall be public meetings, including meetings and work sessions during
which no votes are cast or any decisions made. Notice including the time, date and place of each meeting
shall be furnished to any citizen of this Commonwealth who requests such information. Notices for
meetings of public bodies of the Commonwealth on which there is at least one member appointed by the
Governor shall state whether or not public comment will be received at the meeting, and, if so, the
approximate points during the meeting public comment will be received. Requests to be notified on a
continual basis shall be made at least once a year in writing and include name, address, zip code and
organization of the requester. Notice, reasonable under the circumstance, of special or emergency
meetings shall be given contemporaneously with the notice provided members of the public body
conducting the meeting.
Any person may photograph, film, record or otherwise reproduce any portion of a meeting
required to be open. The public body conducting the meeting may adopt rules governing the placement
and use of equipment necessary for broadcasting, photographing, filming or recording a meeting to
prevent interference with the proceedings.
Voting by secret or written ballot in an open meeting shall be a violation of this chapter.
Minutes shall be recorded at all public meetings. However, minutes shall not be required to be
taken at deliberations of (i) standing and other committees of the General Assembly, (ii) legislative
interim study commissions and committees, including the Virginia Code Commission, (iii) study
committees or commissions appointed by the Governor, or (iv) study commissions or study committees,
or any other committees or subcommittees appointed by the governing bodies or school boards of
counties, cities and towns, except where the membership of any such commission, committee or
subcommittee includes a majority of the governing body of the county, city or town or school board.

§ 2.1-343.1. Electronic communication meetings.
A. It is a violation of this chapter for any political subdivision or any governing body, authority,
board, bureau, commission, district or agency of local government to conduct a meeting wherein the
public business is discussed or transacted through telephonic, video, electronic or other communication
means where the members are not physically assembled.
B. For purposes of subsections B through F of this section, "public body" means any public body
of the Commonwealth, as provided in the definitions of "meeting" and "public body" in § 2.1-341, but
excluding any political subdivision or any governing body, authority, board, bureau, commission, district
or agency of local government. Such public bodies may conduct any meeting, except executive or closed
meetings held pursuant to § 2.1-344, wherein the public business is discussed or transacted through
telephonic or video means.
C. Notice of any meetings held pursuant to this section shall be provided at least thirty days in
advance of the date scheduled for the meeting. The notice shall include the date, time, place and purpose
for the meeting and shall identify the location or locations for the meeting. All locations for the meeting
shall be made accessible to the public. All persons attending the meeting at any of the meeting locations
shall be afforded the same opportunity to address the public body as persons attending the primary or
central location. Any interruption in the telephonic or video broadcast of the meeting shall result in the
suspension of action at the meeting until repairs are made and public access restored.
Thirty-day notice shall not be required for telephonic or video meetings continued to address an
emergency situation as provided in subsection F of this section or to conclude the agenda of a telephonic
or video meeting of the public body for which the proper notice has been given, when the date, time,
place and purpose of the continued meeting are set during the meeting prior to adjournment.
The public body shall provide the Director of the Department of Information Technology with
notice of all public meetings held through telephonic or video means pursuant to this section.
D. An agenda and materials which will be distributed to members of the public body and which
have been made available to the staff of the public body in sufficient time for duplication and forwarding
to all location sites where public access will be provided shall be made available to the public at the time
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of the meeting. Minutes of all meetings held by telephonic or video means shall be recorded as required
by § 2.1-343. Votes taken during any meeting conducted through telephonic or video means shall be
recorded by name in roll-call fashion and included in the minutes. In addition, the public body shall make
an audio recording of the meeting, if a telephonic medium is used, or an audio/visual recording, if the
meeting is held by video means. The recording shall be preserved by the public body for a period of three
years following the date of the meeting and shall be available to the public.
E. No more than twenty-five percent of all meetings held annually by a public body, including
meetings of any ad hoc or standing committees, may be held by telephonic or video means. Any public
body which meets by telephonic or video means shall file with the Director of the Department of
Information Technology by July 1 of each year a statement identifying the total number of meetings held
during the preceding fiscal year, the dates on which the meetings were held and the number and purpose
of those conducted through telephonic or video means.
F. Notwithstanding the limitations imposed by subsection E of this section, a public body may
meet by telephonic or video means as often as needed if an emergency exists and the public body is
unable to meet in regular session. As used in this subsection "emergency" means an unforeseen
circumstance rendering the notice required by this section, or by § 2.1-343 of this chapter, impossible
or impracticable and which circumstance requires immediate action. Public bodies conducting emergency
meetings through telephonic or video means shall comply with the provisions of subsection D requiring
minutes, recordation and preservation of the audio or audio/visual recording of the meeting. The basis
for the emergency shall be stated in the minutes.
§ 2.1-343.2. Transaction of public business other than by votes at meetings prohibited.
Unless otherwise specifically provided by law, no vote of any kind of the membership, or any
part thereof, of any public body shall be taken to authorize the transaction of any public business, other
than a vote taken at a meeting conducted in accordance with the provisions of this chapter.
Notwithstanding the foregoing, nothing contained herein shall be construed to prohibit separately
contacting the membership, or any part thereof, of any public body for the purpose of ascertaining a
member's position with respect to the transaction of public business.
§ 2.1-344. Executive or closed meetings.
A. Public bodies are not required to conduct executive or closed meetings. However, should a
public body determine that an executive or closed meeting is desirable,"such meeting shall be held only
for the following purposes:
1. Discussion, consideration or interviews of prospective candidates for employment; assignment,
appointment, promotion, performance, demotion, salaries, disciplining or resignation of specific public
officers, appointees or employees of any public body; and evaluation of performance of departments or
schools of state institutions of higher education where such matters regarding such specific individuals
might be affected by such evaluation. Any teacher shall be permitted to be present during an executive
session or closed meeting in which there is a discussion or consideration of a disciplinary matter which
involves the teacher and some student or students and the student or students involved in the matter are
present, provided the teacher makes a written request to be present to the presiding officer of the
appropriate board.
2. Discussion or consideration of admission or disciplinary matters concerning any student or
students of any state institution of higher education or any state school system. However, any such
student, legal counsel and, if the student is a minor, the student's parents or legal guardians shall be
permitted to be present during the taking of testimony or presentation of evidence at an executive or
closed meeting, if such student, parents or guardians so request in writing and such request is submitted
to the presidi!1g officer of the appropriate board.
3. Discussion or consideration of the condition, acquisition or use of real property for public
purpose, or of the disposition of publicly held property, or of plans for the future of a state institution
of higher education which could affect the value of property owned or desirable for ownership by such
institution.
4. The protection of the privacy of individuals in personal matters not related to public business.
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5. Discussion concerning a prospective business or industry or expansion of an existing business
or industry where no previous announcement has been made of the business' or industry's interest in
locating or expanding its facilities in the community.
6. The investing of public funds where competition or bargaining is involved, where, if made
public initially, the financial interest of the governmental unit would be adversely affected.
7. Consultation with legal counsel and briefings by staff members, consultants or attorneys,
pertaining to actual or probable litigation, or other specific legal matters requiring the provision of legal
advice by counsel.
8. In the case of boards of visitors of state institutions of higher education, discussion or
consideration of matters relating to gifts, bequests and fund-raising activities, and grants and contracts
for services or work to be performed by such institution. However, the terms and conditions of any such
gifts, bequests, grants and contracts made by a foreign government, a foreign legal entity or a foreign
person and accepted by a state institution of higher education shall be subject to public disclosure upon
written request to the appropriate board of visitors. For the purpose of this subdivision, (i) "foreign
government" means any government other than the United States government or the government of a state
or a political subdivision thereof; (ii) "foreign legal entity" means any legal entity created under the laws
of the United States or of any state thereof if a majority of the ownership of the stock of such legal entity
is owned by foreign governments or foreign persons or if a majority of the membership of any such entity
is composed of foreign persons or foreign legal entities, or any legal entity created under the laws of a
foreign government; and (iii) "foreign person" means any individual who is not a citizen or national of
the United States or a trust territory or protectorate thereof.
9. In the case of the boards of trustees of the Virginia Museum of Fine Arts and The Science
Museum of Virginia, discussion or consideration of matters relating to specific gifts, bequests, and grants.
10. Discussion or consideration of honorary degrees or special awards.
11. Discussion or consideration of tests or examinations or other documents excluded from this
chapter pursuant to § 2.1-342 B 9.
12. Discussion, consideration or review by the appropriate House or Senate committees of
possible disciplinary action against a member arising out of the possible inadequacy of the disclosure
statement filed by the member, provided the member may request in writing that the committee meeting
not be conducted in executive session.
13. Discussion of strategy with respect to the negotiation of a siting agreement or to consider the
terms, conditions, and provisions of a siting agreement if the governing body in open meeting finds that
an open meeting will have a detrimental effect upon the negotiating position of the governing body or the
establishment of the terms, conditions and provisions of the siting agreement, or both. All discussions
with the applicant or its representatives may be conducted in a closed meeting or executive session.
14. Discussion by the Governor and any economic advisory board reviewing forecasts of
economic activity and estimating general and nongeneral fund revenues.
15. Discussion or consideration of medical and mental records excluded from this chapter
pursuant to § 2.1-342 B 3, and those portions of disciplinary proceedings by any regulatory board within
the Department of Professional and Occupational Regulation or Department of Health Professions
conducted pursuant to § 9-6.14: 11 or § 9-6.14: 12 during which the board deliberates to reach a decision.
16. Discussion, consideration or review of State Lottery Department matters related to proprietary
lottery game information and studies or investigations exempted from disclosure under subdivisions 37
and 38 of subsection B of § 2.1-342.
17. Those portions of meetings by local government crime commissions where the identity of,
or information tending to identify, individuals providing information about crimes or criminal activities
under a promise of anonymity is discussed or disclosed.
18, Discussion, consideration, review and deliberations by local community corrections resources
boards regarding the placement in community diversion programs of individuals previously sentenced to
state correctional facilities.
19. Those portions of meetings of the Virginia Health Services Cost Review Council in which
the Council discusses filings of individual health care institutions which are confidential pursuant to
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subsection B of § 9-159.
20. Those portions of meetings in which the Board of Corrections discusses or discloses the
identity of, or information tending to identify, any prisoner who (i) provides information about crimes
or criminal activities, (ii) renders assistance in preventing the escape of another prisoner or in the
apprehension of an escaped prisoner, or (iii) voluntarily or at the instance of a prison official renders
other extraordinary services, the disclosure of which is likely to jeopardize the prisoner's life or safety.
21. Discussion of plans to protect public safety as it relates to terrorist activity.
22. In the case of corporations organized by the Virginia Retirement System, RF&P Corporation
and its wholly owned subsidiaries, discussion or consideration of (i) proprietary information provided by,
and financial information concerning, coventurers, partners, lessors, lessees, or investors, and (ii) the
condition, acquisition, disposition, use, leasing, development, coventuring, or management of real estate
the disclosure of which would have a substantial adverse impact on the value of such real estate or result
in a competitive disadvantage to the corporation or subsidiary.
B. No resolution, ordinance, rule, contract, regulation or motion adopted, passed or agreed to
in an executive or closed meeting shall become effective unless the public body, following the meeting,
reconvenes in open meeting and takes a vote of the membership on such resolution, ordinance, rule,
contract, regulation or motion which shall have its substance reasonably identified in the open meeting.
Nothing in this section shall be construed to require the board of directors of any authority created
pursuant to the Industrial Development and Revenue Bond Act (§ 15.1-1373 et seq.), or any public body
empowered to issue industrial revenue bonds by general or special law, to identify a business or industry
to which subdivision A 5 of this section applies. However, such business or industry must be identified
as a matter of public record at least thirty days prior to the actual date of the board's authorization of the
sale or issuance of such bonds.
C. Public officers improperly selected due to the failure of the public body to comply with the
other provisions of this section shall be de facto officers and, as such, their official actions are valid until
they obtain notice of the legal defect in their election.
D. Nothing in this section shall be construed to prevent the holding of conferences between two
or more public bodies, or their representatives, but these conferences shall be subject to the same
regulations for holding executive or closed sessions as are applicable to any other public body.
§ 2.1-344.1. Call of closed or executive meetings; certification of proceedings.
A. No meeting shall become an executive or closed meeting unless the public body proposing
to convene such meeting shall have taken an affirmative recorded vote in open session to that effect, by
motion stating specifically the purpose or purposes which are to be the subject of the meeting, and
reasonably identifying the substance of the matters to be discussed. A statement shall be included in the
minutes of the open meeting which shall make specific reference to the applicable exemption or
exemptions from open meeting requirements provided in subsection A of § 2.1-344 or in § 2.1-345, and
the matters contained in such motion shall be set forth in those minutes. A general reference to the
provisions of this chapter or authorized exemptions from open meeting requirements shall not be
sufficient to satisfy the requirements for an executive or closed meeting.
B. The notice provisions of this chapter shall not apply to executive or closed meetings of any
public body held solely for the purpose of interviewing candidates for the position of chief administrative
officer. Prior to any such executive or closed meeting for the purpose of interviewing candidates the
public body shall announce in an open meeting that such executive or closed meeting shall be held at a
disclosed or undisclosed location within fifteen days thereafter.
C. The public body holding an executive or closed meeting shall restrict its consideration of
matters during the closed portions only to those purposes specifically exempted from the provisions of
this chapter.
D. At the conclusion of any executive or closed meeting convened hereunder, the public body
holding such meeting shall reconvene in open session immediately thereafter and shall take a roll call or
other recorded vote to be included in the minutes of that body, certifying that to the best of the member's
knowledge (i) only public business matters lawfully exempted from open meeting requirements under this
chapter, and (ii) only such public business matters as were identified in the motion by which the executive
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or closed meeting was convened were heard, discussed or considered in the meeting by the public body.
Any member of the public body who believes that there was a departure from the requirements of
subdivisions (i) and (ii) above, shall so state prior to the vote, indicating the substance of the departure
that, in his judgment, has taken place. The statement shall be recorded in the minutes of the public body.
E. Failure of the certification required by subsection D, above, to receive the affirmative vote
of a majority of the members of the public body present during a closed or executive session shall not
affect the validity or confidentiality of such meeting with respect to matters considered therein in
compliance with the provisions of this chapter. The recorded vote and any statement made in connection
therewith, shall upon proper authentication, constitute evidence in any proceeding brought to enforce this
chapter.
F. A public body may permit nonmembers to attend an executive or closed meeting if such
persons are deemed necessary or if their presence will reasonably aid the public body in its consideration
of a topic which is a subject of the meeting.
G. Except as specifically authorized by law, in no event may any public body take action on
matters· discussed in any executive or closed meeting, except at a public meeting for which notice was
given as required by § 2.1-343.
H. Minutes may be taken during executive or closed sessions of a public body, but shall not be
required. Such minutes shall not be subject to mandatory public disclosure.
§ 2.1-345. Public bodies to which chapter inapplicable.
The provisions of this chapter shall not be applicable to the Virginia Parole Board, petit juries,
grand juries, family assessment and planning teams established pursuant to § 2.1-753, and the Virginia
State Crime Commission.
§ 2.1-346. Proceedings for enforcement of chapter.
Any person, including the attorney for the Commonwealth acting in his official or individual
capacity, denied the rights and privileges conferred by this chapter may proceed to enforce such rights
and privileges by filing a petition for mandamus or injunction, supported by an affidavit showing good
cause, addressed to the general district court or the court of record of the county or city from which the
public body has been elected or appointed to serve and in which such rights and privileges were so
denied. Failure by any person to request and receive notice of the time and place of meetings as provided
in § 2.1-343 shall not preclude any person from enforcing his or her rights and privileges conferred by
this chapter.
Any petition alleging denial of rights and privileges conferred by this chapter by a board, bureau,
commission, authority, district or agency of the state government or by a standing or other committee
of the General Assembly, shall be addressed to the General District Court or the Circuit Court of the City
of Richmond. A petition for mandamus or injunction under this chapter shall be heard within seven days
of the date when the same is made. However, any petition made outside of the regular terms of the
circuit court of a county which is included in a judicial circuit with another county or counties, the
hearing on the petition shall be given precedence on the docket of such court over all cases which are not
otherwise given precedence by law. The petition shall allege with reasonable specificity the circumstances
of the denial of the rights and privileges conferred by this chapter. A single instance of denial of the
rights and privileges conferred by this chapter shall be sufficient to invoke the remedies granted herein.
If the court finds the denial to be in violation of the provisions of this chapter, the petitioner shall be
entitled to recover reasonable costs and attorney's fees from the public body if the petitioner substantially
prevails on the merits of the case, unless special circumstances would make an award unjust. In making
this determination, a court may consider, among other things, the reliance of a public body on an opinion
of the Attorney General or a decision of a court that substantially supports the public body's position.
The court may also impose appropriate sanctions in favor of the public body as provided in § 8.01-271.1.
§ 2.1-346.1. Violations and penalties.
In a proceeding commenced against members of public bodies under § 2.1-346 for a violation of
§§ 2.1-342, 2.1-343, 2.1-343.1, 2.1-344 or § 2.1-344.1, the court, if it finds that a violation was
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willfully and knowingly made, shall impose upon such member in his individual capacity, whether a writ
of mandamus or injunctive relief is awarded or not, a civil penalty of not less than $25 nor more than
$1,000, which amount shall be paid into the State Literary Fund.
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§ 2.1-377. Short title.

This chapter may be cited as the "Privacy Protection Act of 1976."
§ 2.1-378. Findings; principles of information practice.
A. The General Assembly finds:
1. That an individual's privacy is directly affected by the extensive collection, maintenance, use and
dissemination of personal information;
2. That the increasing use of computers and sophisticated information technology has greatly magnified
the harm that can occur from these practices;
3. That an individual's opportunities to secure employment, insurance, credit and his right to due process,
and other legal protections are endangered by the misuse of certain of these personal information systems;
and
4. That in order to preserve the rights guaranteed a citizen in a free society, legislation is necessary to
establish procedures to govern information systems containing records on individuals.
B. Record-keeping agencies of the Commonwealth and political subdivisions shall adhere to the following
principles of information practice to ensure safeguards for personal privacy:
1. There shall be no personal information system whose existence is secret.
2. Information shall not be collected unless the need for it has been clearly established in advance.
3. Information shall be appropriate and relevant to the purpose for which it has been collected.
4. Information shall not be obtained by fraudulent or unfair means.
5. Information shall not be used unless it is accurate and current.
6. There shall be a prescribed procedure for an individual to learn the purpose for which information has
been recorded and particulars about its use and dissemination.
7. There shall be a clearly prescribed and uncomplicated procedure for an individual to correct, erase or
amend inaccurate, obsolete or irrelevant information.
8. Any agency holding personal information shall assure its reliability and take precautions to prevent its
misuse.
9. There shall be a clearly prescribed procedure to prevent personal information collected for one purpose
from being used for another purpose.
10. The Commonwealth or any agency or political subdivision thereof shall not collect personal
information except as explicitly or implicitly authorized by law.
§ 2.1-379. Definitions.
As used in this chapter:
1. The term "information system" means the total components and operations of a record-keeping
process, whether automated or manual, containing personal information and the name, personal number,
or other identifying particulars of a data subject.
2. The term "personal information" means all information that describes, locates or indexes anything
about an individual including his real or personal property holdings derived from tax returns, and his
education, financial transactions, medical history, ancestry, religion, political ideology, criminal or
employment record, or that affords a basis for inferring personal characteristics, such as finger and voice
prints, photographs, or things done by or to such individual; and the record of his presence, registration,
or membership in an organization or activity, or admission to an institution. The term does not include
routine information maintained for the purpose of internal office administration whose use could not be
such as to affect adversely any data subject nor does the term include real estate assessment information.
3. The term "data subject" means an individual about whom personal information is indexed or may be
located under his name, personal number, or other identifiable particulars, in an information system.
4. The term "disseminate" means to release, transfer, or otherwise communicate information orally, in
writing, or by electronic means.
5. The term "purge" means to obliterate information completely from the transient, permanent, or
archival records of an organization.
6. The term "agency" means any agency, authority, board, department, division, commission, institution,
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bureau, or like governmental entity of the Commonwealth or of any unit of local government including
counties, cities, towns and regional governments and the departments and including any entity, whether
public or private, with which any of the foregoing has entered into a contractual relationship for the
operation of a system of personal information to accomplish an agency function. Any such entity included
in this definition by reason of a contractual relationship shall only be deemed an agency as relates to
services performed pursuant to that contractual relationship, provided that if any such entity is a consumer
reporting agency, it shall be deemed to have satisfied all of the requirements of this chapter if it fully
complies with the requirements of the Federal Fair Credit Reporting Act as applicable to services
performed pursuant to such contractual relationship.
§ 2.1-380. Administration of systems including personal information.
Any agency maintaining an information system that includes personal information shall:
1. Collect, maintain, use, and disseminate only that personal information permitted or required by law
to be so collected, maintained, used, or disseminated, or necessary to accomplish a proper purpose of the
agency;
2. Collect information to the greatest extent feasible from the data subject directly;
3. Establish categories for maintaining personal information to operate in conjunction with confidentiality
requirements and access controls;
4. Maintain information in the system with accuracy, completeness, timeliness, and pertinence as
necessary to assure fairness in determinations relating to a data subject;
5. Make no dissemination to another system without (i) specifying requirements for security and usage
including limitations on access thereto, and eii) receiving reasonable assurances that those requirements
and limitations will be observed, provided this subdivision shall not apply to a dissemination made by an
agency to an agency in another state, district or territory of the United States where the personal
information is requested by the agency of such other state, district or territory in connection with the
application of the data subject therein for a service, privilege or right under the laws thereof, nor shall
this apply to information transmitted to family advocacy representatives of the United States Armed
Forces in accordance with § 63.1-248.6 H;
6. Maintain a list of all persons or organizations having regular access to personal information in the
information system;
7. Maintain for a period of three years or until such time as the personal information is purged,
whichever is shorter, a complete and accurate record, including identity and purpose, of every access to
any personal information in a system, including the identity of any persons or organizations not having
regular access authority but excluding access by the personnel of the agency wherein data is put to service
for the purpose for which it is obtained;
8. Take affirmative action to establish rules of conduct and inform each person involved in the design,
development, operation, or maintenance of the system, or the collection or use of any personal
information contained therein, about all the requirements of this chapter, the rules and procedures,
including penalties for noncompliance, of the agency designed to assure compliance with such
requirements;
9. Establish appropriate safeguards to secure the system from any reasonably foreseeable threat to its
security;
10. Collect no personal information concerning the political or religious beliefs, affiliations, and activities
of data subjects which is maintained, used or disseminated in or by any information system operated by
any agency unless authorized explicitly by statute or ordinance.
§ 2.1-380.1. Same; military recruiters to have access to student information, school buildings, etc.
If a public school board or public institution of higher education provides access to its buildings and
grounds and the student information directory to persons or groups which make students aware of
occupational or educational options, the board or institution shall provide access on the same basis to
official recruiting representatives of the military forces of the Commonwealth and the United States for
the purpose of informing students of educational and career opportunities available in the mil itary.
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§ 2.1-381. Same; dissemination of reports.
Any agency maintaining an information system that disseminates statistical reports or research findings
based on personal information drawn from its system, or from other systems shall:
1. Make available to any data subject or group, without revealing trade secrets, methodology and
materials necessary to validate statistical analysis, and
2. Make no materials available for independent analysis without guarantees that no personal information
will be used in any way that might prejudice judgments about any data subject.
§ 2.1-382. Rights of data subjects.
A. Any agency maintaining personal information shall:
1. Inform an individual who is asked to supply personal information about himself whether he is legally
required, or may refuse, to supply the information requested, and also of any specific consequences which
are known to the agency of providing or not providing such information.
2. Give notice to a data subject of the possible dissemination of part or all of this information to another
agency, nongovernmental organization or system not having regular access authority, and indicate the use
for which it is intended, and the specific consequences for the individual, which are known to the agency,
of providing or not providing such information, however documented permission for dissemination in the
hands of such other agency or organization will satisfy this requirement. Such notice may be given on
applications or other data collection forms prepared by data subjects.
3. Upon request and proper identification of any data subject, or of his authorized agent, grant such
subject or agent the right to inspect, in a form comprehensible to such individual or agent:
(a) All personal information about that data subject except as provided in § 2.1-342 (b) (3).
(b) The nature of the sources of the information.
(c) The names of recipients, other than those with regular access authority, of personal information about
the data subject including the identity of all persons and organizations involved and their relationship to
the system when not having regular access authority.
4. Comply with the following minimum conditions of disclosure to data subjects:
(a) An agency shall make disclosures to data subjects required under this chapter, during normal business
hours.
(b) The disclosures to data subjects required under this chapter shall be made (i) in person, if he appears
in person and furnishes proper identification, (ii) by mail, if he has made a written request, with proper
identification. Copies of the documents containing the personal information sought by a data subject shall
be furnished to him or his representative at reasonable standard charges for document search and
duplication.
(c) The data subject shall be permitted to be accompanied by a person or persons of his choosing, who
shall furnish reasonable identification. An agency may require the data subject to furnish a written
statement granting permission to the organization to discuss the individual's file in such person's
presence.
5. If the data subject gives notice that he wishes to challenge, correct, or explain information about him
in the information system, the following minimum procedures shall be followed:
(a) The agency maintaining the information system shall investigate, and record the current status of that
personal information.
(b) If, after such investigation, such information is found to be incomplete, inaccurate, not pertinent, not
timely nor necessary to be retained, it shall be promptly corrected or purged.
(c) If the investigation does not resolve the dispute, the data subject may file a statement of not more than
200 words setting forth his position.
(d) Whenever a statement of dispute is filed, the organization maintaining the information system shall
supply any previous recipient with a copy of the statement and, in any subsequent dissemination or use
of the information in question, clearly note that it is disputed and supply the statement of the data subject
along with the information.
(e) The agency maintaining the information system shall clearly and conspicuously disclose to the data
subject his rights to make such a request.
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(t) Following any correction or purging of personal information the agency shall furnish to past recipients
notification that the item has been purged or corrected whose receipt shall be acknowledged.
B. Nothing in this section or found elsewhere in this chapter shall be construed so as to require an
agency to disseminate any recommendation or letter of reference from or to a third party which is a part
of the personnel file of any data subject nor to disseminate any test or examination used, administered
or prepared by any public body for purposes of evaluation of (i) any student or any student's
performance, (ii) any seeker's qualifications or aptitude for employment, retention, or promotion, (iii)
qualifications for any license or certificate issued by any public body.
As used in this subsection, "test or examination" shall include (i) any scoring key for any such test or
examination, and (ii) any other document which would jeopardize the security of such test or examination.
Nothing contained in this subsection shall prohibit the release of test scores or results as provided by law,
or to limit access to individual records as is provided by law, however, the subject of such employment
tests shall be entitled to review and inspect all documents relative to his performance on such employment
tests.
When, in the reasonable opinion of such public body, any such test or examination no longer has any
potential for future use, and the security of future tests or examinations will not be jeopardized, such test
or examination shall be made available to the public. Minimum competency tests administered to public
school children shall be made available to the public contemporaneously with statewide release of the
scores of those taking such tests, but in no event shall such tests be made available to the public later than
six months after the administration of such tests.
C. Neither any provision of this chapter nor any provision of Chapter 21 (§ 2.1-340 et seq.) of this title
shall be construed as denying public access to records of the position, job classification, official salary
or rate of pay of, and to records of the allowances or reimbursements for expenses paid to any public
officer, official or employee at any level of state, local or regional government in this Commonwealth
whatsoever. The provisions of this subsection shall not apply to records of the official salaries or rates
of pay of public employees whose annual rate of pay is $10,000 or less.
D. Nothing in this section or in this chapter shall be construed to require an agency to disseminate
information derived from tax returns in violation of §§ 2.1-342 and 58.1-3.
§ 2.1-383. Agencies to report concerning systems operated or developed; publication of information.
Every agency shall make report of the existence of any information system which it operates or develops
which will include a description of the nature of the data in the system and purpose for which it is used.
An inventory listing or similar display of such information shall be made available for inspection by the
general public in the office of the head of each agency. Copies of such information shall be provided
upon request and a fee shall be charged for the same sufficient to cover the reasonable costs of
reproduction.
§ 2.1-384. Systems to which chapter inapplicable.
The provisions of this chapter shall not be applicable to personal information systems:
1. Maintained by any court of this Commonwealth;
,
2. Which may exist in publications of general circulation;
3. Contained in the Criminal Justice Information System as defined in §§ 9-184 through 9-196;
4. Contained in the Virginia Juvenile Justice Information System as defined in §§ 16.1-222 through 16.1225;
5. Maintained by agencies concerning persons required to be licensed by law in this Commonwealth to
engage in the practice of any professional occupation, in which case the names and addresses of persons
applying for or possessing any such license may be disseminated upon written request to a person engaged
in the profession or business of offering professional educational materials or courses for the sole purpose
of providing such licensees or applicants for licenses with informational materials relating solely to
available professional educational materials or courses, provided such disseminating agency is reasonably
assured that the use of such information will be so limited;
6. Maintained by the Parole Board, the Crime Commission, the Judicial Inquiry and Review Commission

2.31

and the Department of Alcoholic Beverage Control;
7. Maintained by the Department of State Police; police departments of cities, counties, and towns; and
the campus police departments of public institutions of higher education as established by Chapter 17 (§
23-232 et seq.) of Title 23, and which deal with investigations and intelligence gathering relating to
criminal activity; and maintained by local departments of social services regarding alleged cases of child
abuse or neglect while such cases are also subject to an ongoing criminal prosecution;
8. Maintained by the Virginia Port Authority as provided in § 62.1-134.1 or § 62.1-132.4;
9. Maintained by the Department of Economic Development in connection with or as a result of the
promotion of travel or tourism in the Commonwealth, in which case names and addresses of persons
requesting information on those subjects may be disseminated upon written request to a person engaged
in the business of providing travel services or distributing travel information, provided the Department
of Economic Development is reasonably assured that the use of such information will be so limited;
10. Maintained by the Divisions of Consolidated Laboratory Services and Forensic Science of the
Department of General Services, which deal with scientific investigations relating to criminal activity or
suspected criminal activity, except to the extent that § 2.1-434.11 may be applicable;
11. Maintained by the Department of Corrections which deal with investigations and intelligence gathering
by persons acting under the provisions of § 53.1-16; and
12. Maintained by the Department of the State Internal Auditor or internal audit departments of state
agencies or institutions which deal with communications and investigations relating to the State Employee
Fraud, Waste and Abuse Hotline.
§ 2.1-384.1. Exception for state retirement systems.
Notwithstanding the provisions of § 2.1-380, the Virginia Retirement System may disseminate information
as to the retirement status or benefit eligibility of any employee covered by the Virginia Retirement
System, the Judicial Retirement System or the State Police Officers Retirement System, to the chief
executive officer or personnel officers of the state or local agency by which he is employed.
§ 2.1-385. Disclosure of social security number.
On or after July 1, 1977, it shall be unlawful for any agency to require an individual to disclose or
furnish his social security account number not previously disclosed or furnished, for any purpose in
connection with any activity, or to refuse any service, privilege or right to an individual wholly or partly
because such individual does not disclose or furnish such number, unless the disclosure or furnishing of
such number is specifically required by federal or state law.
§ 2.1-386. Injunctive relief.
Any aggrieved person may institute a proceeding for injunction or mandamus against any person or
agency which has engaged, is engaged, or is about to engage in any acts or practices in violation of the
provisions of this chapter. The proceeding shall be brought in the circuit court of any county or city
wherein the person or agency made defendant resides or has a place of business. In the case of any
successful proceeding by an aggrieved party, the person or agency enjoined or made subject to a writ of
mandamus by the court shall be liable for the costs of the action together with reasonable attorney's fees
as determined by the court.
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§ 42.1-76. Legislative intent; title of chapter.
The General Assembly intends by this chapter to establish a single body of law applicable to all
public officers and employees on the subject of public records management and preservation and to ensure
that the procedures used to manage and preserve public records will be' uniform throughout the
Commonwealth.

This chapter may be cited as the Virginia Public Records Act.
§ 42.1-77. Definitions.
As used in this chapter:
"Agency" means all boards, commissions, departments, divisions, institutions, authorities, or
parts thereof, of the Commonwealth or its political subdivisions and includes the offices of constitutional
officers.
.
"Archival quality" means a quality of reproduction consistent with established standards specified
by state and national agencies and organizations responsible for establishing such standards, such as the
Association for Information and Image Management, the American Standards Association, and the
National Bureau of Standards.
"Board" means the State Library Board.
"Council" means the State Public Records Advisory Council.
"Custodian" means the public official in charge of an office having public records.
"Data" means symbols, or representations, of facts or ideas that can be communicated,
interpreted, or processed by manual or automated means.
"Database" means a set of data, consisting of one file or a group of integrated files, maintained
as an information system managed by a database management system.
"Database management system" means a set of software programs that controls the organization,
storage and retrieval of data in a database. It also controls the security and integrity of the database.
"Electronic record" means any information that is recorded in machine readable form.
"Electronic records system" means any information system that produces, processes, or stores
records by using a computer, and is also called an automated information system.
"Information system" means the organized collection, processing, transmission, and dissemination
of information in accordance with defined procedures, whether automated or manual.
"State Librarian" means the State Librarian or his designated representative.
"Public official" means all persons holding any office created by the Constitution of Virginia or
by any act of the General Assembly, the Governor and all other officers of the executive branch of the
state government, and all other officers, heads, presidents or chairmen of boards, commissions,
departments, and agencies of the state government or its political subdivisions.
"Public record" means recorded information that documents a transaction or activity by or with
any public officer, agency or employee of the state government or its political subdivisions. Regardless
of physical form or characteristic, the recorded information is a public record if it is produced, collected,
received or retained in pursuance of law or in connection with the transaction of public business.
The medium on which such information is recorded may be, but is not limited to paper, film,
magnetic, optical or solid state devices which can store electronic signals, tapes, mylar, linen, silk or
vellum. The general types of records may be, but are not limited to books, papers, letters, documents,
printouts, photographs, films, tapes, microfiche, microfilm, photostats, sound recordings, maps,
drawings, and any representations held in computer memory.
Nonrecord materials, meaning reference books and exhibit materials made or acquired and
preserved solely for reference use or exhibition purposes, extra copies of documents preserved only for
convenience or reference, and stocks of publications, shall not be included within the definition of public
records as used in this chapter.
"Archival records" means all noncurrent records of continuing and enduring value useful to the
citizens of the Commonwealth and necessary to the administrative functions of public agencies in the
conduct of services and activities mandated by law. In appraisal of public records deemed archival, the
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terms" administrative," "legal," "fiscal," and "historical" shall be defined as:
1. "Administrative value": Records shall be deemed of administrative value if they have
continuing utility in the operation of an agency.
2. "Legal value": Records shall be deemed of legal value when they document actions taken in
the protection and proving of legal or civil rights and obligations of individuals and agencies.
3. "Fiscal value": Records shall be deemed of fiscal value so long as they are needed to document
and verify financial authorizations, obligations and transactions.
4. "Historical value": Records shall be deemed of historical value when they contain unique
information, regardless of age, which provides understanding of some aspect of the government and
promotes the development of an informed and enlightened citizenry.
"Medical records" means the documentation of health care services, whether physical or mental,
rendered by direct or indirect patient-provider interaction which is used as a mechanism for tracking the
patient's health care status. Medical records may be technologically stored by computerized or other
electronic process, or through microfilm or other similar photographic form or chemical process.
"Official records" means public records.
"Persons under a disability" means persons so defined under subsection A of § 8.01-229.
"Preservation" means maintaining archival records in their original physical form by stabilizing
them chemically or strengthening them physically to ensure their survival as long as possible in their
original form. It also means the reformatting of written, printed, electronic or visual archival information
to extend the life of the information.
"Retention and disposition schedule" means an approved timetable stating the retention time
period and disposition action of records series.
"Software programs" means the written specifications used to operate an electronic records system
as well as the documentation describing implementation strategies.
§ 42.1-78. Confidentiality safeguarded.
Any records made confidential by law shall be so treated. Records which by law are required to
be closed to the public shall not be deemed to be made open to the public under the provisions of this
chapter. Records in the custody of The Library of Virginia which are required to be closed to the public
shall be open for public access 100 years after the date of creation of the record. No provision of this
chapter shall be construed to authorize or require the opening of any records ordered to be sealed by a
court. All records deposited in the archives that are not made confidential by law shall be open to public
access.
§ 42.1-79. Records management function vested in Board; State Library Board to be official
custodian; State Archivist.
The archival and records management function shall be vested in the State Library Board. The
State Library Board shall be the official custodian and trustee for the Commonwealth of all public records
of whatever kind which are transferred to it from any public office of the Commonwealth or any political
subdivision thereof. As the Commonwealth's official repository of public records, The Library of Virginia
shall assume administrative control of such records on behalf of the Commonwealth.
The State Librarian shall name a State Archivist who shall perform such functions as the State
Librarian assigns.
§ 42.1-79.1. Retention and disposition of medical records.
The medical records of all persons not under a disability shall be retained by all public agencies
acting as custodians of medical records for ten years following the last date of treatment or contact. Such
agencies shall retain the medical records of minors and persons under a disability for a minimum of five
years following the age of majority or the removal of the disability, or ten years following the last date
of treatment or contact, whichever comes later. Such agencies shall retain the medical records of deceased
persons for a minimum of five years following the date of death.
Agencies of the Commonwealth which generate medical records shall notify patients at time of
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discharge the specific retention period that applies to their records. Such agencies shall be encouraged
to destroy such medical records upon expiration of the required retention period. Such agencies may, at
their discretion, retain summaries of destroyed medical records.
Medical records submitted to The Library of Virginia for retention and disposition in accordance
with the terms of this section are presumed to be inactive. It shall be the duty of the originating agency
to (i) designate medical records of minors, persons under a disability, or deceased persons prior to
submission to The Library of Virginia for retention and disposition, and (ii) to make a verifiable attempt
to notify patients that their records will be destroyed after the appropriate retention period. Unless notified
otherwise by the originating agency, the State Librarian shall begin to count the required retention period
from the first date of submission. Prior to destroying any medical records, the State Librarian or his
designee shall notify the originating agency that the retention period has run out and that, unless the
agency reclaims the medical records, the records will be destroyed.
No employee of The Library of Virginia or any agency acting in accordance with the terms of
this section shall be liable, civilly or criminally, for the destruction of medical records.
The provisions of this section shall not supersede the provisions of § 16.1-306 or any other laws
of this Commonwealth pertaining to the retention and disposition of records generated by agencies other
than those agencies originating medical records.
§ 42.1-80. State Public Records Advisory Council continued; members; chairman and vicechairman; compensation.
The State Public Records Advisory Council is continued. The Council shall consist of twelve
members. The Council membership shall include the Secretary of the Commonwealth, the State Librarian,
the Attorney General, the State Health Commissioner, the Commonwealth Transportation Commissioner,
the Director of the Department of Information Technology, the Auditor of Public Accounts, the Executive
Secretary of the Supreme Court, the Director of the Council on Information Management, or their
designated representatives and three members to be appointed by the Governor from the Commonwealth
at large. The gubernatorial appointments shall include two clerks of courts of record and a member of
a local governing body. Those members appointed by the Governor shall remain members of the Council
for a term coincident with that of the Governor making the appointment, or until their successors are
appointed and qualified. The Council shall elect annually from its membership a chairman and vicechairman. Members of the Council shall receive no compensation for their services but shall be paid their
reasonable and necessary expenses incurred in the performance of their duties.
§ 42.1-81. Powers and responsibilities of Council.
The Council shall propose to the State Library Board rules, regulations, and standards, not
inconsistent with law, for the purpose of establishing uniform guidelines for the management and
preservation of public records throughout the Commonwealth. The Council shall have the power to
appoint such subcommittees and advisory bodies as it deems advisable. The Council shall be assisted in
the execution of its responsibilities by the State Librarian.
§ 42.1-82. Duties and powers of Library Board.
The State Library Board shall with the advice of the Council:
1. Issue regulations to facilitate the creation, preservation, storage, filing, reformatting,
management, and destruction of public records by all agencies. Such regulations shall establish procedures
for records management containing recommendations for the retention, disposal or other disposition of
public records; procedures for the physical destruction or other disposition of public records proposed
for disposal; and standards for the reproduction of records by photocopy or microphotography processes
with the view to the disposal of the original records. Such standards shall relate to the quality of film
used, preparation of the records for filming, proper identification of the records so that any individual
document or series of documents can be located on the film with reasonable facility, and that the copies
contain all significant record detail, to the end that the photographic or microphotographic copies shall
be of archival qual ity.
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2. Issue regulations specifying permissible qualities of paper, ink, and other materials to be used
by agencies for public record purposes. The Board shall determine the specifications for and shall select
and make available to all agencies lists of approved papers, photographic materials, ink, or other writing
materials for archival public records, and only those approved may be purchased for use in the making
of such records. These regulations and specifications shall also apply to clerks of courts of record.
3. Provide assistance to agencies in determining what records no longer have administrative,
legal, fiscal, or historical value and should be destroyed or disposed of in another manner. Each public
official having in his custody official records shall assist the Board in the preparation of an inventory of
all public records in his custody and in preparing a suggested schedule for retention and disposition of
such records. No land or personal property book shall be destroyed without being first offered to The
Library of Virginia for preservation.
All records created prior to the Constitution of 1902 that are declared archival may be transferred
to the archives.
§ 42.1-83. Program for inventorying, scheduling, microfilming records; records of counties, cities
and towns; storage of records.
The State Library Board shall formulate and execute a program to inventory, schedule, and
microfilm official records of counties, cities and towns which it determines have permanent value and
to provide safe storage for microfilm copies of such records, and to give advice and assistance to local
officials in their programs for creating, preserving, filing and making available public records in their
custody.
Original archival public records shall be either stored in The Library of Virginia or in the locality
at the decision of the local officials responsible for maintaining public records. Original archival public
records shall be returned to the locality upon the written request of the local officials responsible for
maintaining local public records. Microfilm shall be stored in The Library of Virginia but the use thereof
shall be subject to the control of the local officials responsible for maintaining local public records.
§ 42.1-84. Same; records of agencies and subdivisions not covered under § 42.1-83.
The State Library Board may formulate and execute a program of inventorying, repairing, and
microfilming for security purposes the public records of the agencies and subdivisions not covered under
the program established under § 42.1-83 which it determines have permanent value, and of providing safe
storage of microfilm copies of such records.

§ 42.1-85. Duties of State Librarian; agencies to cooperate; agencies to designate records officer.
The State Librarian shall administer a records management program for the application of efficient
and economical management methods to the creation, utilization, maintenance, retention, preservation,
and disposal of public records consistent with rules, regulations, or standards promulgated by the State
Library Board, including operations of a records center or centers. It shall be the duty of the State
Librarian to establish procedures and techniques for the effective management of public records, to make
continuing surveys of paper work operations, and to recommend improvements in current records
management practices, including the use of space, equipment, and supplies employed in creating,
maintaining, and servicing records.
It shall be the duty of any agency with public records to cooperate with the State Librarian in
conducting surveys and to establish and maintain an active, continuing program for the economical and
efficient management of the records of such agency.
Each state agency and political subdivision of this Commonwealth shall designate as many as
appropriate, but at least one, records officer to serve as a liaison to The Library of Virginia for the
purposes of implementing and overseeing a records management program, and coordinating legal
disposition, including destruction of obsolete records. Designation of state agency records officers shall
be by the respective agency head. Designation of a records officer for political subdivisions shall be by
the governing body or chief administrative official of the political subdivision.
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§ 42.1-86. Program to select and preserve important records; availability to public; security

copies.
In cooperation with the head of each agency, the State Librarian shall establish and maintain a
program for the selection and preservation of public records considered essential to the operation of
government and for the protection of the rights and interests of persons. He shall provide for preserving,
classifying, arranging, and indexing so that such records are made available to the public and shall make
security copies or designate as security copies existing copies of such essential public records. Security
copies shall be of archival quality and shall be made by photographic, photostatic, microfilm, microcard,
miniature photographic, or other process which accurately reproduces and forms a durable medium.
Security copies shall have the same force and effect for all purposes as the original record and shall be
as admissible in evidence as the original record whether the original record is in existence or not. Security
copies shall be preserved in the place and manner prescribed by the State Library Board and the
Governor. Public records deemed unnecessary for the transaction of the business of any agency, yet
deemed to be of administrative, legal, fiscal, or historical value, may be transferred with the consent of
the State Librarian to the custody of The Library of Virginia.
§ 42.1-86.1. Disposition of public records.
No agency shall destroy or discard public records without a retention and disposition schedule
approved by the State Librarian as provided in § 42.1-82. No agency shall sell or give away public
records.
§ 42.1-87. Where records kept; duties of agencies; repair, etc., of record books; agency heads
not divested of certain authority.
Custodians of archival public records shall keep them in fire-resistant, environmentally controlled,
physically secure rooms designed to ensure proper preservation and in such arrangement as to be easily
accessible. Current public records should be kept in the buildings in which they are ordinarily used. It
shall be the duty of each agency to cooperate with The Library of Virginia in complying with rules and
regulations promulgated by the Board. Each agency shall establish and maintain an active and continuing
program for the economic and efficient management of records.
Each agency shall develop and implement a program for the management of records created,
received, maintained, used, or stored on electronic media. Each agency shall schedule the retention and
disposition of all electronic records, as well as related access documentation and indexes and shall ensure
the implementation of their provisions in accordance with procedures established under § 42.1-82.
Procedures governing access to electronic records shall be in accordance with the Virginia Freedom of
Information Act, the Virginia Privacy Protection Act, the Intellectual Property Act and any other
provision of law as may be applicable and shall be enumerated in the retention and disposition schedule.
Record books should be copied or repaired, renovated or rebound if worn, mutilated, damaged
or difficult to read. Whenever the public records of any public official are in need of repair, restoration
or rebinding, a judge of the court of record or the head of such agency or political subdivision of the
Commonwealth may authorize that the records in need of repair be removed from the building or office
in which such records are ordinarily kept, for the length of time necessary to repair, restore or rebind
them, provided such restoration and rebinding preserves the records without loss or damage to them.
Before any restoration or repair work is initiated, a treatment proposal from the contractor shall be
submitted and reviewed in consultation with The Library of Virginia. Any public official who causes a
record book to be copied shall attest it and shall certify an oath that it is an accurate copy of the original
book. The copy shall then have the force of the original.
Nothing in this chapter shall be construed to divest agency heads of the authority to determine
the nature and form of the records required in the administration of their several departments or to
compel the removal of records deemed necessary by them in the performance of their statutory duty.
Whenever legislation affecting public records management and preservation is under consideration, The
Library of Virginia shall review the proposal and advise the General Assembly on the effects of its
proposed implementation.
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§ 42.1-88. Custodians to deliver all records at expiration of term; penalty for noncompliance.
Any custodian of any public records shall, at the expiration of his term of office, appointment
or employment, deliver to his successor, or, if there be none, to The Library of Virginia, all books,
writings, letters, documents, public records, or other information, recorded on any medium kept or
received by him in the transaction of his official business; and any such person who shall refuse or
neglect for a period of ten days after a request is made in writing by the successor or State Librarian to
deliver the public records as herein required shall be guilty of a Class 3 misdemeanor.
§ 42.1-89. Petition and court order for return of public records not in authorized possession.
The State Librarian or his designated representative such as the State Archivist or any public
official who is the custodian of public records in the possession of a person or agency not authorized by
the custodian or by law to possess such public records shall petition the circuit court in the city or county
in which the person holding such records resides or in which the materials in issue, or any part thereof,
are located for the return of such records. The court shall order such public records be delivered to the
petitioner upon finding that the materials in issue are public records and that such public records are in
the possession of a person not authorized by the custodian of the public records or by law to possess such
public records. If the order of delivery does not receive compliance, the plaintiff shall request that the
court enforce such order through its contempt power and procedures.
§ 42.1-90. Seizure of public records not in authorized possession.
A. At any time after the filing of the petition set out in § 42.1-89 or contemporaneous with such
filing, the person seeking the return of the public records may by ex parte petition request the judge or
the court in which the action was filed to issue an order directed at the sheriff or other proper officer,
as the case may be, commanding him to seize the materials which are the subject of the action and deliver
the same to the court under the circumstances hereinafter set forth.
B. The judge aforesaid shall issue an order of seizure upon receipt of an affidavit from the
petitioner which alleges that the material at issue may be sold, secreted, removed out of this
Commonwealth or otherwise disposed Of so as not to be forthcoming to answer the final judgment of the
court respecting the same; or that such property may be destroyed or materially damaged or injured if
permitted to remain out of the petitioner's possession.
C. The aforementioned order of seizure shall issue without notice to the respondent and without
the posting of any bond or other security by the petitioner.
§ 42.1-91. Development of disaster plan.
The Library of Virginia shall develop a plan to ensure preservation of public records in the event
of disaster or emergency as defined in § 44-146.16. This plan shall be coordinated with the Department
of Emergency Services and copies shall be distributed to all agency heads. The personnel of the Library
shall be responsible for coordinating emergency recovery operations when public records are affected.
Each agency shall ensure that a plan for the protection and recovery of public records is included in its
comprehensive disaster plan.
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§ 2.1-20.1:1. Ownership of patents and copyrights developed by state employees.

Patents, copyrights or materials which were potentially patentable or copyrightable developed by a state
employee during working hours or within the scope of his employment or when using state-owned or
state-controlled facilities shall be the property of the Commonwealth of Virginia. The Governor shall set
such policies as he deems necessary to implement this provision.
This provision shall not apply to employees of state-supported institutions of higher education who shall
be subject to the patent and copyright policies of the institution employing them ..
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EXECUTIVE SUMMARY
Purpose and Methodology
Florida's rich tradition of open government culminated in the 1992 general
election when citizens overwhelmingly approved a constitutional amendment
guaranteeing access to the records of all three branches of state government. Over
the past few years, however, a number of issues have been raised concerning
access to electronic records which may call into question the efficacy of Florida's
Public Records Law in the computer age. The purpose of this report is to examine
the issues raised by the increasing computerization of public records, and to make
recommendations in response to the issues identified.'
The methodology of this report consisted of extensive legal research,
including a search of applicable
case law, law review articles, technical journals,
.
"

and a" study of laws enacted in other states and the federal government.
Concurrently, an advisory gFoup was appointed to assist Joint Committee staff in
identifying the issues to be included'in this report, and to respond to staff at each
stage of the project. In addition, the Joint Committee held a series of three public
hearings, during which testimony from invited speakers as well as the general
public was received.

Background
A.

The Joint Committee on Information Technology Resources
Since its inception in 1983, the Joint Committee has been involved in

analyzing the impact of advances in information technology on Florida's Public
Records Law, and has taken an active role in all legislative efforts concerning
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statutory amendments which have focused on information technology issues. In
1992, the Joint Committee issued a report which examined the extent to which
government agencies in Florida were making use of the recently-enacted authority
to copyright and market agency-created software. In response to the JCITR's
recommendations, two bills were filed for consideration during the 1993 Regular
Session: HB 1683, which was not considered, and SB 562, which passed as
amended by the Senate Governmental Operations Committee. In response to the
issues raised during the considerable deliberation on SB 562, Senator Daryl L.
Jones, then Chairman of the Joint Committee, directed staff to conduct this study,
and to prepare a report and make recommendations on the issues· identified.

B.

Chapter 119, Florida's Public Records Law.
Prior to enactment of Florida's Public Records Law in 1909, citizens enjoyed

a common law right of inspection of certain governm'ental records. The 1909
Public Records Law codified the common law, and the right of access and
inspection has since been broadened by successive amendments which ensure that
all nonexempt government records will be open at all times for inspection and
copying by any person. In the 1992 general election, a new constitutional
amendment guaranteeing access to the records of all three branches of
government was approved by an overwhelming majority of Florida voters.
Currently, state and local agencies may develop their own policies governing
access to public records; however, such policies must comply with both the
requirements of chapter 119, Florida Statutes, and any judicial interpretations of
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the statute. Factors to be considered in determining access policy include: the
definition of key words; cost of access and fees to be charged; the form in which
the record is maintained and requested; the content of the public record and the
number and substance of legislative exemptions; and procedures for enforcement
and sanctions for violations.
Findings: Problems and Issues
A.

Definition of Key Words
Because of the increasing conversion of public records from paper to

electronic form, the definition and interpretation of certain key words used in
Florida's Public Records Law have been questioned, perhaps necessitating
consideration by the Legislature.
1.

R.ecord

. Although there is little question that an electronic record is as much a
public record ·as its paper counterpart, there is some uncertainty as to what
constitutes a "record" when public records:are in ·an electronic. format. The
problem becomes more acute as the complexity of modern information systems
continues to increase.
a.

Federal Government: Both the Federal Records Act, which

governs the creation, management, and disposal of federal records, and Circular A130, which establishes policy for the dissemination of such records, contain a
definition of "public record" similar to that found in Florida's Public Records Law.
Based on this definition, the federal courts have consistently held that computer
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records, including electronic mail, are public records for the purposes of the federal
Freedom of Information Act (FOIA).
h.

Other States: All 50 states have some sort of public records

law or freedom of information act, and the majority use an "inclusive definition" of
public records specifically covering computerized records.
c.

Florida: According to testimony received during the JCITR's

public hearings, the current definition of "public record" is generally sufficient.
However, the issues of whether agency-created data processing software and
electronic mail are public records under the current definition were raised.
1)

Agency-Created Software: A Florida court

h~s

compared computerized public records to infor~ation r~corded in code, and held
that if a public record is maintained in such a manner that it .inust be interpreted
. '

.

by the use of a code, then the code itself is a public record. In other words, if a
public record maintained by an agency is accessible only through application of
agency-created software, then the software itself is a public record. Based on this
holding and a number of statutory arguments, the JCITR concluded in 1993 that
agency-created software was a public record under chapter 119, Florida Statutes.
2)

E-Mail: Many government agencies have established e-

mail systems for both inter- and intra-agency communication, and e-mail is
becoming an increasingly common and efficient means of communication. Based
on the Florida Supreme Court's definition of public record, it is clear that e-mail,
which is simply a form of written communication between two or more people, is a
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public record if generated by a public official or employee. In fact, the current
debate in Florida over e-mail as a public record is focused more on the lack of
retention schedules and the practical or managerial problems of providing public
access than on its status as a public record.
2.

Custodian

The issue of custodianship arises when a requestor seeks access from one of
perhaps many custodial agencies rather than the originating agency responsible
for creating the requested record.
a.

Federal Government: At the federal level, this debate is

centered on control of the record; the U.S. Supreme Court has held that "c.ontrol"
means that·a record is in an agency's possession in the course of its official
business. :Any federal a'gency, then, \Yhich has control of a public: reco:rd is its
.

.

custodian, and any 'number of agencies could have simultaneous possession and
.control of a particular recqrd .
. h...

Other States:. A number of sta.tes, including Massachusetts

and North Carolina, have defined the word "custodian" in their respective public
records laws. Oregon recently amended its public records law to make a legal
distinction between the custodian of a record and an agent. The distinction was
necessary because under Oregon law, the custodian of a public record is required
to perform a statutory balancing test to determine whether or not a record is
exempt from public disclosure.
c.

Florida: There was a significant amount of testimony on this
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issue at the JCITR's public hearings. Those in support of making a distinction
similar to that under Oregon law expressed concern that information services
staff, responsible only for processing public records, may not be fully aware of the
applicable statutory exemptions; those opposed fear that artificial barriers to
access may be created if such a distinction is made.
Reading chapter 119, Florida Statutes, in its entirety, it appears that the
terms "custodian" and "every person who has custody" are used interchangeably.
According to the common rules of statutory interpretation, language used
repeatedly in the same connection is assumed to have the same meaning
..

".

throughout the st.atute. As regards
the concern that staff
may
be unaware of
.
.
. .
applicable exemptions, the law is quite specific: any person with custody of a
public record has the affirmative duty to be knowledgeable of all statutory
exemptions and to produce the nonexempt portions of a public' record for.
inspection and copying. Because a record may be withheld only if there is a
specific statutory exemption, in Florida the impetus for the distinction mage in
Oregon law does not apply. Some believe that the issue in Florida may be one of
education, and that if public access is a consideration in the design and
development of all future information systems, then the issue should become moot.

3.

Extensive

Under Florida's current statutory scheme, a record custodian may charge a
special service fee for any extensive use of agency resources expended in
complying with a public records request. "Extensive" is not defined in the

2.48

statutes, however, and interpretations have varied from a mere 15 minutes to as
long as 4 hours. The general complaint at the JCITR public hearings was that the
current extensive use provision is too ambiguous, requiring either statutory
definition or policy guidelines.
"Extensive" is much like "reasonable," a commonly used term capable of
different meanings, and what is an extensive use of agency resources will,
necessarily, vary from agency to agency depending upon a variety of factors
specific to each agency. There is concern, though, that some custodians are using
the extensive use provision to collect fees currently prohibited under chapter 119,
Florida Statutes.

B.

Cost of Access and Fees to be Charged
O?e of the .primary issues fueling. the

curren~

electro~ic

debate on access to

records centers around cost recovery and what fees should be recovered by an
. agency under Florida's
Public
Records
La~.
.. The
to the
.
.
..
. follQwing alterna:tives
current "actual cost of duplication" were identified

1.

b~

Joint Committee

s~aff.

Commercial Value

There has been a great deal of discussion over the past few years as to
whether chapter 119 should be amended to allow for higher fees for access to
public records when those records are going to be used for a commercial or profitmaking purpose.
a.

Federal Government: The FOIA establishes three categories

of requestors: (1) the media, who are charged duplication costs only; (2)
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requestors seeking public records for a commercial purpose, who are charged both
a search fee and a review fee in addition to the actual cost of duplication; and (3)
all other requestors who may be charged only a search fee and the cost of
duplication. Although commercial requestors pay more than requestors in the
other two categories, they pay no more than the costs actually incurred by an
agency in fulfilling a request. According to recent revisions to Circular A-130,
data dissemination falls within a federal agency's statutory and ethical mandate,
and cannot be exploited for the sake of revenue generation.
h.

Other States: Over the past few years, a number of states

have amended or considered amending their statutes to allow for fees based on the
commercial value or use of public records.' Minnes~t~'s Government Data
Practices Act, Jor example, was amended .to allow custodians to charge a
,

'

reasonable fee, based on actual development costs, for government'data which 'is
commercially valuable. New York is considering legislation which would establish
fees for public records based ~ot only on the nature of the record requested, but on
the motive of the requestor as well. Fees for records not specifically identified in
the proposed legislation would require approval of the Committee on Open
Government and the Director of the Budget. The Virginia Senate recently
considered a bill amending the state's Freedom of Information Act to stipulate
that fees for access to computerized or electronic records shall not exceed the
actual cost of responding to the request; the proposed legislation has been carried
over to the 1994 Session.
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Florida: There was a great deal of testimony on this issue at

c.

the JCITR's public hearings. Although there was a clear difference of opinion on
whether chapter 119, Florida Statutes, should be amended to make a distinction
between commer~ial and noncommercial use, there was also a general consensus
that making such a distinction would be extremely difficult. Although Florida's
courts have consistently held that custodians cannot charge fees for access based
on the commercial motive of the requestor, the question remains whether the
Florida Legislature should amend chapter 119 to permit an assessment of fees
based on commercial value. However, the public policy and constitutional
concerns inherent in distinguishing between users of public records must be
considered.
Supporters of t~e. distinction want government to act in a more
"

.

.

busi~ess-

like manner, an approach. espoused by the authors of Reinventing Government:
.HowOthe Entrepreneurial Spirit is Transforming the Public Sector.. These authors
caution, however, .that user fee$

low'~r

demand. for public services and are not

appropriate for "collective goods" which benefit the public as a whole. Publiclyfunded access to government records not only strengthens the economy, but helps
to develop knowledgeable citizens and promotes better public and private
decisions.
Because the right to access public records in Florida has been elevated from
a statutory right to a constitutional right, any law restricting access will be held to
a higher, constitutional standard. It is doubtful that the government's interest in
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legislation designed to prevent the "free riding" of commercial requestors would be
sufficiently compelling to override the constitutional right to access guaranteed by
article I, § 24 of the Florida Constitution, and by the First Amendment of the U.S.
Constitution. Additionally, all government agencies in Florida are statutorily
required to provide access to nonexempt public records. Therefore, acquisition of
new information technology systems should be based on the fact that such systems
increase an agency's ability to fulfill all of its statutory duties more efficiently as
justified by a supportive costlbenefit analysis, rather than the agency's ability to
pass on the costs of the new system through higher access fees.
Finally, there. is the problem of enforcement. Any legislation which requires
a distinction between commercial a~d noncommercial. use puts recoidcustodians·
in the difficult position of having to q.uestion requestors as to

th~·

purpose or-the

request, and also to verify their identity . · Such authority V;~uld not only chill a
requestor's constitutional right to access, it has been roundly criticized as inviting
abuse. Florida's exemplary history of open access has not been limited to what
some view as the more traditional purpose of government oversight, but,
historically, has specifically included those seeking access for "even blatant
commercial purposes."
Underlying the testimony of most records custodians at the JCITR's public
hearings were two primary concerns: the problems encountered in fulfilling
special requests and the relatively negligible fees allowed for fulfilling large
volume requests. Prior to 1985, the extensive use provision in § 119.07(1)(b),
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Florida Statutes, applied only to the extensive use of agency personnel in
responding to a public records request. The JCITR recommended that the
Legislature amend the provision to include extensive use of information technology
resources in direct response to complaints from record custodians regarding
requests for copies of entire data bases which, at the time, allegedly required
substantial computer resources. A provision allowing county constitutional officers
to include a reasonable charge for the labor and overhead associated with
duplication of county maps was also added at that time.
Due to recent advances in information technology, however, a request for a
copy of an entire data base may rarely trigger application of the extensive use
provision, and the actual cost of duplicating a data base--which may require
substantial'computer resources to develop and .maint~in--is min,imal.
Paradoxically, the concern over special requests is addressed by the extensive use
provision, but.the ·problem the aplendment

w~s .me~ntto

copies of entire data bases,.ma,y require further

address, requests for

con~ideration

.by the Florida

Legislature.

2.

Statutory Exemption

Another possible alternative to the current statutory scheme is to provide a
statutory exemption from the inspection and copying requirements of chapter 119,
Florida Statutes, for specific types of technology, or exemptions for the commercial
use of certain, specified public records.

a.

Other States: Some states have enacted legislation to exempt
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geographic information systems (GIS) from their public records laws. Kentucky,
for example, has exempted agency GIS data bases from public disclosure if the
requestor is seeking the information for commercial purposes. North Carolina has
enacted similar legislation; inexplicably, it applies only to the GIS data bases of
two counties and four cities. In contrast, the Georgia Legislature repealed a law
prohibiting the commercial use of all public records just one year after its
enactment.
h.

Florida: There was scant testimony on this issue at the

JCITR public hearings. Those who did address the issue of providing for such an

-

.

exemption either rejected
it outright, or thought .it too difficult to implement. An
.
. .

.

exemption for particular types of technology would m~ke it re~atively easy
circumvent the access requirements of any public records:law
.

.

~imply

.

to'

by utilizing

the exempt technology, and any statute which plac"ed a restriction on the
commercial use of public records would generate close constitutional scrutiny.
3.

Statutory Fee

Under Florida's Public Records Law, a record custodian must have specific
statutory authority to charge more than the actual cost of duplication, plus an
extensive use fee if applicable. A number of state agencies, including the
Department of Highway Safety and Motor Vehicles, have such authority. The
difficulty with this approach is in determining the appropriate fee. Additionally,
allowing a flat fee per record may become unreasonable if a requestor is seeking
an entire data base in an electronic format. An alternative approach may be to

2.54

follow the example provided by § 119.07(1)(a), Florida Statutes, which does not
stipulate a flat fee, but rather authorizes a reasonable charge for the labor and
overhead associated with duplication of county maps supplied by county
constitutional officers.

c.

Barriers to Electronic Access
The possible barriers to electronic access, centered around the three issues

identified below, are not unique to Florida and are, in fact, being examined and
debated at the federal level and in nearly every state.
1.

For:m of Record Requested

The Florida courts have held that a record custodian must make public
records available "in some meaningful form;" they have not, however, defined
"mea,ningful," and the question still remains whether 'an agency: which maintains
.

.

its records in a particular electronic form must provide copies of those records in
. the foim maintained if so -requested.
. .a.

Federal Government: . Circular A-130, . revised in. 199p to

focus on recent advances in information technology, now ensures the public's
ability to access federal records regardless of form or medium. This policy is
underscored by the U.S. Congress, Office of Technology Assessment, which has
articulated the principle that, because of the great advantages offered by
electronic formats, access to electronic formats is a right, not a privilege.
h.

Other States: Many of the recent amendments to the public

records laws in other states have dealt with the form in which a record must be
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provided. Public agencies in Alaska, for example, are encouraged to make
information available in usable electronic formats. In Connecticut, government
agencies are required to provide copies of nonexempt records in the form
requested, including an electronic form, if the agency can reasonably make such
copy or have such copy made. Other states which have recently dealt with the
issue include Louisiana, West Virginia, and Colorado.
c.

Florida: The majority of those testifying at the JCITR public

hearings expressed the view that an agency should be required to provide copies of
public records in any form maintained by the agency. However, where a request
is for a record in some other form, or requires something more than minima!' data
..

ma~ipul~tion--so called "special" requests--mo'st beli~ved: that a'~ agert:cy' 'sh~uld" .
have the authority to recoup the costs incurred in fulfilling such

a request.'

There

is support for this type of distin~tion" both in Florida case law, and in the current
rule on the long-term storage of electronic public records promulgated in 1992 by
the Department of State. The question refl,lains, however, whether the Florida
Legislature needs to make this a statutory requirement, and whether a distinction
should be made between "regular" and "special" requests. If such a distinction is
made, the Legislature must decide what fees may be recovered in responding to
special requests.
2.

System Design and Development

Barriers to electronic access are frequently, and perhaps inadvertently,
created when agencies design new information technology systems and begin the
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process of converting paper records to an electronic format. The deletion or
redaction of exempt information may also create a barrier to access if not
considered prior to system design and development, as record custodians are
required by chapter 119 to redact exempt information from a public record and
provide the remainder of the record for inspection and copying. The law does not
specify, however, who is to pay for redaction, and the costs involved can be
extremely high.
a.

Federal Government: Federal agencies are authorized to

charge commercial requestors a review fee, which includes the costs incurred in
the examination of records, to determine first, whether'the record must be
disclosed, and second, whether any portion of the record is exempt. At least one
fedeJ;al a~ency uses a cOIllpierciail:v-available redaction progr3:m in fulfi~ng its·
duty under the FOIA to redact those portions of its records which are exempt. In
. ter,ms· of .system
federa~

d.~sign, -.the.

Office of Tech~ology

Asse$sme~t

has 'stated that all

agencies should include public aGcess and related dissemination.

requirements in their approach to information resources management.
h.

Other States: Most state public records laws require the

segregation of exempt and nonexempt information; few, however, seem to address
who is to pay for redacting the exempt information. One major exception is
Minnesota, which stipulates that agencies may not charge for separating exempt
from nonexempt information. Michigan requires its public agencies to consider
redaction of exempt information, when feasible, in the design of a public record.
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Similarly, Connecticut requires that public access be considered prior to the
acquisition of any computer system, equipment, or software used to store or
retrieve public records, and prohibits agencies from entering into contracts which
impair the public's right of access.

c.

Florida: There was general agreement at the JCITR public

hearings about the need to make public access, including redaction capability, a
consideration in the design and development of all information technology systems
from this point forward.
A recommendation on the problem of redaction and system design made by
the Public Records Law Subcommittee in its final.report to the Growth
Management Data Network

6oordinatin~ Council' w~s b~~~din p'art ~n th~

Department of State's ru~e on the storage of-permanent or long-term electronic
records. Specifically, the rule requires that public access be consider'e'd prior to
the acquisition or modification of any computer system, equipment, or software
used to store or retrieve such public records. The rule also contains a provision
which precludes agencies from entering into any contract or agreement which
impairs the right of the public to inspect or copy public records. This rule governs
only public records which must be maintained for more than 10 years; the barriers
which may be created by systems designed to process and maintain all other
public records have not been addressed.

3.

Copyright

Another possible barrier to access concerns copyright, an extremely complex

2.58

issue. Briefly, the Federal Copyright Act of 1976 allows copyright protection for
all original works of authorship, including computer software and electronic data
bases, while prohibiting such protection for any work in the public domain.
Federal copyright law allows each state to decide which of its own works may be
copyrighted. Other than this basic right, however, the federal Act preempts any
state-created rights within the general scope of copyright. Florida does not have a
general copyright law, but instead has made allowance for copyright in very
limited instances, including § 119.083, Florida Statutes, which permits a
governmental agency to copyright software developed by the agency.

a.

Federal Government: Section 105 of the 1976 Copyright Act

precludes copyright protection for w.orks of the federal government. There was
legislation . ~ntroduced in 1991, .however; that
federal
agencies
. w04ld. have 'allowed
..
.
.
.'

to copyright agency-created software in specific and very limited circumstances.
·Although.the.bi,ll
died in -cpmmittee,. a
.
.
'.

simU~r.bill

was.introduced by the same

' .

sponsqr in January 1993,. and is awaiting .consideration .
h.

Other States: According to a subcommittee of the American

Bar Association, by 1989 at least 28 states were claiming copyright on a variety of
very basic, state-produced materials. For example, in Colorado, government
agencies are authorized to copyright any public record; however, such
authorization does not apply to lists or other compilations. In contrast, the Illinois
Legislature is considering legislation which would rescind the Secretary of State's
authority to copyright the Illinois Administrative Code and Illinois Register.

2.59

Some states have specifically provided for copyright or copyright-like control
over agency-created software. In Alaska, state law authorizes agencies and
municipalities to copyright software and to protect their copyright through
enforcement procedures. Government agencies in California have similar
authority. New Mexico took a slightly different approach by forming a non-profit
organization, Technet, to develop and copyright software for state agencies and to
provide access· to public records. A number of states have followed the Technet
model.
c.

Florida: There was general agreement among those who
"

.

testified at the JCITR public hearings that Gopyright of electronic data bases
.

.

sh~~ld' ~o; 'b'~ ~~r~itted.·There·w~~ litti~' c~~se~~~s, ho~~v~r;. ~~.·the i~s~e·~f
software copyright, other

t~an

the recognition that ag.ency-created software is a

public record.
1)

Software: The copyright of computer software, whether

agency-created software or software' developed and copyrighted by a third party,
has raised concerns about meaningful access to the data manipulated by that
software.
The use of proprietary software to control and manage public record data
bases is becoming increasingly common. However, obtaining a license which
would allow Florida agencies to provide requestors with copies of the software may
be prohibitively expensive, and other alternatives which would ensure public
access to data bases controlled by proprietary software may need to be identified

by the Florida Legislature.
Additionally, during the 1993 debate on SB 562, which would have repealed
§ 119.083, Florida Statutes, Florida's software copyright provision, the apparent

conflict between the status of agency-created software as a public record under
Florida law and federal copyright law which precludes copyright protection for
anything in the public domain was identified.
2)

Data Bases: There was complete agreement among

those who testified at the JCITR public hearings on the issue of copyrighting
electronic data bases. Even though all those who addressed the issue were opposed
to such protection, the Legislature may want to consider making a definitive
statement about the inappropriateness of copyrighting electronic data bases,
particularly in response.to the qverwhelm~~g support for.·public ~cce.ss ·as
evidenced by' the recent passage of the rte"w constitutional amendment.
J)..

. Priv.acy:.a*d. Da.ta;Pr<?te(ftion .

. In Florida, .as elsewhere,. new' cornpute.:r-based informatic;m technologies
permit rapid accumulation and exchange of personal information concerning large
numbers of individuals, and computers are increasingly used to certify the
accuracy and completeness of personal information before an individual receives
government benefits or services. Florida differs from many states, however, in
that the vast majority of this personal information becomes public record. In
addition, a growing number of state agencies and local governments in Florida are
providing on-line, remote electronic access to a variety of government data bases.
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This type of access allows comparison of massive amounts of personal information
in an unlimited number of public and private settings using direct on-line
Flor~da

linkages. As a result, it is becoming increasing difficult for

citizens to

know where personal information is stored, to know who has access to it, and to
assure themselves that such information is correct.
Although the right to privacy is generally considered a fundamental right,
the parameters of an individual's right to privacy are only vaguely defined, and
any.discussion "of the topic is 'complicated by the fact that·there are three distinct
aspects o~ the ri~ht. First, there is a right under state tort law to bring an action
for damag;es for invasion of privacy by private citizens or entities. The second
aspect of the right to privacy is rooted in the .U.S. Constitution and involves an
inclividual'.sright to be. free from governmental intrusion. into his. or her private.
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twenty years by the federal government and some states. The majority of these
statutes are, in reality, data protection laws which include standard fair
information practices.
Generally, fair information practices acts govern the collection, use,
disclosure, retention, and disposal of personal information by government. At a
minimum, such acts require all government agencies to: (1) justify the need for
the personal information collected; (2) provide notification of any secondary use of
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such information; (3) maintain an index of all data bases containing personal
information; and (4) provide individuals with the opportunity to verify the
accuracy of the information.
The distinction between privacy protection and data protection is not,
generally, well-understood. The focus of data protection is on the individual's
right to know what personal information is collected and maintained by
government, and to allow the individual the opportunity to verify the accuracy of
that information. This minimal amount of protection for the individual is
important, particularly in Florida, because one cannot, in fact, absolutely protect
privacy while providing for public access.

1.

Federal Government

The federal Privacy Act of 1974 was enacted for the purpose of providing
safeguards against the invasion of an individual's privacy through the misuse of
public records by federal agencies; it was amended by the Computer Matching and
·Privacy Protection. Act of 1988 to re'gulate the use of computer matching by federal
agencies. The Individual Privacy Protection Act of 1993, H.R. 135, would amend
the Privacy Act of 1974 by establishing the Privacy Protection Commission.
Although a number of commentators criticize federal privacy law as
inadequate, many believe that more attention will be paid--at both the federal and
state levels--to the issue of data protection in the near future due to the Draft
Directive of the Commission of the European Community (EC) which establishes a
high standard of data protection for individuals. Under the Directive, transfer of
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personal data between EC members and any third country or government would
be permitted only if the recipient ensures an adequate level of data protection.
The EC Directive will affect not only the federal government, but the individual
state governments--including Florida--as well.

2.

Other States

According to testimony received at the Joint Committee's Tallahassee public
hearing, 14 states currently have some type of fair information practices or data
protection legislation.
3.

Florida

Other than the two speakers invited by the Joint Committee to specifically
address the issue, most who testified at the JCITR

p~blic

hearings recognized the

need for some sort of data protection, but were concerned that whole classes of
public records would be closed because of the possibility that public access may
somehow be abused or misused. There is some merit to such concerns. However,
as was made clear at the public hearings, the misuse of public access is not a
question of privacy, but rather of unlawful conduct, and closing public records in
the name of privacy because of the criminal behavior of specific individuals is an
inappropriate response.
Nearly every year since 1985, the Florida Legislature has considered but
failed to pass different variations of data protection legislation, usually in the form
of a Fair Information Practices Act. The issue of data protection has become
particularly acute in Florida due to the recently enacted constitutional guarantee
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of access to public records, and to the European Community's Draft Directive on
data protection and its potential impact on the State's economy. In light of these
recent developments and the ever-increasing computerization of public records, the
Florida Legislature may need to revisit the issue of data protection and fair
information practices.

Conclusions and Recommendations
A.

Definition of Key Words
Based on the findings of this report, the following conclusions regarding the

definition of key words are drawn:
•

An electronic record is as much a public record as its paper counterpart,
and the current definition of ~tpublic record" in § 119.011(1), Florida
Statutes, is generally sufficient. However, the definition should be amended
to make it explicit that agency-created data processing software and
electronic mail are public records for the purposes of Florida's Public
Records Law.
Therefore, it is recommended that:

1)

The Legislature amend § 119.011(1). Florida Statutes. to make a clear and

unequivocal statement that agency-created data processing software and electronic
mail are included within the definition of public records. and are. therefore.
subject to the requirements of chapter 119. Florida Statutes. and article I. § 24 of
the Florida Constitution.
II

The terms "custodian" and "any person who has custody" are synonymous,
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and creating a statutory distinction between the custodian of a public record
and the agent or steward of that record for purposes of maintenance and
dissemination of such record may create inadvertent barriers to public
access. Furthermore, because only the Legislature may create exemptions
to the public access requirements of Florida's Public Records Law, making a
distinction between custodian and agent or steward (such as provided under
Oregon law) is not necessary.
Therefore, it is recommended that:
2)

The Legislature not amend chapter 119, Florida Statutes, to make a legal

\.

distinction 'between the custodian of a public record and the agent or steward of
that record for the purposes of maintenance and dissemination.
•

The "extensive" use provision in Florida's Public Records ;Law is like
"reasonable", a commonly-used term capable of many different meanings,
and' what is an "extensive use of agency resources" will necessarily vary
from agency to agency. However, agencies should be required to. define the
term "extensive" in their public records access policies, and to provide
written justification of such definitions.
Therefore, it is recommended that:

3)

The Legislature not amend Florida's Public Records Law to provide a

definition of "extensive" use.

B.

Cost of Access and Fees to be Charged
Based on the findings of this report, the following conclusions regarding the
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cost of access and fees to be charged are drawn:
•

In addition to the practical difficulties of questioning and verifying the
identity of requestors, there are serious public policy concerns and
constitutional issues inherent in distinguishing between users of public
records and assessing fees for access to public records based on the
commercial motivation of a requestor. However, some accommodation may
be necessary to allow agencies to recoup something more than the actual
cost of duplication for large volume requests which do not require extensive
use of agency resources.

•

The acquisition of new information technology systems should not be based
on the potential fees that may be collected for public access under Florida's
Public Records Law, but rather should be justified through a supportive
cost/benefit analysis.

•

Because of the difficulty in predicting the path of rapid advances in
information technology
.
. and the ease with which the access requirements of
Florida's Public Records Law could be avoided, allowing an exemption for
particular types of information technology is impracticable. Additionally,
exempting the commercial use of certain, specified public records raises
serious constitutional issues.

•

Determining the appropriate statutory fee for certain public records with a
commercial value would be extremely difficult, and such an approach may
be contrary to the spirit and intent of Florida's Public Records Law. In
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addition, those statutory provisions currently permitting assessment of a
flat fee for a copy of a particular public record should be examined to
determine whether such fees act as a constructive denial of public access
when the per record charge is applied to an entire data base.
Therefore, it is recommended that:
4)

The Legislature not amend Chapter 119, Florida Statutes. (1) to allow for

an assessment of fees for access to public records based on the commercial
motivation of a requestor. or on the potential commercial value of a particular
record: (2) to exempt a particular type of information technology; nor (3) to
establish a flat statutory fee for copies of public records with commercial value.
5)

The Legislature amend § 119.07(1)(a), Florida, Statutes, to allow agencies to

assess a reasonable charge for the labor and overhead associated with the '
duplication of large volume requests. and to stipulate that a certain percentage of
such fees be used to enhance public access.
6)

The Legislature amend those 'statutory provisions which

aut~orize ~;'flat,

per record charge to require the applicable agencies to establish a reasonable fee
for copies of an entire data base. Such fees should be permissive rather than
mandatory.

C.

Barriers to Electronic Access
Based on the findings in this report, the following conclusions on barriers to

electronic access are drawn:
•

Agencies should provide access to electronic records in the form requested if
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the agency currently maintains the record in that form. Additionally, a
statutory distinction should be made between "regular" requests, or requests
for records used in fulfilling the public duties or functions of an agency in
any form used by the agency, and "special" requests, or those requests for
records (1) not routinely developed or maintained by an agency; (2)
requiring a substantial amount of manipulation or programming by the
record custodian; or (3) in a form not utilized by the agency.
Therefore, it is recommended that:
7)

The Legislature amend chapter 119, Florida Statutes. to (1) stipulate that

agencies must provide a copy of a public record in the form requestea if the agency
maintains the record in that form; (2) specify that if the agency does not maintain
the record in the form requested, it has the option of either converting the record
to the form requested and charging the requestor a reasonable fee for such
conversion, or providing the record in some alternative form meaningful to the
requestor; and (3) make a distinction between regular requests, to which the
current statutory fee provision of § 119.07(1)(a), Florida Statutes, would apply,
and special requests, which may trigger the extensive use fee provision in
§ 1 19.07(1)(b), Florida Statutes.

•

The rapid emergence of information technology during the past two decades
has dramatically enhanced the ability of public agencies in Florida to create,
manipulate, and disseminate information. However, because public access,
including the redaction of exempt information, is not always considered in
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the design and development of new information technology systems, barriers
to public access have been created.
•

Access to public information should not depend upon the form in which the
public records containing such information are received, compiled, stored,
accessed, or disseminated, and the purpose of Florida's Public Records Law
should not be impeded by technology or frustrated by an agency's
adaptation to the computer age.
Therefore, it is recommended that:

8)

The Legislature amend chapter 119. Florida Statutes. to track the language

in the Department of State's rule on the long term storage of public records. thus
(1) requiring all state and local agencies to conside~ public access. including the

redaction of exempt information. in the design and development of all new
information technology systems. or when making major modification to existing
systems; and (2) precluding such agencies from entering into any contract or
agreement which would impair the tight of the public to inspect or copy any
nonexempt public record.
•

Agency-created software is a public record under Florida's Public Records
Law. However, whether the status of such software as a public record
places it in the public domain and thus renders it uncopyrightable, is a
question of federal law which can only be answered by the courts.
Therefore, it is recommended that:

9)

The Legislature preserve § 119.083. Florida Statutes, until the provision
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comes up for sunset review on October 1. 2000. or until the issue is addressed by
the courts.
•

The increasing use of proprietary software by public agencies in Florida has
created barriers to those seeking access to the public records controlled or
manipulated by such software.
Therefore, it is recommended that:

10)

The Legislature amend chapter 119. Florida Statutes. to require all state

and local agencies utilizing proprietary software or software copyrighted by a third
party to either (1) obtain a license for such software so that copies may be
provided if necessary to manipulate a public record; or (2) assure that such
software is capable of translating the data controlled or manipulated by the
software into some universally machine-readable form.
•

. In light of public policy concerns and the spirit and intent of Florida's Public
Records Law, the copyright of public record data bases should not be
authorized under Florida Law.
Therefore, it is recommended that:

11)

The Legislature not amend chapter 119. Florida Statutes. to authorize the

copyright of public record data bases.
D.

Privacy and Data Protection
Based on the findings of this report, the following conclusions regarding

privacy and data protection are drawn:
•

Currently, there are over 500 exemptions to the access requirements of

2.71

Florida's Public Records Law which provide some level of protection for an
individual's right to privacy. However, because an individual's right to
privacy is specifically second to the public's right to access under Florida's
Constitution, the right to privacy cannot be absolutely protected under
Florida Law.
•

The European Community's Draft Directive, which restricts the transfer of
personal data to any government which does not ensure an adequate level of
data protection, will have a negative impact on Florida's economy if Florida
does not enact a data protection law.
Therefore, it is recommended that:

12)

The Legislature enact a Fair Information

P~actices

Act, which, at a

minimum, requires all state agencies to: (1) compile an index of all data bases
containing personal information maintained by the agency; (2) permit individuals
access to the non-exempt personal information collected on them and maintained
by the agency; and (3) provide individuals the opportunity to verify the accuracy of
that personal information maintained by the agency.

E.

Other Conclusions and Recommendations
Based on other findings of this report, the following conclusions are drawn:

II

Many of the problems and issues surrounding access to electronic records
stem from a lack of understanding of the requirements of Florida's Public
Records Law. Additionally, many record custodians are concerned that the
access policies they develop do not conform to chapter 119, Florida Statutes,
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and there is no model rule or policy to assist them in developing access
policies.
Therefore, it is recommended that:
13)

The Legislature amend Florida law to require the Department of State to

0) develop a model access policy through formal rule-making procedures: and (2)
establish a training program for record custodians on the requirements of chapter
119. Florida Statutes.
14)

The Legislature amend chapter 119, Florida Statutes, to require all state

and local agencies to develop written access policies based on the model policy
developed by the Department of State:' .
•

As new forms of information technology continue to be developed, questions

concerning Florida's Public Records Law will continue to arise.
•

Private citizens frequently experience difficulty in accessing public records
due, in part, to the increasing computerization of such records.
Furthermore, the only means' of enforcing the public's right to access
government records is to file suit, which may be costly as well as
intimidating to the average citizen.
Therefore, it is recommended that:

15)

The Legislature create the position of an independent Public Records

Advocate to (1) address public access and data protection policies and issues on a
continuing basis; (2) assist the Department of State in promulgating a model
access policy; and (3) assist the public in accessing public records and to serve as
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the representative of the public interest when public records and data protection
issues are before the Florida Legislature.
•

Providing access to public records is an inherent part of the public function
of all state and local agencies.
Therefore, it is recommended that:

16)

The Legislature create an intent section in chapter 119. Florida Statutes.

which stipulates that providing access to public records is a function of all public
agencies and that information technology be used to enhance not frustrate access.
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THE PRIVACY COUNCIL AND THE PRIVACY ADVOCATE:
AN OVERVIEW

The Privacy Council and the Privacy Advocate were created by Wisconsin Act 39, as
amended by 1991 Wisconsin Act 269.
The Privacy Council advises the Privacy Advocate on policies and procedures regarding
the collection and use of personally identifiable information held in government records
and the right of an individual to inspect, copy and challenge that information. The Council
may recommend privacy legislation relating to personally identifiable data.
The
appointments of the nine Privacy Council members are approved by the governor to serve
three-year terms, although five are nominated.:by other state officials. The Privacy Council
appoints the Privacy Advocate from;outside the classified service.
The Privacy Advocate promotes policies that protect individual privacy at both the state
and local levels of government, provides citizens with information on their rights under
Chapter 19, Wis. Stats., and assists the individuals in obtaining and challenging identifiable
data that is stored electronically or on paper. The Advocate may also recommend, as
appropriate, statutory changes to the governor, the legislature, and local units of
government. The Privacy Advocate is also responsible for publicizing the Registry of
Records Series and assisting individuals requesting information about the Series. Finally,
the Advocate publicizes a sununary of case law as well as Attorney General opinions that
relate to the collection, maintenance, use, sharing or archiving of personally identifiable
information held by government authorities.
The development of privacy legislation was based upon the recommendations of a Special
Legislative Council Committee on Privacy and Information Technology. Draft legislation
was inserted into 1991 Assembly Bill 91 (the Biennial Budget Bill), and ultimately was
enacted into law as 1991 Wis. Act 269. The Special Committee also recommended the
creation of a Joint Legislative Committee on Information Policy which first convened
during the legislative session in February 1994. In developing its proposals, the Special
Committee reviewed court decisions related to informational privacy, federal legislation,
and legislation developed in other states. This review showed that the courts have not
developed clear and consistent constitutional principles of informational privacy, and that
any development of such principles would need to be done through legislative and
administrative bodies. The major provisions of the resulting legislation are summarized on
the following page.
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Highlights of the Privacy Law
1991 Wisconsin Acts 39, 269 and 317:
A. Create a Privacy Advocate who will protect the privacy of personally identifiable information
collected or maintained by state and local government authorities. The Advocate will help citizens exercise
their privacy rights and act on the behalf of any individual before a governmental agency to resolve their
privacy concerns. Finally, the Advocate will review state and local policies and procedures regarding the
government's use of personal information.
B. Create a Privacy Council to advise the Privacy Advocate and make legislative recommendations.
C. Create a Legislative 10int Committee on Information Policy to review information management
policies and practices of state and local units of government and related legislation.
D. Create a Registry Records Series identifying data bases held by state agencies that contain
personally identifiable information.
E. Direct state and local governments to develop. procedures to insure the confidentiality of personally
identifiable information maintained in public records to the extent permitted by law. Procedures include:
(1) Developing rules of conduct for personnel.
.
(2) Collecting information that may result in an adverse determination about an individual directly
from the individual or verifying it.
(3) Giving individuals the opportunity to inspect, copy, and challenge information about themselves.
(4)' InSuring that any form state agericiesuSe to collect perSonally identifiable information indicates
whether personal information is likely to be used for any secondary .purposes.
F. Require state governmental authorities to specify the purpose and justification for using (or allowing
the use of) personally identifiable information matched under a "computer matching program"; prohibit state
authorities from using information resulting from computer matching to deny an individual benefits of rights
. unless the individual has .been notifiecLor the authority finds that.:the informatioq.isreliabl~.
G. Allow an applicant for state or local government employment to specify that his or her identity not
be disclosed: (a) until time of employment certification in the state's classified service, or (b) if she or he is a
"final candidate" for a public office that is not in the classified service.

H. Prohibit the disclosure of the identities of public library borrowers and users.
I. Require the Department of Transportation (DOT) to allow individuals to request that names and
addresses not be given out from motor vehicle title, registration, or operating records or driver's license or
identification card records when the DOT releases 10 or more names and addresses from such records.
1. Prohibit state or local government authorities from selling or renting individuals' names or addresses
of residence for profit.

K. Direct the attorney general to summarize case law and attorney general opinions relating to
personally identifiable information collected or managed by state and local authorities.

L. Create civil remedies and penalties for certain violations of these provisions.
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MAJOR STEPS IN THE PROCESSING OF A REQUEST TO INSPECT
A RECORD MAINTAINED BY AN AUTHORITY THAT CONTAINS
PERSONALL Y IDENTIFIABLE INFORMATION
(AS AFFECTED BY 1991 WI ACTS 39 AND 269)

Authority receives
request to inspect
the record

Inspection
governed by a
specific 18w?

Inspection
authorized under
st8tute (1)(a) Open RecOrds

Request processed
under that 18w

Requester
Identifies self and
state that the purpose
of the request is to
inspect records·
. pert8ining to the
requester?'"

L8w

Inspection
authorized under
statute [llla) Open Records
Law

".' '.:.

Request Granted
Inspection
authorized under
s. 19.35 (q(am)Individual Access

Law
Request Denied

TAn individual may authorize another person to make the request on his or her behalf.
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WISCONSIN LAWS RELATED TO PRIVACY
SUBCHAPTER II - PUBLIC RECORDS AND PROPERTY
SUBCHAPTER IV - PERSONAL INFQRlVlATION PRACTICES
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SUIlCHAI'TER II
PUOLIC RF.CO·RDS AND PROPERTY
19.21 Custody and delivery 01 of1lclal property and
records. (1) E:.lch :~nd every offic~r ~f the state, or of any
~ounty ..to\~n. ~I\y. vIllage. ~chool dlstnct. or other municipal.
lly or dIstract, IS the legal custodian of :Ind shall safely keep
and preserve all property and things received from the
offict:r's prede:essor or oth~r persons and required by law to
be filed. deposited, or kept 10 the offiocr's office, or whieh are
in the 1:lwful possession or control of the offieer or the
ollicer's deputies, or to the possession or control nf which the
officer or the officer's deputies may be lawfully entitled. as
such officers.
(2) Upon the expir<ltion of each such offieer's term of
office. or whetlt:ver the: office bc:conles vacant. the officer. or
on the onicer's death the officer's legal representative, shall
on de~and delive: to the officer's successor all such property
and things tht:n III the officer's custody. and the offieer's
successor shall receipt therefor to said officer. who shall liIe
said receipt. as the case may be. in the office of the secretary of
state, county clerk, town clerk. city clerk. village clerk, school
district clerk, or clerk or other secretarial officer of the
municipality or district. respectively: but if a vaC<lney occurs
before such successor is qualified. such properly and things
shall Ix deliv:red to and be receipted for by such secretary or
clerk. respecltvcly, on behalf of the successor, to be delivered
to such successor upon the latter's receipt.
(3) Any person who violates this section shall. in addition
to any other liability or penalty, civil or criminal, forfeit not
less than S25 a:'~r m~re than 52.000: such forfeiture to b$
en~o~ced by a CIVIl action 011 behalf or. and the Pfbc.ocds to b~'
paId IOtO the trcasury or the state. lIlunicipality,.of district •.as
the case may be.
'. .'
(41 (a) Any C!ty council. village board or town board may
prOVIde by.ordmance for the ~estruction or obsolete public
rec.o.rds. Prior to the dest!"uclton at least 60 d<lYS' notice in
wn~\IIg o~ such destrucllon shall be gi\'en the historical
socIety whIch shall preserve any such·records it determines to
be
hi.storica~ in~erest. The historiC<lI socicty may, upon
appllcallon. waIve suc,h notice. No assessmcnt roll containing
forest crop acreage may be destroyed without prior approval
of the secretary or re'lenue.
.
(bl The period of 'time any town. city or village public
rec~ru is kept before de~truction shall be as prescribed by
ordlO(lnce unles;; a SpeCl~C pe~od of time is provided by
statute. The penod prescnbed 10 the ordinance may not be
less than .2. years with respect to water stubs. reocipts of
cu:~ent bllhn~s. and customer's ledgers or any municipal
utlhty. and 7 yea'rs for 'other records unless a shimer period
has been fixed by the public records and forms board unde
16.61 (3) (e) and except as provided under sub. (7).
rs.
(c) An,Y local government<ll unit or agency may provide fo
the keepmg and ~rcscrvation or public records kept by tha~
governme!ltul un~t through the usc or microfilm or other
rcproducllve deVIce. A loca. governmental unit or agen
sh:tll make such provision by ordinanoc or resolution A~
. n~
. ' .
suc I1 aCllon by a subunll or <I local governmental unit 0
agency shall ?e i~ ~onrormity with the action of the unit o~
agency of willch II. IS a part. Any photogmphic reproduction
of a recunl auth~r~zed to he reproduced under this paragraph
IS de.el1led an onglllal rccord ror all purposes if it meets the
applicable standards el't .. blisheu in s. 16.61 (7). This para.
grap~1 does not <lpply to public records kept by counties
c1ectlOg to be governed by ch. 228.
(el1l) P:,r?graph (c) does not appl)' to court records kept b .
a clerk (11 CIrCUIt COllrt and subject to SCR chapter 72.
)
(5) (a) ~ny county .h:IVinll a population of 500.000 or more
may. provluc by ordll\ance for the destruction of obsolete
public records, e:otcept for COllrt records subject to SCR
chapter 72.
(b) An~ county h:~ving a population of less than 500.000
may. prOVIde by ordlllancc for thc destruction of obsolete
pubhc recordl'. subject to ss. 59.716 and 59.717. except for
court records governed by SCR chapter 72.

0T
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(c) Tltl! period of timc <lny public record shall be' kept
before dl!litruction shall be dcternlincd by ordinance' except
tll<lt in all counties the specific period oflilne e:otpressc:d within
s. 7.2:\ or 59.715 or any other law requiring a spccillc
rctentitHI period shall apply. nlC period of tilnc prescrihed in
the ordinancl! for the dcstruction of :111 records not governed
by s. 7.~3 or 59.715 or any other law prcscribing. a specific
retention period lIIay not be less than 7 years. unless a shorter
pcriod is lixed by tht: public rccords and forms board under s.
16.61 (3) (el.
(d) I. Except as provided in sub.!. 2. prior to any destruc·
titlll of rccords under this subsection, except those specified
within s. 5<1.715. at least (,() days' notio: of such destruction
sh:11I he gi\'l!n in writing. tuthe histMical stlcicty. which may
pr~'Ser\'e any recMds it determines to be IIf historical interest.
Notice is not required for :IOY records for which destruction
has previously been approved by the historical sociel\' or in
which the society has indicated that it ·has no intcr~st for
historic .. 1 purposes. Records which have :1 confidential char·
:Icter while in the possession of thc original c~todian 'shall
retain s'lIch confidential chamcter after tmnsfcr to the histori·
cal socicty unkss the director of Ihe historical societ\·. with
the concurrence of the (lriginal cu"odi;,n. d.:termin~s that
such rccords shaU be made ..ccessibl~ to the pu'blic under such
proper and rcason<lblc rules as :the historic:II soci~ty
prollluigatcs. .
. '
2: SubdiviSIon I.·does not apply 10 patient hcalth car,
records. liS defined ill s. 146.8 I H).lhat.arc in the custody or
control of n public health :Igency. as.dc:lj"ne~ in s. 140.03 (II
(c).

•

.

(el The county board 'o(any county may provide, by
ordinance.n·p'rogram for the keeping. preserv-",tiori. retention
a.od disposition. or public records including the establishment
or:! committee OIi public records and may institute a r(C~rds
m·anagem.:nt.servicc.for the counly and may appropn at'
runds to accomplish such purposes.
.
m District attorney records an: slate records and arc
subject to s. 978.07.
.
•
(6) A school district, except a 1st class city school district.
may provide ror the tiestruetion of obsolete school a;ecor<J:Prior to- any such destruction. at. Icast 60 days' notice In
-riting of such destruction shall be given to the hi~torical
:,acty. whic.h shall preserv.e any rccor?s it determines to be
fhistorical mterest. The tllstonC'.l1 socIety may, upon appli.
~tion. W'.live the notice. The period or time :I school district
((Cord shall be kept before destruction shall be not less than 7
• )"~rs. unless a shorter period is fixed by the public records
: ~'nd forms board under s. 16.61 (3) (e) and except as provided
. under sub. (7). This section does not apply to pupil records
under s. 118.125.
.
• (7) Notwithstariding any minimum pcriod or time for
recention set under s. 16.6.1 (J) (cl. imy taped recording of a
meeting. as dcfincd in s. 19.H2 (2). by any governmental body.
3S delined umler s. I ..un (II. of a city. village. town or school
district may be destroyed no souner than 90 days aftl!r (he
minutes have becn appnl\"c:d and published if the: purpos.: of
the recording was to make: miliutes of the meeting.
.
(8) Any !lletropolitan sl!wer.lge commission created ·under
$S. 66.88 to 66.918 may providc for the destrtlction of obsolete
commission records. No n:cord of the metropolitan sewenlge.
district may be dcstroycd e.'(cept by action of the commission
specifically authorizing the destruction of that record. Prior
to any dest ruction of records under' this subsection, the
commission shall give at kast 60 days' prior notice: of the
proposed dcstruction to the l'tate historiC'.!1 society, which
may preserve reconls it de:termines to be of historical intercst.
Upoli the applic<llioll of the cOlllmission. the: slate historical
socIety may waive this ntltice. Except as provided unda sub.
(7), the commission may only destroy a rccord undcr this
subsection after 7 years dapsc from the date of the record's
creation, unless .. shorter period is fixcd by the publil! records
and rorms board undcr s. 16.61 (3) (el.
H,isIQrv: 1971 c. ~tS; I'J7S c. ~I s. 52; t917 <.202; t97q <.35.211; t98t <.
191 •• s~;;lJs; 19KI c.3S0 s. t3: 19ftl c. )91; t983 •• 53!: t,)85 •. tSO n. 11. 10m:
19850. _oS: 19H5a.112 s. 2S1 (I); Sup. CI. Order. t.16 W (1<1) X\';;;: t987 a. t47 .
n. 20. 15; tllKII iI. 24K; I'NI •. 39. t8S. 316.
~bndamus petiltUn co inspc:t.:t count)' hospital's tlOllistic;s1 3dminist~tivc:
l.nd other tcc.onls ':lOt uJcntir~'\blc with individu:al ralicnts. U;tcs c;use orac~
:~I~ ~~~cr thl" tCCII ..ln St.lte: cx rei. O:siton v. Mundy, 1(0 \V (1d\ 190. 2S7 NW

"ul~(' d;cH" .rt"". IttC Utu.C Itc!' ~"'CI' (IW' ruhtic iU'ftc'C'CkHt. Ncv..'(UPCN. lu~.
•• lIreier. M'I \Y (~~, ~11. !7'1 NW (!~, .", (19791.
S« nul< ttt 'I6f(,.!6. ,-. . WIt: In re WiL f'II'lily ('".,unldin, 5cni«1 ¥. State:. ~$
w I!d) 1170. l'Il NW (~dl Ct.1I (C •• API'. 1980,.
b::lntin.u"'tu ur birth r«..,ul1 Qntt..Cb< dental tintrtf ~"2U" tftc exatn ..
iMf ha,:a ..:... n"tcrdal ~1(P.'..e. 51f Au)', \1<". (".
.
.

!\(c nt\tc ht ItUCI. clfiuS:! (,0 Any.

,~.

9.

Insl\cXli"tn tlr pu"'lM." tn'tln.hi ul" .. iltC\1 under uOki:at pkcJ6:CS or confitlcntiality mOt)' ~ t1ctu~-U ""here: .. t.:1c~r pkdgc h:u; Ixcn m::lUC in onJcr (0 obtilin the
infurtn;IIUl" ...'hc« the rlcll~c """:u nd"CSt:uy hi ObiOli" tl~ information. and
where th(' ..:utht(Ii;,m lI(lcr",in~ 111011 Ihe tunn to Ihc puhlic inlCfest resulling
(wm it,,~,,·ttol1 woulJ outweigh Ihe public intercst III (ull access to rnablk
ra.'unh l·lI"~htth.UI nUISI rcrmit iu~p."Ctitln uriu(ortll:1.iof\ tubmiuct.l under .Ut
oOi"'I~1 pi.:"'!;;!;." Itf t:t",lid!;'"I'(I~lity w~l.:rc IIIC orrlCi:t1 (If OIgeney h:uJ ,pecific: 11:11"lory 04uthunl)" ttl ret.1t11re lho SUhllIlUlun. 60 Atty. Gen. 2g~,
'niC ri!!ltl h. imt,«uun .uI,1 ~tlprtllc or ruhlic rccurcJs in .JC'CC11u.a.lilCd ofrK~) ,1iSC'us~tI, 61 AU". Gcn, I.:!:.

lIuhlilo! r ......:unls tuI1j<.." hi 1IIII'<t.:II,," autl "'''pying hr .mi· r<hUC1 """uM ill'

clude hst .,( ,tntJem. ;.I\\·.lItin~ parlictll.lr ptugftUI1 in ..

,"'ny. Gcn,

~11.

vrA E diurk:1 SCh\HII. '"

The III\<,,"I\CIII llottant 4:0111 \tnl)' \Iell)' nk"tnl~rs uf the ,tuhlk: (tom '",peeung
anu t:opyUl~ .....uliutls "If the miuutcs rehlling h. the investment or stale ruu\h
iIInd dt\(umcnu: rcrt:uniug thereto on a cOIsc-hy-couc h;asis \Io'h<r~ ,*iillid rCOIsons
(,It tlcni.,1 c.,h.t :lml .arc: sp:cially II Oiled. 61 AUy. Gen. 361.
Math:rs :'&lul UOCUIIICIttS in the: (,,,ssallon (If control of schuol district 00,a",ls COitlOliuiut: iuf,ufHaliun ctJuc-:rniug the ubrics. indudin!f (rinse benefits.
f'\<IuJ to mdivulu;al tcaclu:rs lire: IIl;UI~rs or puOtic ra:unJ. 6) Au)'. Gen. 143.
.Ctllllltt\ut school dlstricts:t~ prcsc1ltl)' withuut authority to deslroy records
"h,"h rail wi.hin (It an'" .. hid,.r< nul p"pil rceorlls unller 118.1~5 (I,. Where
(,u)' S4.iut<'ll disuict is invtll\'C\1. city cnuncil cuuld hy Ofdtn2ncc rrovidc (or
U~llruC'tll," u( obstllctc teh .....1district (<<ortis under (5) (ai, Maninc of public
r""orlls as reb.al "' s.:huul di",i<: .. dis"us<al. 63 Ally. Ge,'. ~n.
Oep.rllllen. uf .dllliniSlra.iun I'mbably bas au.hori.y un.ler I "and IY.21
(2). 197Y s.alS .• lnuw sec 19.351'<1 provide priva.e corpor.lIi.", ...;.h ame""
ready cory uf
b .. s which is p<oduct or prin.ou. or c~'RIpu.er stored
publi..: rc:cords if \'''Osts .I(C "Iininl:tl. SI:ucannut c:untr.u."t on a continuing b~sis
Cor .h. furnishinc uf .his scn;"". 63 AllY. G.n. )O:!.
Scnpe oC .he du.y or .h. ,ov.",or.o IUOW m«lIbcn ui .he publ;': '0 ".
amllle and copy public records in his cus.ody discus.. d. 6) Ally. Gm. 400.
Public's righl 10 in,pect wnd acquisi.ion liles .. r Ihe dCl"'t1m<n' of nAlu",1
retource> and fda'ion,hip wi.h 66.17 discu1Scd. 63 Ally. Gen. S73.
Fin:..nc:ial st:ltcnlcnts hied in connC'Clion with applications ror mOlor vchi·
dc dcal.n· and mo.or .. hi<:le ""Ivase dealer,'licenSC1 are public records und«
(2). suhjec ••n linli.a.iuns. 66 Ally. Gen. 302.
Sheriff, radio log. inlr~lleparlmen ••1documents kepI by sheriff and blood
test r,,-"ords or dcce:.lSed automobile drivCfs in h!1nus or sherirr 2rc public
records under C21. subjec •• " limi""i"n,. 67 Ally. Gen. 12.
rlans and ,pecific-• •ions liled wi.h OILlfR und« IOI.I~ arc rublic records
under 16.61 a"d 19,~1 and are available Cor puhlic in'pcc1inn. ~7 Ally. Gen.

"UI""

~14,

Unuer (I). district OIlhlfliCYS ntUst prcscn'C IIhJdinltd} r:apcu of ill dc.x."U·
mcotary nature. cviucl1cin~ aCl1\'itics ,If rmSC\:UlOr"'\ .,nkc. 6M Any. Gcn. 17.
Ri~hl to rriwc"y taw, 1(11$,50. d"tC'S nol OI,r«t tlutiC'S o( cust\-.J.i.:an n( publk
r<:<:ords under 19.~1. 6R .'1.11). ("",,,.I>.~.
Right to 6~lUillC: ",nu ~upy CUm(1ul<r·';l\lraJ i"(unn;.t.u,,n discussed. (..t(
Ally. Gen. 23 I.
,
Ar.er .r.nscrip. uf CUUrl pr"","llin~s is liIal "".h clerk <UUrI. any peno,,'
may .. amine or copy '",,,,,,rip" 6H Ally. Gen. J D.
Count)· under ~OO.oon m:l)' t.lc1.trtl~· Oh1:111C1.e c.ase r«orcJs m:lint:J.incd by
coun.y sodal ,e,.;"es a~encY under ~8.5911 1.70 Ally. Gm. I~~.
. VT Ac ,.II strict is "school Jistri1..,t"' Ulttkr (6" 0lslr1(.'1 mOlY nC'l{ n.u.intnin
reeonh Cn microfilm. 71 Ally. Gen. Y.

"r

19.22 Proceedings to compel the delivery of offtclal property. (1) Ifany public officcr r.:fusl.'S or neglects to dcliver to
his or her successor any official property or things as rcquired
'in s. 19.21. or if the property or things shall come to the hands
of any other person who refuscs or neglects. on demand. to
ddiver them to the successor in the oilil:e. the suecc:ssor may
makc complaint to any circuil judge fM lite counly wh.:rc thc
person refusing or ncglecting resides. If Ihe judge is satisfied
by the oath of thecolll plain ant and olher lestimony as may be
oITered Ihat the property or things arc wilhhdd. thc judge
shall gr.tnt an order directing the person so rdusing 10 show
I.:ausc. wilhin some short and reasonable lime. why the: person
should nut be compelkd to deliver the property M things.
(2) At the time appoinled. or at any olhe:r time: to which the
matter may be adjourned. upon due proof of service of the
order issued under sub. (I). if Ihe person eomplain.:d againsl
nmkcs "ffidavil h.:f"r:: the judge Ihat (the person has dclivercJ (0 sud I slIl.'<:essllrl all the official property and things in
the Ill:rson's ..:ustody or possession pcnaining. 10 such officc,
whhin the person's knOWledge. Ihe person complaincd
against shall'be discharged and all furl her proceedings in the
matter before such judge shall cease.
NO"rE: The br.('kfifol.lllineUIllt::~ "as in.d.,trt~ll)" ontiut'd b~' I~t \Vis. Act
316, which was enlctC1i untlu J. 13,93 (1) (m) .nd th«t(urt
no \U~t.ntin

h.,

C'(fK1.

(3) If the person complaincd against does not make such
anidavit the matter shall pro..:ccd as follows:
(a) The judge shall inquire further into the matters set forth
in thc complaint. and if it appears Ihal any su..:h property or
things are wilhhcld by the person complained againsl thc
judge shall hy warrant commit the person complained against
to the county jail, there to relllain unlil Ihe dc:li\'cry of such
property and Ihings (0 thc complainant or until the person
COlllolaincd al!ainSI be otherwise Jisdtarged according to

law.
(b)1C r.:... uir~d by the ..:omplaillallt III<: judge shall also issuc
a warmllt. dir.:cled 10 the shcriIT or any constablc of the
county. commanding the sheri IT or ..:onslablc, in thc daytime
10 search such pl:•..:es as shall be designated in su..:h warr.tnt
for such official properly and Ihings as were in the cuslody of
Ihe onicer whose lerm of officc cl(pired or whose oni..:.:
bccamc vae:UlI. or .,1' which Ihe officer was Ihe legal custodian. :lIId seize and bring them before thc judgc issuing such
warr:lnt.
(cl When any such propc:rty or Ihings arc broughl bcfore
thc judge by vinuc of such w:.rranl. thc: judge shall inquire
whelher the same p.:rlain to slIch,oOiec. and if it thereupon
appC::lrs Ihat Ihe property ur IhingS pertain Ihercto Ihe judge
shall ordcr the delivery of Ihe properly or things tu the
complainant.
I
His.ory:

1~77

c.

~49:

1991 a. )(4.

19.23 Transfer of records or materials to hlslorlcal society. (1) Any public records. ill any stale oflicc. that arc not
required for current use m:ly. in .the discretion of the public
records and fonns board, be transferred into the custody of
the historical society, as provided in s. 16.61.
(2) The proper officcr of'any county. cily. village. town,
school district or other local governmental unit. may under s.
44.09 (I) oITer title and transfer custody to the historical
society of any records deemed by the society to be of
pennanent historic:ll importance.
(3) The proper officer of any court may. on order of the
judge of that court, transfer to the historical sociely title to
such COUrl records as have been photographed or
microphotographed or which have been on rile for at least 75
years. and which are deemed by the society to be of pennanent historical value.' .
(4) Any other :lrticles or materials which are of historic
value and are not required for current use may. in the
discretion of Ihe department or agency where such articles or
male rials are located, be transferred into the custody of the
historical society as trustee for the state, and shall thereupon
become part of the pennanenl collections of said society.
His.ory: 1975c.41 s.5:!; 1981 e.l50s.ll: 1985I.180s,30m: (987 •. 147

s. 25: 1991 1.226.

19.24 Refusal \0 deliver money, etc., to successor. Any
public officer whalever, in this state, who shall. at the
expiration of the officer's tenn of office, refuse or wilfully
neglect to deliver, on demand, to the officer's successor in
office, after such successor shall have been duly qualilied and
be entitled to said office according to law. all moneys,
records. books, papers or other property belonging to the
office and in the officer's hands or under the officer's control
by virtue thereof, shall be imprisoned not more than 6 months
or fined not more tlian SIOO.
HiSlo')': 1991 •. 316.

19.25 State officers may require searches, etc., without
lees. The secretary of Slate, treasurer and attorney general.
respectively. are authorized to require searches in Ihe respective offices of each other and in the offices of the clerk of the
supreme court. of the court of appeals, of the circuit co urIS, of
the registers of deeds for any papers, records or documents
necessary to the discharge of the duties of their respectiv.:
offices. and to require copies Ihereof and el(tracts Iherefrom
wilhout the payment of allY fee or charge whatever.
HiSlo')': 1977

<. 187. 4-l9.

19.31 Declaretlon of policy. In recognilion of the fact that a
representative government is dependent upon an infonned
electorale. it is declarcd to be Ihe public policy of this state
Ihat all persons are cnlilled to the greatest possiblc infonnation regarding the affairs of government ,lIId Ihe ollicial acts
of those oflicers and employes who represcnl them. Further,
providing persons wilh such information is declared to be an
essenlial function of a rcprcsenlalive government and an
integral part of the routinc duties of ofliccrs amI c:mploycs
whose responsibility it is to provide such information. To that
end, ss. 19.32 to 19.37 shall be construed in every instance
wilh a presumplion of complcle public access. consistcnl with
(he conduct or vovI"'rnn1rntai htl~inp",<: Th,.. ,i,.";~d "r "Hhlir
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a.:.:ess gel~erall)' is e;unlrary 10 the public illlere51. and only in
an c:xccplloll:Il case; Inay n(.'Cess be denied.
lIi<llIr)': I~KI c )H ..Nt.
Th. \\,i",,,,,,,,, I'uhhc rcc""I. '" .... (,7 MI.R 6S(1?~)).
~Iunu:i(lal rcsf1\tI\1ihilit), muJcr Ihe \VISCU"Sf" r~"scd public

rC\'l1(f.,b l;1W,

l\lalunC'y. \\,1111 J;'IU .• (HO

The f1u~lic records law :uld lilt" WiscC'n\tn ucpiHlmCf11 nr (evenue. u(tylt"rr.
WUO Dc<. I?H).
The \\,i'S. "1'<'1t rccurU1 aCI; .tli urtf.He on Inues. Truhck oand Fo!(y. WI1U
Aug. 1936.

19.32

Definitions. As used in 5S. 19.33 to 19.39:

(1) "Authority" means any of the following having eus.

lodv of a record: a state or local omce. elecled omcial
a'!c;,,:y. board. commission. committee. council. departmen;
or publi.: body corporate and politic created by constitution.
law. ordin:lOce. rule or order; a governmental or quasi.
governmental corporation except for the Bradley center
sports and entertainment corporation created under ch. 232;
any public purpose corporation. as defined in s. 181.79 (I);
any court oflaw; the assembly or senate; a nonprofit corpora.
tion which receives more than 50% of its funds from a county
or a municipality. as defined in s. 59.001 (3). and which
provides services related to public health or safety to the
counly or municipality; a nonprofit corporation operating an
ice rink which is owned by the state; or a formally constituted
subunit of any of the foregoing.
(1 m) "Person authorized by the individual" means the
parent. guardian. as defined in s. 48.02 (8). or legal custodian.
as defined in s. 48.02 (II). of a child. as defined in s. 48.02 (2).
the guardian. as defined in s. 880.0 I (3). of an individual
adjudged incompetent, as defined in s. 880.01 (4). the personal representative or spouse of an individual who is de.
ceased or any person authorized. in writjng. by the individual
10 exercise the rights granted under this section.
(1 r) "Personally identifiable information" has the meaning
specified in s. 19.62 (5).
.
(2) "Record" means any material on which written. drawn.
printed. spoken. visual or electromagnetic information is
recorded or preserved. regardless of physical form or characteristics. which has been crea ted or is being kept by an .
authorilY. "Record" includes. but is not limited to, handwrit·
ten. typed or printed pages. maps. charts, photographs. films.
recordings. tapes (including computer tapes). computer
printouts and optical disks. "Record" does not include
drafts. notes. preliminary computations and like materials
prepared for the originator's pe'rsonal use or prepared by the
originator in the name of a person for whom the originator is
working; materials which are purely the personal property 0+
the custodian and have no relalion to his or her office:
materials 10 which access is limited by copyright. patent or
bequest; and published materials in the possession of an
aUlhority other than a public library which are available for
sale. or which are available for inspection at a public library.
(3) "Requester" means any persoll who requests inspection
or copies of a record.

absencc or a designation the
J .r this suu..:hapter. k'In the'm
ic'
..
highest ran IIIg 0 Icer and the
uc f a d Inlnlst.ra.
JUl. ,"'i.:cr. if any. arc the legal cuslodians' for the authOrity.
live < III
.
I I
I .
. h f II
The leg:d .:ustl,dwn S la I. be vested by the aullorlty WII u
I'" I power III render dcclslons and carry out the dUlles 01 the
.c~l~oriIY umler this sub..:hapter. Each authority shall provide
~I~C n:u"e ,,': the legal cllstodian and ~I description of Ihe
n;lnl re l'( IllS or 'hcr dUlles under tl~ls subchapler .to all
elllpl"yes L,f Ih.:. au.'honty c.'llrusled wllh records subject to
Ihe kg;d custodian s supervIsion.
(5) Nl'lwilhstanding sub. (4). if an authority specilied in
. II (.11 e'r Ihe m.:mbers or such an authority are :Ippointed by
:~';Iher OIullwrily. Ihe appninting authority may designale a
lc~al,:usI,'dian f,lr n:.:onls or the .au~horilY or members of Ihc
~1;lhoriIY appointed by the appOtnllng authOrity. exccptthal
ifsuch an aUlhority is allachcd for administrative purposes to
am'lher authority. the authority performing adminislrative
dUlies shall designale the legal custodian for the authOrity for
whom administrative duties arc perfomled.
(6) The: iegal cusilldian of records m.aimaine.d in a publicly
Oll'ned or kased huilding or the authOrity appolllllng the legal
custodian shall designate on.: or more deputies to act as Icgal
custodian of such records in his or her absence or as otherwise
rcquir.:d to respond to rcquests as provided in s. 19.35 (4).
This subsection docs not apply to members of the legislature
or to members of any local governmental body.
(7) The dcsignation of a legal custodian does not affect the
powers and duties of an authority under this subchapter.
(8) No elccted omcial of a legislative body has a duty to act
as or designate a legal custodian under suo. (4) for the records
of an\' cO~lI11ittec of the body unless the omcial is the highcst
ranki~1! llrlicer or chief \ldministrative omcer of the committee or is designated the legal custodian of the committee's
records by rule or by law.
History: 1981 c. 335.
UII hority'$
c

19.34 Procedural Informallon_ (1) Each authority shall
adopt. prominently display and make available for inspec.tion
and copying at its oflices. for the guidance ?f t~e pubhc. a
notice containing a description of its organtzatlon and the
eSlablished times and places at which. the legal custodian
under s. 19.33 from whom. and the methods whereby. the
public may obtain information and access to records in its
custod\,. make requests for records. or obtain copies of
record~. and the costs thereof. This subsection does not apply
to members of the legislature or to members of any local
governmental body.
(2) (a) Each authorilY which maintains regular omce hours
althe location where records in the custody of the authority
are kepi shall pennit acces~ to the records of the a~thllrity. at
all limes during those oflice hours. unless otherWise speCifically authorized by law.
(b) Each aUlhorilY which dtles not maintain regular omce
hours at thc local ion where records in the custody of the
Hi".,,·; 1981 c. )35; 1985 •. 26.29. ).12; 1987 •. lOS; 1'191 •. )9; 1991 •
269 n. 26pd. 3Jb.
authority are kept shall:
S•• nOI< 10 59.1~. clling C. L. \". Edson. 140 W (~dI168. ~O'I NW (2d)417
I. Permit access to its records upon at least 48 hours'
(et. App. 1987).
Risk m:tnagcmcnl slucJy.commissioncd b)' corporation counsel W.lS not
written or oral notice of intent to inspect or copy a record; or
"drOi(t" under (2); n"idencc showed county J'3iJ ror and USC\J study lit v;arious
2. Establish a period of at least 2 consecutive hour~ J>t:r
ways. 1'0.' v. Dock. 149 W (2d) 40.1. 4)8 NW t!d) 589 (198'1,.
"R~co(ds" mull hOlvc some relation 1(\ (unctiuns of OICC"'>" 7~ Ally. Gen.
week during which aCCC$S to the records of the authortty IS
99
permilled. In such case. the authority may require 24 hours'
TrC;llmcnl or urafts under the J'lublic rccords law liiscUls<d. 17 AUy. Gen.
100.
.
advance wrillen or oral notice of intent to inspect or copy a
record.
19.33 Legal custodians. (1) An elected omcial is ~he legal
(e) An authority imposing a notice requirement under par.
cUSlodian of his or her records and the records of IllS or her
(b) shall include a Slalement of Ihe requirement in its notice
olTlce. bu( the official may dcsign:llc an cmploye or his or her
under sub. (I). if the authority is required to adopt a notice
st~ff to act as the legal custodian.
under that subsection.
(2) The chairperson of a commillee or elecled oflicials. or
Ihe designec of the chairpcrson. is Ihe legal custodian of thc
records or Ihc committee..
d
(3) The cochairpersons or a j01ll1 com mince of deCl c

officials. or the designee of the .:ochairpcrsons. arc Ihe legal
cuslodians of the records of Ihe joint commit Ice.
.
(4) Every aUlhority not specified in subs. (I) t~.(3)'Shali
designale in writing one or Inore positions occupied byar>
officer or employe of Ihe authorilY or the unil of go~ernmenl
01 whIch il is a parr ,,~ a legal cuslodian 10 fulfill liS dulles

2.83

(f) Exccpt as otherwise provided by law. any requester has
:1 risht to inspect any record not specified in pars. (b) to (e) the

(d) If a record "f an authority'is m;casionally taken to :1
locatillll other than the: loc:llion where records of the author,
ity arc· rcgularly kept. and the record may be inspected at the
plac.: at which records of the authority arc regularly kept
u(llln <'IlC business day's notice. the authority or kgall:ustll'
dian .,flh.: rel:ord n.:ed not provide access wthe record atth.:
occasilHlal loc:llion.
Hi\corr:

19.35

Il)~l

c.

l'\~.

Access to records; fees. (1) RIGH r TO INSI'I:CTION. (a 1

E.~c.:pt :IS

olh.:rwise provided hy law. au)' requcster has a
righl tn inspect any record. Suhstantivc comlllon law principles ,·,)llslruing the right to ins!'.:ct. cnpy (Ir r~cei\"c copies of
reeMds shall rcmain in circe\. The e.~ell1ptitlns lu the requirement "f a glwernmcntal body to meet in upen session under s.
19.115 are indieative of public policy. but may be used as
grounds for dcnying public access to a record only if the
authority or legal custodian under s. 19 ..13 makes a spedlic
demonstration that there is a need to restrict public access al
the tilllc thatthc n:quc:stto inspcct orcopy the record is made.
(allllill addition to any right under par. (al. any requester
who is an individual or person authorized by the individual.
h:ls a right to inspect any record containing personally
idelltiliable information pertaining to the indi\'idual that is
maintained by an authority and to make or rec.:i\'e a copy of
any such information. The right to inspect or copy a record
under this paragraph does not apply to any of the following:
I. Any record containing personally identifiable infomlation that is collected or maintained in connection with a
complailll. investigation or other circumstances that may
leild to an enforcement 'lction. administrative proceeding.
arbitration proceeding or court proceeding. or any such
record that is collected or maintained in cOI1I1~ction with such
an actto.n or proceeding.
2. Any record containing personally identifiable information that. if disclosed. would do any of the following:
a. Endanger an individual's life or safety.
b. Identify a confidential infomlan\.
c. Endanger the security of any state correctional institution. as defined in s. 301.0 I (4). jail. as defined in s. 165.85 (2)
(bg). secured correctional facility. as defined in s. 48.02 (15m).
mental health institute. as defined in s. 51.0 I (121. center for
the developmc:ntally disabled. as ddined in s. 51.01 (3). or the
population or staff of any of these institutions. facilities or
jails.
d. Compromise the rehabilitation of a person in the
custody of the department of corrections or detained in a jail
or facility identified in subd. 1. c.
3. Any record thilt is part ofa records series. as defined in s.
19.62 "(7). that is not indexed. arranged or automilted in a way
thaI the record can be retrieved by the i1uthority maintaining
the records ~eries by use of an individual's name. address or
other identifier.
(h) Except as otherwise provid~d by law. any requester has
iI right to inspL'Ct a record and to make or receive a copy of a
record which appears in wrillen form. If a requester appears
personally to request a copy of a record. the authority having
custody of the record may. at its option. permit the requester
to pholocopy the record or provide the requester with a copy
substantially as readable as the original.
(cl Except as otherwise provided by law. any requester has
a right to receive from an authority having custody of a
record which is in the form of a comprehensible audio tape
recording a copy of the tilpe rL'Cording substantially as
audible as the original. The authority may instead provide a
transcript of the recording to the requester if he or she
requests.
(d) Except as otherwise provided by law. any requester has
a right to receivl! from an authority having custody of a
rel:ord which is in the form of a video tape recording a copy of
the tape recording substantially as good as the original.
(e) Except as othl!rwisc provided by law. any requester has
a right 10 receivc from an authority having custody of a
record which is not in a readily comprehl!nsible fonn a copy
of the infonnation contained in the record assembled and
reduced to wfltlen form 011 paper.

form l)f which Itnes not permit copying. If a requester
requests pcnnission to photograph the record. the authority
having cusltldy of the record m:ly permit the requester to
photograph thl! record. If a requester requests that a photo\:!raph of the record he nnw;'!~:.!. !~:~ iiuthority shall provide a
\:!l'od quality photograph of the record.
(gl Paragraph~ (a) to (cl. (el and (f) do not apply to a
reclIrd which has heen or will be promptly published with
copies oifered for sale or distribution.
(h) A re:questllnder pars. (a) to (f) is deemed sufficient ifit
reasonably describes the requested record or the information
requested. However. a request for a record without a reasonable limitation as to subject mailer or length of time represented by the record docs not constitute a sufficient request.
A request may be made orally. but a request must be in
writing before an <Iction to enforce the request is commenced
under s. 19.37.
(i) E.~cept as authorized unde( this paragraph. no request
under pars. (a) and (bl to (f) may be refused because the
person making the request is unwilling to be identified or to
state the purpose of the request. Except as authorized under
this paragraph. no request under pars. (a) to (f) may be
refused because the req uest is received by mail. unless prepayment of a fec: is required under sub. (3) (f). A requester may be
required to show acceptable identification whenever the
requested record is kept at a private residence or whenever
security reasons or federal law or regulations so require.
(j) Notwithstanding pars. (a) to (f). a requester shall
comply with any regulations or restrictions upon access to or
use of information which are specifically prescribed by law.
(kl Notwithstanding pars. (al. (am). (b) and (f). a legal
custodian may impose reasonable restrictions on the manner
of access to an original record if the record is irreplaceable or
easily damaged.
(ll Except as necessary to comply with pars. (c) to (e) or s.
19.36 (61. this subsection does not require an authority to
create a new record by extracting information from existing
record~ and compiling the information in a new formal.
(2) F ACtLITIES. The authority shall provide any person who
is authorized to inspect or copy a record under sub. (I) (a).
(am). (b) or en with facilities comparable to those used by its
employes to inspect. copy and abstnlct the record during
established office hours. An authority is not required by this
subsection to purchase or lease photocopying. duplicating.
photographic or other equipmelll or to provide a separate
room for the inspection. copying or abstracting of records.
(3) FEES. (al An authority may impose a fee upon the
requester of a copy of a record which may not exceed the
actual. necessary and direct cost of reproduction and transcription of the record. unless a fee is otherwise specifically
established or authorizcd to be established by law.
(b) ExcepI as otherwise provided by law or as authorized to
be prcscribed by law an aUlhority may impose a fee upon the
requester of a copy of a record that docs not exceed the
actual. necessary and direcl cost of photographing and photographic processing if the authority provides a photograph
of a record. the form of which does not permit copying.
(c) Except as otherwise provided by law or as authorized to
be prescribed by law. an authority may impose a fee UPon a
requester for locating a record. not cxceeding the actual
necessary and direct cost or location. if the cost is S50
more.
Cd) An authority may impose a fee upon a requester for the
actual. necessary and direct cost of mailing or shipping oj any
cnpy or photograph of a record which is mailed or shippcd to
thl! requester.
(e) An authority may provide copies of a record without
charge or at a reduced charge where the authority determines
that waiver or reduction of the fec is in the public interest.
(f) An authority may require prepayment by a requcster of
any fee or fees imposed under this subsection if the total
amount exceeds S5.

0;
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(4) TIMI, FOil ("IIMI·I.IANt1: ANIl 1·IHI<:"IlIJl(l~~. (a) EOI~h
allth,'rity. II litH I reque~t fur any recmd. shall. as soun OI~
practicable and withuut delay. either fill the rCllue~t Ill" IHltify
th~ rC\juesh:r of t l •.• authority'~ determinatiun to deny the
n:"ue~t ill whuk \Ir in part and til<: reasons therefor.
(h) I" it re4ue~t is made orOllly. the authority lIlay deny the
re411est orally IInkss a dcmand for a written ~tatentent uf the
reas\'ns denying the request is madc by the requester within S
busilless days of" the oral denial. If an ;luthurity lknies a
wrillell rC4uest in whole or in part. the requeslcr shall re~eive
fr\lm the authority a writtcn statcmcnt of" thc reasons for
d~II~·inl! the wrillen re4"est. Every writtcn denial of" a request
hy all :lllihority shall illform. the: rClluester that if the rClluest
f.'r the r,'cord was llIadc in writing. then thc determination is
subjcct to review It)' l11anda!1\us under s. 19.37 (1) or upon
application to thc attorney gCIIt:ral or it distri<.:t attorney.
(c) If an authority receives a relluest under sub. (I) (a) or
(alii) front an individual or person authori7.ed Ity the individual wlw identifies himself or herself and states that the
purpose of the request is to inspect or copy a record containing personally identifi:lblc information pcrtaining to the
individual that is maintained by thc authority. the authority
shall deny or grant the relluest in accordance: with the
following procedurc:
I. The authl?rity shalllirst determine if the requcster has a
right to inspect or copy the record under sub. (I) (~I).
2. I I' the authority detemlines that the requester has a right
to inspect or copy the record under sub. (I) tal. the i1uthority
shall grant thc requcst.
J. If the authority determines that the requester does not
have a right to inspcct or copy the record undcr sub. (I) (a).
tl\C· authority shall then determine if the requester has a right
to. inspect or copy the record under sub. (II (am) and grant or
ueny the request accordingly.
(5) Rr:CORD ()I~'iTltUCTION. No authorit), lIIay destroy any
record at any time after the receipt ofa request for inspection
,lr copying of the record under sub. (I l until aflcr the request
is granted or until at least 60 days after the date that the
request is denied. If an action is cOllllllenced under s. 19.37.
the requested record may not be destroyed until after ,he
order of th~court in relation to such record is issued ltnd~he
deadline for appealing that order has passed. or. ifappeakd.
until after the order of the: court hearing the appeal is issued.
If the court orders the production of ,IllY rccord ;lIld the order
is not appealed. the requested record Olav not be destroyed
until after the requcst for inspection or c~pying is granted.
(6) ELr:CTED OFFtCIAL RES"ONSltl(UTlt~~. No elected offici;ti
is responsible for the record of ,IllY other ekcted official
.55 he or she has possession of thc record of that other
uJ1 1(;:

,.J/i(ial.

IIi<WY: IYHI ~. H5. 391; IY91 a. 39; IY91 •. 26Y SI. 3~am. 40am.
nlJle IO,5~.I~. cUlIIg Slate c.~ ~I. Ihldef v. Delay,," Tp. II ~ W (2dl 539.
OJ ,w ,:dl _5_ (I~X.1).
.
I Ahhou~h meeting wuS rrorcrly.clnscd. in order 10 ccJuse in'pection of
'tln~ fCconJs cusltklmu was reqUIred by (I) COl' Iu st:stc spcc:itic ami sum·
nt("(t publIC poh,:y (easant why public interest in nomJiscloturc oUlwcighcd
~}C~I .Os nght uf II1sf'C\=lIon. Oshkosh Northwestern ell. v. O$hlO$h Librouy
;~5 W (2~' ~8U. )73 NW tM 459 (CI. App. IYH51
PublIC': recorLis genu .. "c to ~mJlng hugauun wtrc .l\·;ul.lble under this St,;.
Ilun even Ihough discovery cUloff ueadline had passel.!. Stale ('\ ref. Lank v.
K"nlko~·,kl. 141 W (2d) R46. 416 NW t2d) ('35 (CI. App. 1987).
'" tJe(('mlillin~ whell.,er tria.' court properly upheld ,uII0\.11a"·1 denial or
A,:eH. ;appcll.,I( court Will tn4~Jlrc whether trii,1 COHn m~uC' ol i:u.:tu",1 dclerrni.
II.lUtl" iUpPlJrlCd hy r","\:urd 01 whethcr UOCUI1l<IIU Implicate sa:rccy interest.
.InJ. I( '0. whether sC\:ra:)' IItlcrest outweighs rcicaK Il1\crC11. MllwOIuk« Jour.,,1, C.II. 15.1 \V t2<1' 31.1. 4Sn NW (2d) ~15 (("I. App IYKQI
Thai rek~sln~ r«o.(us would r' ....atl c:onlidcnlial inf~ln:nanl's iueruilY w~u
k}:Jllr \p~lllt: reasull tur UCI1Ii1I of r,,":orus rC411(51: rubll': IIHcreillll revealing
".form;lnt 'i IUClIlHy uUlwclghctJ puhl,,: inlcrcsl 111 .hsc:io'SUre ll( recoru'). May'.Ilr (hr)'!iIC'r·IJlpl1UUlh ..... Haldanllta. 162 W (~tJ) '~:. Jill) NW (2c.1J (iJt!
\.","t"

r;:;.

11'191,
f{CCO~IlIlCJ puhli ..• I'olu:y itHcrc"u in deuyin}! <11.'CCts ttl J"Ioh,'e pcuUlllld tiles
,1\('mdc1 p(cSumptltlll th;11 rCl.:llrUS slhHl'tJ tlI: rdc;,ucd. Vlll.l~c of BUlkr v. Co·
163 w (~dl ~I~. ·17~ NW (:!,JJ 57~ tCt. Apr 19Q1l.
Itcm'!i 'loUOJc,."':1 (0 e:\aIl1lflalttln umlcr .'46.70 (~) (J) molY I\ll~ he Withheld by
rco~cultun unucr ,'11111111o" I.IW ruk Ihal In .... cstigattve 1l1;Henall11:lY be With.
hclJ from 1.:(1111111:.11 .!cfcuuallt. Slale u reI. Young v Sholl..... 16~ W (ld) 276.477

h,,,.

;-.lW l~uJ Joll) (el. API'
Pro~ecuh)r'l

files arc

Il}9 f)
C)'ClllPI

(rtlm puhl!1.: ;u:cess unJcr ':lJmnhln law. Statc

('\ rd Hu.:hMlh: ..... f-OU"I. loS W (~dl-4~I). 477 NW (~dl60~ (1'191).
C u\(wllan mOlY 1101 (('quire r('4ucSII:r In pay 1.:",,1 ('If unrc4uesh:ti c('rlific~.
IIUfl unk'los Icc lur CO,HC'lo 01 rc~urds IS cstahlishc:u hy.I.J\\:. ,u'Hlllhan may nol
~n;,rge mnrc Ihall aClual .Il1d UIfCCt cnst llf repwuucttoll. 7~ Ally. Gell. 36.
(opYlIIg fce but lIot loc:ltlon fa may be Impu'tCd lln rcqU($Ier (or CO$t or
I.ompulcr rUIl 1'! I\IIY. GI.'H 61<

t-ec f,'r ":lll'yiu, publ...: ('Corus ths.c.:uuctl. 7~ Ally. <..ic". 1~I.
Punl ....• r«,,,uI r(l.;uin(;' Itl cmpluye gnev.&UI.'C'\ arc nul r::C'lIl!roslly C" .. entpt
(rom ,Jis..:h.''IurC'. NllmlilClusu(c "lUst he justil'tc:tJ on c:l<;<·by<;asc b:'&sls. 7 J
I\H\·.

Gcn. 10.

"r

i)ud,\,ure
ctllrlo)'c'~ birth ,100Ie, SC~. clhntc hc:r'I:Il:C :lnu handl~"'flpc-d
Sl;alU' "Jas.:uueo. 7) AU)'. Gen. 16.
Oer JrHn C'tll of regulalion .lUli lic('n'in~ may rcruR to ~i~lu"C rC"Corus rcbuns: hJ ~lllt1pl... inU .;against he:thh c .. te prufcnioll:lh wlule Ihe lIt;tth:n ;.ate
nlueh' "under tlwesltg~ltiun": guod [:.Iich disclosure or saint" ..·ill ~:.:: :;;j...;se
,,·\nh.~l;tn to lI;thility (Of tJ .. m ... ~cs: rro$(W!'CI1 Y c continuing (C'Quc'Su (or records
;arc n~1 ~.\ntc,"phuet.l hy public records law. 7J Atty. Gcn 37.
Prl\:j:,,~ultJrs' ca;\(' liles art" e~c01pl [rum unclosu(c. 7.& 1\1l)". GCII. 4.
Rcl.uil.'nship between public tecuro:.; law anu plctJL(c$ or t.:un(i\!cntialny in
s<ulcntent ag.(ccmCl1u uiscu'SS.cd. 74 Any. Gen. 14.

S« n,1\e hi 146.50.cilill~ 7M Ally. Gen. 71.

19.)5

Llmllallons upon aecess and wllhholdlng. (1) AI'rLtC.HION or OTItf.R LAWS. Any record which is specifically
c.,cmpto:d fronl disclosure by state or fedt:ral law or authorized to bc exempted from disclosure by state law is exempt
Crom disclosure under s. 19.35 (11. e:xcept that any portion of
that record which contains public information is open to
public inspection as provided in sub. (6).
(2) L.~ W ENroRC"EMr:NT Rr:CORDS. E.,eept as otherwist: providt:d by Iilw. whenever federal law or regulations require or
a5 a condition to receipt of aids by this state rt:quire that any
r~cord rdating to investigativc information obtained for law
enforc.:mcnt purposes be withheld from public access. then
that information is cxempt from disclosure under s. 19.35 (I).
(3) CONTRACTORS' RECORDS. Each authority shall m:lke
available for inspection lind copying under s. 19.35 (I) any
reCl'rd produced or collected under a contract entered into by
the authority with a person other than an authority to the
same extent as if the rccord were maintained by the authority.
This subsection does not apply to the inspection or copying of
a record undcr s. 19.35 (I) (am).
(4) CO~II'UTcR PROORAMS AND DATA. A computer program.
as deli ned in s. 16.971 (4)(c). is not subject to examinallon or
copying under s. 19.35 (I). but the material used as input fora
computer program or the material produced as a product of
the computer program is subject to the right of examination
and copying. except as otherwise provided in s. 19.)5 or this
19.36

~cliCln.

(5) TRADE SECRETS. An authority may withhold access to
any record or portion of a record containing information
qualifying as a trade secret as delined in s. 134.90 (I) (cl.
(6) SEPARATION OF INFORMATtON. If a record contains
infonnation that is subject to disclosure under s. 19.35 (I l (a)
or (am) and information that is not subject to such disclosure.
the authority having custody of the record shall provide the
infomlation that is subject to disclosure and ddete the
infonnation that is not subject to disclosure from the record
before release.
(7) IOE!'ITtTlES OF APPLICANTS FOR PUllt.lC POSITIONS. (a) In
this section. "linal candidatc" means each applicant for a
position who is seriously considero:d for appointmc:nt or
whose name is certilied for appointment and whose name is
submitted for final considcration to an authority for appointment to any state position. cxcept a position in the classilied
service. or to any local public office. as deli ned in s. 19.42
(7wJ. "Final candidate" includes. whc:never ther.: arc at least
5 candidates for an oflice or position. e:lch 01" the 5.:andidates
who are considered most qualified for the office or position
by an authority. and wht:never there arc less than 5 candidates for an oflice or position. each such candidate. Whenever an appointment is to be made from a group of more than
5 candidates. "final candiuate" also includes (Nch candiJate
in the group.
(b) E·/cry applicant for a position with any authority may
indicate in writing to the :Iuthority that tho: applicant does not
wish thc authority to reveal his or her ido:ntity. Except with
respect to an applicant whose name is certin~u for appointment to a position in the state classilieu service or annal
candidat:. if an applicant makes such an indication in writing. the authority shall nOI providc acccss to any record
related to the application that may reveal the identity of the
applicant.
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Iii.",,)': I'IMI c. JH. 19~~ •. ~J6: 1'1'11 •. )9. 26'1. 317.
SCI",r;atiou
mu'I' he ht'rtlc by ;tt:C'ncy. 72 Any. Gem. C1Q.
C..,lUl"utC'rilcu cornrul.l1lOn or hlhliu,:c:.Iphlc tC'Cufl.h tJiKuncu an (chthOIi 10
\:~'I'\figh( I"",,; rcquclIct Hi (,lItitled h,1 ..:opy of cOlHputer '0If'< or PrllltOut ,,(
IIIlor",:",.,n tin la('K' 7S ,\Hr. (';CII. I.\l (19H6,.
Fcucral c .... cmrIIOI1 w:u 11\\1 uu:orpor:uct1 ulu.Jcr (1).77 AHY. Gen. ~O.
Put'lh,,' i.U:ccss hi I·... · ::~~.,,","(,IIICIIl reenrus. Fit7gcrOth1. 68 MLK 70S (19S5).
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19.365 Rights 01 data sublect to challenge; authority corrections. (1) E:<.cept as provideu unuer sub. (2). an individual
or pas<ln iluthoriud by the individual may challenge the
accur.u:y or a record containing personally identifiable informatil'n pertaining to the individual that is maintained by an
authority if the individual is authorized to inspect the record
ulH.lcr s. 1'.1.35 (I) (a) or (alii) i1ndthe individual notifies the
authOrity, in writing. or the challenge. Arter receiving the
notice. the authority shall do one of the following:
,(a) Concur with the dwllenge and correct the information.
(h) Deny the challenge, notify the individual or person
authori7.ed by the individual of the denial and allow the
individual or person authorized by thc individual to tilt: a
concise statement selling forth the reasons for the individual's disilgreement with the disputed portion of the record. A
state authority that denies a challenge shall also notify the
individual or person authorized by the individual of the
reasons for the denial.
(2) This section docs not apply to any of the following
records:
(a) Any record transferred to an archival depository under
s. 16.61 (\3).
(b) Any record pertaining to an individual if a specific.state
statute or federal law governs challenges to the accuracy of
the record.
H1510ry: 1991 ~. 269 IS. 27d. 27c. 3S~m. nam. 390m.

19.37 Enforcement and penalties. (1) MANDAMUS. If an
authority withholds a record or a part of a record or delays
granting access to a record or part of a record after a written
request for disclosure is made. the requester may pursue
either, or both, of the alternatives under pars. (a) and (5).
(a) The. requester rna')' bring an lIction for mandamus
asking a court to order release of the record. The court may
permit the parties or their attorneys to have access to the
requested record under restrictions or protective orders as the
court deems appropriate.
(b) The requester may. in writing. request the district
attorney' of the county where the record is found. 'or request
the attorney general. to bring an action for mandamus asking
a court to order release of the record to the requester. The
distriCt attorney' or attorney general may bring such an
action.

(2) COSTS. FEl:S ANO OAMA(JI~~. (a) Thc court shall lIwiJrd
reasllOabk attorney fees. damages of not less than S100. ami
other actual cost~ to the requester if the requester prevails in
WhL'1<: or in substantial part in any action filed under sub. (I)
relating to a.:cess to a record or pan ofa record under s. 19.35
(Il (:1). Costs anJ fees shall be paid by the authority affected
or the unit of government of which it is a part. or hy the unit
of government by which the legal <:ustoJian under s. 19.33 is
employed and nlily not become a personal liability of any
public official.
(t» In any action tiled under sub. (I) relating to access to a
rc(;ord or part ofa rec<'rd under s. 19.35 (I) (am). if the court
tinJs that the authority acted in a wilful or intentional
manner. the court shall award the individual actual damages
sustained by the individual as a consequence of the failure.
(3) PUNtTtVE \)AMAGE!>. If a court finds that an authority or
legal custodian under s. 19.33 has 'lfbitrariTy and capriciouslv
Jenied or delayed response to a request or charged exccssiv~
Ices. the court may award punitive damages to the requester.
(4) PENALn'. An}' authority which or legal custodian under
s. 19.33 who 'lfbitrarily alld capriciously denies or delays
response to a request or charges e:<.cessive ft:es may be
required to forfeit not more than S 1.000. Forfeitures under
this section shall be enforced by action on behalf of the state
by the attorney general or by the district attorney of any
county where a violation occurs. In actions brought by the
attornev general. the court shall award anv forfeilure recovered together with reasonable costs to the siate: and in actions
brought by the district ;tttorney. the court shall award any
forfeiture recovered together with reasonable costs to the
county.
I"'~I c. 3.15. ~91; 1991 •. ~b9 s. ~)J.
P3rlY j.(Ckil\~ fees under ,~) must show th.lt prosC'1:mion ..'If ilC'li\.''1j, cl)utd
rC'a$I.'\~:,bl~· he reyarded ;u n('('c~sary to obl:.lin inform:ulOn ;lItu Ih:H "c;lusal
nCMli ~"US between that action and agency's surrender of il1fllrm:uion. Slate
c, rei \ ~ughall \'. Faust. I~J IV (1d) 868. 4=~ ~w (2d) 89~ (CI. ApI'. 19R5).

lii"or):

If .. g(n~~ c~('~ciscs duc dili~~ncC' but is unable
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respond timel)' to records

request. plalnun must shuw that m:mdamus actinn waS n«(stan. 10 secure
lC'C~rds rcl(a~ It, qUillir~ for :sward. or fen 3nd ellSIS under C!). Racine Ed
Ass n. \'. Bd.
Ed .. 145, \\' (2d) SIS. 4=7 r,tW (2d)414 {CI. API'. 19881.
A.Sliuming (I j Ca' applies before mOlmbmus is issu\!d. trial courl ret"ins discrclion (0 rdulc counsel's participation in in (anlera tnSpcclion. Milw;1Ukc(
Journal \'. Call. 153 W (!dI31J. ~SO NW (!d, SIS (C!. Apr. 19891.
\~:hcrc .rial courl has incomplete: kno\lo'ledgc of conlc:nlS or public record!
SOUK"I. It must conuuct in camera inspection h.' uClcrminc: wh;u mav be dis·
closed (ollo\\;ng custodian', refusal. State (.\ reI. Morl.=e ,'. DOIlIlc1h:. l ~~ \\
(2d) 5~ I. 4S5 NW (ld) ~9) 11990).
.
.
Pro $I: litigant not entitled to anornc{s fCCi. Stilte e.'t reI. Yount!' ,. Shaw
165 W I!dl ~76. 477 NW 12d).l.IO ICt. App. 19911.
, Actu:lI ~~mages. ate 1i00bilily ('If 3gency. Punitive damages and fo(feitu((
C"'.ln be hahIIH)' of ~lIhc,( agency or Iq;al CUSlod~ ... n t.lr bOlh. Section :<'15.46 (I
(a) pro,babl), provlCJes IndemOification for punHlye t..Ial1la~es asso~ct.l at!ains
cUSlodlan but n,DI (or (O,rlCiIU(CS.
Atty, Gen. 99.

or
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19.39 Inte~prelallon by attorney general. Any person m.;:
request adVIce from the attorney general as to the applicabil
ity of this subchapter under any circumstances. The attorney
general may respond to such a request.
II;SlOr)': 1981 c. 33S.

NOTE: Exceptions to open records provided
for in this Subchapter can be found throughout
Wisconsin Statutes.

2.86

(I) Review th.: adc:quacy or state nnd local government
policies Ihat protect personal privacy relating to personally
identiliabl.: inCormation collected or maintained bYauthori·
tics anJ recommend. as appropriate. statutory changes to the
!,!ovenhlr. the legislature and local units oC government.
(2) The privacy advocate may:
(a) Advocatc on behalC oC an individual before any authorit)· any matter relating to the exercise oCthe individual's rights
under this subchapter.
(b) Review an authority's policies. procedures or practices
Cor collecting and manuging personally identifiable information anJ proviJing access to the infomlation.
(c) Inspcct any record in the custody oC an authority
pursuant to s. 19.75.

SUIlCHAPTERIV
PERSONAL INFORMATION PRACTlLI'S
Definitions. In this sub.:haph:r:

19.62

(1) "Authurity" has the mcaning specified in s. 19.32 (I).

(3) "Matching program"llIc'lns the cumputerized compar
is.Hl of Information in olle rc,ords serics to inrormation in
another rccords scrics f.,r usc by an aUlhonty or a federal
agclIl.·Y til cstahlish or vcriry an individual's eligibility Cor a!1y
nght. pri"ile!!" "r henetit or to rc,out' payments or ddin\lu.:nt dehts under pr,'grams of an authority or federal
~\gcn~~

.

(4) "Privacy advocate" means the persnn designated ullder

s.

History:

19.o~5.

(5) "Pcrsonally identifiable inConnation" means inCormatioll that can be associated with a particular individual
through OIlC Ilr Ill<lre itientilicrs or other inCormation or
circuillstances.
(6) "Record" has the mcaning specilied in s. 19.32 (2).
(7) "Records series" means records that are arranged
unJer a manual or aulomateJ filing system. or arc kept
togc:ther as a unit. because they relate to a particular subject.
result from the sante activity or have a particular ronn.
(8) "Statc authority" means an authority that is a state
electcd ollicial. agency. board .. commission. committee.
council. department llr public body corporate and politic
crcatcJ by constitution. statute. rule: or order; a state governmel1li1l.or quasi-governmental corporation: a public purpose
corl'oratioll. as Jcfined in s. 181.71) (I); the suprcme court or
coun of <I jlpeals: thc assembly or senate; or a nnnprolit
corporation operating an ice rink which is owned by the stat~.

0:

Hislory: 1991 •. 39.

19.63 powers and duties of the privacy advocate. (1) The
privacy advocate shall:
(a) Be an advocate ror the development and implementation oC state and local government policies that protect
personal privacy relating to personally identifiable inromlation collected or maintained by authorities.
(b) Provide inronnation on an individual's rights under
this subchapter to any individual requesting the infonnation.
(c) Assist. as the advocate deems appropriate. an individual in the exercise oC his or her rights under this subchapter.
This assistance may include:
I. Obtaining infonnation on an authority's policies. procedures or practices for collecting and managing personally
identifiable infonnation and providing access to the infonnation to the individual.
2. Arranging a meeting between the indiviJual and the
starr oC an authority to obtain information on the authority's
policies. procedures or practices fof. managinl: personally
identifiable inCormation or to Jiscuss a complaint that the
individual has regarding these policies. procedures or

•. 39.

~69.

Hlslory: 1991 •. 39.

19.67 Data collection. (1) COLLECTION FROM DATA SUBJECT
OR VERIFICATION. An authority that maintains personally
identifiable inrormation that may result in an adverse determination about any individual's rights. bencfits or privileges
shall. to the greatest extent prac\icable. do at least one of the
rollowing:
(a) Collect the information directly rrom the individual.
(b) Veriry the inrormation.' ir collected from another
person.

HiSlOr): 1991 •. .19.

19625 powers and duties of privacy council. (1) The
council shall appoint the privacy advocate outside the
rivacv
r
·
.
clJssified service.
(2) The council shall advise the privacy advocate on the
impkmcntation or this subchapte(.
,
(3) The c~uncil may r~commend to t~e governor
legisl~
ture legislallOn concerning personal pnvaey protecl\on policies rdating to personally identifiable inronnation.

19~t

Rules of conduct; employe traIning; and security.
An authority shall do all oC the rollowing:
(1) Develop rules oC conduct for its employes who are
involved in collecting. maintaining. using. providing access
• to. sharing or archiving personally identifiable information.
. (2) Ensure that the persons identified in sub. (I) know Iheir
·duties and responsibilities relating to protecting personal
privacy. including applicable state and rederallaws.
19.65

History: t 991 n. 39.

Computer matching. (1) MATCHING SPECIFICATION.
A state authority may not use or allow the use oC personally
identifiable information maintained by the state authority in
a mate" under a matching program. or provide personally
identifiable information for use in a match under a matching
program. unless the state authority has specified in writing all
or the rollowing ror the matching program:
(a) The purpose and legal authority ror the matching
program.
(b) The justification ror the progium and the anticipated
results. including an estimate oC any savings.
(c) A description oC the information that will be matched.
(2) COpy TO PUBLIC RECORDS AND FORMS BOARD. A state
authority that prepares a written specification or a lIlatching
program under sub. (I) shall provide to the public records
and rorms board a copy oC the specification and any subsequent revision or the specification within 30 days aCler the
state authority prepares the specification or the revision.
(3) NOTICE OF ADVERSE ACTION. (a) E.\cept as provided
under par. (b). a state authority lIlay not take an adverse
action against an individual as a result oC inCormation produced by a matching program until arter the state authority
has notified the individual. in writing. of the proposed action.
(b) A state authority may grant an exception to par. (a) irit
finds that the inCormation in the records series is suniciently
reli:tble.

pr~ctices.

(d) Publicize the registry of records series created under s.
16.61 (3) (u) and. upon request .. assist with record retrieval
any person requc:sting additional infonnation on a records
series in the rel:istry that is provideJ by a state agcncy. or
requcstinl: from the registry information to which access is
provitkd by a state agency.
(e) InCorm authorities anJ the publi~of the availability oC
the summary of case law anti attorney general opinions
prepared under s. 19.77.

2.87

19.69

Hi\tory: t 991 •. 39.

~69.

19.71 Sale 01 names or addresses. An authority may not
:ell or rent a record containing an individual's name or
a.ldress or residence. unless specilically auth0rized by state
law. The collection oC rees unJer s. 19.35 (3) is not a sale or
rental under this section.
lIi"ory: 199t a.

3~.

" record •• Notwithslanding
19.75 Acce .. to conl/denUII.
IIny other state Illw. unless federal law or regulations require
or liS II condition to receipt of federal aids by this state require
th:lt the right of inspection under this section be denied. the
privacy advocate may inspect any record in the custody of an
authority that is not open to inspection under ss. 19.35 (I) (II)
and 19.36 if all of the following apply:
(1) The disclosure is necessary for the privacy advocllte to
discharge his or her duties prescrihed by law.
(2) The record is disclosed only in a meeting closed to the
public.
(3) The privacy advocate has entered illlo an agreement
with. tile lIuthority th.1l spccifie~ the content of.the record to
be disclosed IInJ the terms of the disclosure. including any
reasonable· requirements placed on the privacy advocate to
main til in the confidentilliity of the disclosed record.
1Ii,lor),: 199t •. 39. 269.

Summllry of case law and attorney general opinIons. Annually, the attorney general shall summarize case
law and attorney general opinions relating to due process and
other legal issues involving the collection, maintenance, usc,
provision of access to, sharing or archiving of personally
identifiable infonnation bv authorities. The attorney lteneral
shall provide the summary, at no charge, to interested
persons.
19.77

History: 1991 •. 39.

1'9.80' Penllitles. (2) EMPLOYIl DISCIPi..INE: Any'pcrsonem-

ploycd by an authority who violates this subchapter may be
.
discharged or suspended without pay.
(3) PENALTIIlS. (a) Any person who wilfully collects, discloses or maintains personally identifiable information in
violation of federal or state law may be required to forfeit not
more than $500 for each violation.
.
(b) Any person who wilfully requests or obtains personally
identifiable infonnation from an authority under false pretenses may be required to forfeit not more than $500 for each
violation.
Iiislory: 199t •. 39. 269.

Sejlli'<:tc prov'..sioo reL:.t.:ir.g to

library pi:ivacy

43.30 Public library records. (1). Records of any li;'r..:-,
which is in whole 'or .in· part supported by public fu::c{; ..
includinglhe n:cordsof;i public library'system. indicat:nll t'rIC
identity of any individual who borrows or uses the !ii;r~r/'l
documents or other materials. resources or ser.ices
;"A
~ d.is:eJo$Cd except by.co!!rt~rder~r to..persons·acting ·..~t!::n
the' sCope of their !Juties in the administration of the libr"" ',r
library system, to persons authorized by the indi·.idUl1i to
inspect such records or to libraries as authorized uncer ',uiA.
(2) and (3).
(2) A library supported in whole or in part by public fur.c,
may disclose an individual's identity to another librar:' fnr the
purpose of borrowing materials for the individual onl;, if the
library to which the individual's identity is being di;ci<,;eC
meets at least one of the following requirements:
(a) The library is supported in whole or in part by publk
funds.
(b) The library has a written policy prohibiting the di'>(;iosure of the identity of the individual except as auth"r:7.ec
under sub. (3).
(c) The library agrees not to disclose the identit;. I)f the
individual except as authorized under sub. (3).
(3) A libr.lry to which an individual's identity is disciu<;ed
under sub. (2) and that is not supported in whole or in pan b"
public funds may disclose that individual's identity to an'.
other library for the purpose of borrowing materials for th"t
individual only if the library to which the identity is bein2
disclosed meets at least one of the requirements specified
under sub. (2) (a) to (c).

m,,',

Hblory: 1981 c. 335: 1991 a. :69.
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INTERSECTION OF PUBLIC POLICY AND EMERGING TECHNOLOGIES

The JVisconsin Experience
In 1991 the Wisconsin Legislature and the Governor added to the progressive tradition of this
state by creating the Wisconsin Privacy Council and the nation's first Privacy Advocate. That
initiative was in response to mounting concerns over personal and infonnation privacy in an
electronic age. Since the official opening of the Office of the Privacy Advocate last April,
unanticipated press and public interest at both the state and national level has developed.
Agencies of the federal government are amongst those who have expressed interest in
modeling the "Wisconsin experience".
Because of rapidly emerging electronic and telecommunications technologies, it is imperative
that Wisconsin develop a State Information Policy balancing values of open government and
accountability with reasonable expectations of privacy. If technology is utilized to promote
efficiency, streamline recorcikeeping, track benefit recipients, cut costs and root out fraud,
then fair infonnation practices must be developed and followed. Last November the Privacy
Council published a set of ethical principles to guide the sharing and comparing of databases
containing personal information. It is believed to be the first such state-level effort in the
nation. In addition, the Privacy Advocate, who has responded to over 100 complaints to date,
has been considerir,g the following potential privacy issues that could arise in the operation of
Wisconsin's infonnation systems:
1)

Under what cirC'J..l!1S..a.nces is it appropriate for state age:lcies to enter into computer matching programs to
link. cross-tabulate or track personal dat2.? Should the provider of that infonnation be informed that
pjs/he: personal information may be used for secondary purposes?

2)

/ue citizens aware that they have the right under curre:lt Wisconsin law to access their own governmental
re::ords in orde: to review, copy and challenge the accuracy ofcheir personal data?

3)

Should providers of information be allowed some control over how personal information required by
government is used. linked and shared? Should the receivers of identifiable data (in either the public or
private sectors) be obligated to assume some responsibilities of information stewardship?

4)

Was it the intent of the framers of Wisconsin's Open Records Law that entire personally identifiable databases should be re:eased upon demand and at low cost to private commercial interestS?

5)

Wisconsin provides strong confidentiality protections for medical and treaunent records. Is that
confidentiality guaranteed when medical data is re-released or transmitted outside state jurisdiction? Is
patient consent to share or release medical information truly informed, voluntary and ongoing? What are
the implications for refusing to consent?

6)

Are citizens aware that under some cirC'Jrnstances they may limit the release of their names and addresses
from motor vehicle and title registration re::ords? This opt-Dut option is pennitted when there is a request
for a list cont:tining 10 or more names. Should such opt-out opportunities be expanded to other state and
loc:u agencies. or would this jeopardize Wisconsin's tradition of openness?
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PRINCIPLES FOR FAIR INFORMATION PRACTICES IN
WISCONSIN STATE AND LOCAL GOVERNMENT
Preamble
Advances in computer and telecommunications technologies assure the continued growth of electronic information
and transactional data that are collected. stored. analyzed. merged. linked and disseminated. The following
principles were developed by the Wisconsin Privacy Council to provide gUidance for the use of personal
information in a nation-wide interactive information highway. The guidelines are intentionally broad and are not
intended to address specific agency activities. Although the principles are fundamental to the integrity and
confidentiality of personal information used in an Information Age. some may need to be adapted to specific
circumstances on an agency by agency basis. Hopefully. they wiU also help guide policymakep and private
companies alike to 'develop their own standards offair information practices that attempt to balance two critical
democratic values: individual privacy and the right to free speech.

•

No secret governmental record-keeping systems containing identifiable personal information should exist.

•

In Wisconsin, there is a strong statutory presumption of open government at both the state and local levels.
State laws governing open records and open meetings are based on that presumption, with exceptions clearly
delineated by statute and legal precedent.

•

A reasonable expectation of privacy and accuracy of identifiable personal information is a characteristic of a
free society. The statutory definition of personal information is "any information that can be associated with
particular individual through one or more identifiers or identifying circumstances".

•

Requests by government for identifiable personal information that is not directly required by regulatory
authority or statutory mandate should be clearly labeled as "voluntary."

•

Any governmental authority that. creates, maintains, uses, or disseminates public records containing
identifiable personal information should establish specific procedures to ensure the accuracy of information.
In addition, precautions should be taken to prevent its unauthorized disclosure, factual alteration, or distortion
within the limitations of Wisconsin law.

•

Governmental authorities should provide notice to individuals, to the extent permitted by law, when
identifiable personal information obtained for one reason is used or disclosed for a secondary purpose. Absent
such notice or other provisions in the law, an individual should have the means to prevent the secondary use or
disclosure of hislher personal information.

•

Except as otherwise provided by law, an individual should be able to determine, without undue difficulty and
in a timely manner, what identifiable personal information exists in a governmental record-keeping system
and how it has been, or \vill be, used. Governmental officials responsible for maintaining the record system
should provide assistance in locating the personal information being sought.

•

Except as otherwise provided by law, an individual should be informed about procedures for inspecting,
copying and challenging the accuracy of any public record containing their identifiable personal information.
It is desirable that corrected or updated information then be provided to all third parties who had previously
obtained the information, assuming the identities of these parties are known. However, individuals have a
responsibility not to abuse their privacy interests by making unreasonable, inappropriate or costly demands
rt:garding their own personal information.

•

Governmental authorities should determine, record, and maintain the source, date of collection, and date of
verification for all identifiable personal information.

p~rsonal
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Office of the Privacy Advocate
J.l8 East Wdron Street
Suite 102
Madison. WI 53702
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Fact Sheet 2

FACTS

ABOUT FAXES

Many privacy abuses can result from errors and the carelessness of those who handle personal
information, as well as inadequate security. Responsible information-handling policies in the workplace
and the implementation of regular training programs are critical to maintaining the privacy of personal
information. This concept is particularly important when outlining proper procedures in sending
facsimiles containing confidential or privileged information.
Like telephone conversations, fax
transmissions may be intercepted or "tapped", and incorrect numbers can be dialed.
Many fax cover sheets merely contain a confidentiality statement which clarifies the intention that the fa.x
should remain confidential. Such statements often caution the recipient against reading the confidential
or privileged material being sent; in reality, this may actually encourage a breach of confidentiality to
occur.
The following provides an overview of key ideas to consider when developing policies for the transmittal
of confidential facsimile documents.

Existing Capabilities of Fax Machines
The following features are available to secure the transmission of confidential personal information.
•

KEYLOCKS - This feature prevents information from being transmitted or received unless the
machine is "unlocked" by an authorized person. While impractical for the general office use of a fax
machine, it provides maximum security for confidential fax transmittal.

•

CONFIDENTIAL MAILBOXES - This feature stores the transmittal within the memory of the fax
machine until a particular receiver accesses the information by entering a password. Problems can
arise if the given password becomes widely known.

•

ACTIVITY REPORTS - These reports can be programmed to be issued by the fa.x machine and document:
a) successful transmission
b) the fax number of the destination which received the document
c) the number of pages successfully transmitted

Major Issues to Consider When Sending a Fax
•

THE CONFIDENTIALITY OF FA.-XES IS DIFFICULT TO INSURE
For this reason, confidential personal information should not be faxed unless: a) whenever possible
personal identifiers are deleted from the document or otherwise masked or b) one of the preceding
safety features is implemented. The recipient should be notified before any confidential information
is sent. The best policy is to avoid faxing personal records.

•

MOST FAX. tvfACHINES ARE LOCATED IN PUBLIC PLACES
Office policy should designate one person and a backup as the authorities for fax transmissions. In
tum. the fax machine should be placed where the authorized person(s) can monitor and receive
confidential transmissions. Security is difficult to insure if several departments or entities share a
single fax machine.
(continued on back side)
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•

FAX NUMBERS CAN EASILY BE ENTERED IN ERROR
The fa;< machine, unlike a telephone, displays the destination number before sending documentation.
This should be confirmed by the sender before transmitting a confidential document. To insure
security, the sender .may request an "activity report" (see first page), to keep with the original fax
reporting the successful and accurate transmission. Incorrect transmittals should immediately be
followed by a request froin the sender that the document be destroyed by the recipient of the fax.

•

FA.XES MAY BE SEEN BY

AN UNAUTHORIZED PARTY

To avoid this problem, the first page of a fa.:< transmission should always be a cover sheet which
indioates the names and fax numbers of the sender and receiver, as well as the number of pages being
sent: Likewise, the receiver should confirm the correct number of pages has been sent.

•

•

ESTABLISHED GUIDELINES CAN PREVENT BREACHES IN CONFIDENTIALITY
By establishing written guidelines describing who is responsible for safeguarding confidential
information, what security features are in place, and outlining proper procedures, the confidentiality
of faxed material can be better insured. Offices should detennine what constitutes confidential
infonpation, as well as the protections and proscriptions that should be applied.
FAX TRANS:MISSION IS MOST SECURE DURING NORMAL BUSINESS HOURS
For various reasons, such as the absence of authorized personnel, fax transmissions will be most
secure if sent during regular office hours. If the need arises for confidential information to be faxed
outside of the normal working hours, an isolated fax machine in a secure environment should be
identified for transmittal.

'" '" '" If the confidentiality of sensitive or privileged information can not be '" '" '"
guaranteed, the document or record should be sent by U.S. mail.

For more information on this or other privacy-related issues, contact:

The Office of the Privacy Advocate
J48\east WiisonSt., Suite 102
If#,dison, WI 5J702
Phone: (608) 161·6261
Fax .. (608) 261..6264
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